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1.1 REEXR

DACIZATAEREIML (VM) B, Jird BHi A R A R s -

AP/ ¥ & i
50 4> AP+1000 7% J7 i 4 % CPU+16GB N {7+1TB figifit
256 4~ AP+5000 N7 F i 8 #% CPU+16GB N 7£+1TB fifi:
- 12 ¥ CPU+32GB W 7#+1TB Hf | i%: 1.7Gbit/s
N N il
. %
1000 4~ AP+20000 4% f i if P CPU+32GB A1f7+1TB i
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1.2 DAC 223

HAR 223808, 1620 DAC ZIRiRM . IR, Al DAC. BUAIK 4
A2 admin, BUNELZ Admin@01. ERERI, 2242 & @B BN
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1.3 DAC F+4&

HARTHRERE, S RDACK IR 4T “248” .
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1.4 7E DAC _E# DAP

YDAPEERIH LM ET, DAPFEEDAC FiHATIEM, UMEHDACHTEH. H
P Fh 77 v AT PAYEDAC Ly /I DAP:

» # i DHCPE i & IDAC

» MDAP % it B DAC IPHu4L:

1.4.1 jHit DHCP & BRI DAC

1 AP M\DHCP IR 45 25 2kt 31|Option 43, Sub-Option 1, AP S sh 3% 3
DACH#H T # ., NLEDHCP/k% 45, Option 43f1Sub-Option 1
(01:0C:31:39:32:2E:31:36:38:2E:32:32:2E:31) %/~192.168.22.1.

01 oc 31 |39 |32 |2 |31 |36 |38 |2E |32 |32 |2 |31
Sub IP #hhk K

- iz, 1 o |2 |. |12 ls |8 |. |2 |2 |. |1
Option 1

PO L1 oc=12

7#£2: DHCP JR& 40 &

1.4.2 )\ DAP Wu5ACE DAC IP bt

EDAPE B M S, AEFEDAPHE N EHEDAC. i£#EDAC, HIF &
EDAC Pk
AXRELEE, EHSHEDAPH P E M S5
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2 DAC AIJ¥EE
AR SEDACHI AW A, A& 53 8.

> {1 FHER K admin & 5%
» {8 ) ST 46

P KRR LK

> I A

> AR

it EDAC
24 KA 29 12/2023



2.1 [HHEIAKS admin B&F

HRDACE % . BRAK T ZFkZadmin, BRIAZIDREAIMIn@0L1. B IREFN,

B BB E R .

HIRSCHMANN IT Dragonfly Access Controller

A BELDEN RAND

SEARR . O

Forget password?

A11: DAC &7

2.1.1 &K admin B/ R INETD

fi Fadminlik 7 & 5%DAC. mili MR NG KRR, s “Personal
setting” , # A\ “Personal settings” Tiff, #X)55d “Change
password” .
7+ “Change password” XfifHE)5G, BB %Y.

» Old password: 4a7{E %65,

» New password: HNH#,

» Confirm Password: FFIKIENHT %64,

HIRSCHMANNIT  DAC web

e ® 0 e
2. 1E2CE
fid B DAC
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2.2 fEHMSIHSH

B IRAER admin K &% DAC I, REESERIER M SHTEE. Bkt
“yes” HEANHFREFELIEFE “cancel” Bkt A ST, AT S SR
wizard @ KpriENISRET . ERSEFRT, TN,

2.2.1 BRI KL

RPEIE AT H LR BN, BTN L5,
DAC N X 2% B8 i) & PR PR = E 454

» Site (i)
» Group (HAJ#%)
» Corporate (FJi%)

Site e FERAIEEN, IR FETHIMEEE . R, a7 LLKES DAP M Site
HeZs Group. Group MU T Site K FIECE , 1 HIR I — SRRk AC & 11
ige. ¥ Site ¥ N3] Corporate ] LLHS B & Site FBLE — AR . &0 LR
PNV FHE, ¥ Site B B X K. AT LUK Site B B A T Ip A ML, H
Group ARFEI] (e B R E S & A %) R4 20 KRR
H.

EZAT, HSH ML

B AESite (Ui

DACE X % ' N et —/ Site. Site/ 2L & FI— N0 K HI6, £&—NHL4E
FIRES, HEGroup K{H Lt Corporate/). 7ESite I G1J% 1) T AL B B X Site T 1)
APAERL, 0 KBTI Group T AP, B4, FEAIER S EHCOM
Site, WIRAHLREMR 57K, WA CLEILA Site E 482261 i Group.

B S —/Group (AJ#)
Group#& TCZ i B 70 e 1) Bt /N AT . Group s B —ANRETH & H ' 75 K 1) = Site 45

. WRIEBETE, Groupr] LA B R TLLBLE, JE4k K ESitef) LklicE, HA
AR v 1 R

Bc EDAC
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m g —/Corporate (TJi%)

Corporatese fix K AL, 2% 7 K SEPRZH 2S5 1) 78 o5 21> Sitelrf, it
Corporate IS 7] LASE LN 2 4> Site 1 48— & 3.

Eaa © Fistsep
To create wiraless network structure according to
your company’s organizational structure:

w
/@3: %f?ﬁf@»
2.2.2 YEM AP

B O SR AP A 381 468 1 4 o 1 #E bk P AR

X— AR T . fEDAC L E KIFEMDAPKS, 2 H3h40 e 3 H ik
O e, EFEEEMIIAP,

O HEAAP “MAC” F1 “SN” ¥z P,

HR: APFIDACMZ R A EIEA S . hAh, ATEREEFFNIIEE, W “ )
SENBGHEIMICHAP” 1 “HERERIN” o Hrb, “4ERNm” FThat @ E
“HIEANEGHFEMIPAP” 1A

B HEFARFHEFAMKKAP

R PEE QRS EALE RS APTCLL XIS, A7 T BRI G5 T AP B4 7]
LA b T RE . BETHRERT L—IRSEMtb RN, ISR AE T isAPSIR .

fit & DAC 27
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Note: AP Registration process. means that you have decided to place the purchased APs under the DAC management piatform and associate with the account registered on first step, to conduct eflicient
centralizod network management.

You can choose to skip this step, 10 register APs according to the actual neads on the *My Devices® page lately

(to)]
d ° Second Step Automatic APs discovering with same Gatoway MCAEE
To register the purchased APs into your or spacified
Administrator account

MAC

Third Steg
nes = Q4:AE EI0B:AL40

K4 F i F

2.2.3 B EEME AP

TRYE S — DO LS G5H, 1 I AP ) B BIAH B 147 B
O 7% &1 S g =2, ANSitesl# Site N HIGroupit FAP % .
O & “Next step” %4

Note: After APs registration. you can assign the registered APs to the relevant organizational wireless network entities one by one, s as to complete the unification of the company structure and wireless
network entities

You can choose to skip this step, to assign APs according to the actual needs on the "My Devices” page lately.

Si

econd Step First step,please select the AP device

Third Step /] Name MAC Version Model License P Serial num

To assign registered APs o wireless netwrok
structure that created on first step accordingly: /] AP-A4:40 94:AE:E3:0B:A4:40 4.0.3.4060 DAP640 Enable 192.168.4.48 5522045012

Fourth Step

.,))

Last Step

KI5: F=2n-FHE

O &+ “Site” 8¢ “Group” KR HECAP.

it EDAC
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EEQ @ rirstsip

network entities.

Note: After APs registration, you can assign the registered APs to the relevant organizational wireless network entities one by one. so as 1o complete the unification of the company structure and wireless

(to)

) @

Second step, select the target company structure entity that you need to assign

d Second Step
Corp Site
Third Step
To assign registered APs to wireless netwrok Non-Corporate site1

structure that created on first step accordingly:

= Fourth Step

B Last Step

K 6: ELFFEZSH AP /7 Site

2.2.4 )& WLAN

5T SiteEiGroup B EWLAN. &7 Z ik £ SiteEiGroup K 8 EWLAN. 15215

957511 “WLAN” .

B

[==]
-

° First Step

Second Step

Bz
(<]

Third Step

—
- ° Fourth Step

Second step,Create WLAN based on the site / group you selected

To create your wireless network-SSID;

ﬁ Last Step

Create WLAN
SSID Setting
‘ Basic Setting
* ssiD ‘sueuesz
! : RRESHeI9Y Apply to Grov: (D)
enabie ssio: D
Hide SSID
Allowed Band:  All
that you f
Security Setting

Security Level:  Open

MAC Auth:

* Default Access Role Profile:  Default

Advanced Setting

KIT: GV -G E

fic EDAC
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2.2.5 BiE W LRI ATHE
BB [ R R — 25 2 s v AlIE

O FEAVFAREASIF S “Activate” #%4H, J3 FHVFATIIE.

6EA @ o

’ Before finishing your wireless network configuration completely, you need 1o activate or adjust the corresponding License in order to utilize the refated network functions normally.

You also can choose to finish the Wizard firstly, and to manage your License according to the acutal needs on the "License® page.

(to)

) @

ﬁ Second Steg
" f
Third Step
J Basic Function : 50 APs
— ° W License ID
- Fourth Steg
£2022051100001
= Basic Function : 50 APs
ab e Last Step

To activate License that you purchased.

KI8: mkjm— P E

30

First step Enter License Code to verify the actual points you have acquired afler activation

License Code

Security Function

License Code

JVYdVhibor_FhcVMRWSZ.

Security Function : 50 APs

50 APs Client Access Function : 1000 Chents
Activation Time Expiration Time
2022-06-11 10:28:32 2022-08-11 00:00:00

Client Access Function1000 Clients

fic EDAC
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2.3 MIREEH

efon AT FEiSAERAD G APt o o P T S RN G e e o P e e i R S R
2 3 SV BEESUS Aok U, 77 BT AL BRI . thhh, 7 ER AR
SR ARE HE 3 0 B s 25 20 SCHURI BRI S, DAREREAT P48 4Ed7 . DACT iR HRIX LE 15 L
ML 7L

DACi#ijdCorporate (7Ji%) . Site (Whik) FGroup (i) 2Rk RKE
M EER . R S, FRATEEE TN MR . AT W
FXGR A B AH P ()& BT R
HAE “admin” K A] DL AT Z4ES X LL R 25 454

» Site: Sites2fe i E MR E W ZEALEH .

» Group: Groupi\J& T Site, HRfeHiSitefl)id. Group MY T Site KB4
BCE, 1 H A SRR E ) RE

» Corporate: Corporate/&—4iSite. 14 Site¥s il E|Corporate n] LL#E B & 2
SiteFF 73 B4 — HIALR

.......

KI9: 25551

2.3.1 BIEH I Site

O AR ACRE TR F, S “Site” TR _ER “+7 Elbs, 17 “Create
Site” & .

it B DAC 31
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HIRSCHMANN IT  pAC web

My AP Devices

AP.
Online:
Offline:
Corporate Site : 1
corp_test site1
Number of AP Number of AP
Online: Online:
Offline 0 Offline:
Number of Client: Number of Client
Authenticated Account: 0 Authenticated Account:

Non-Corporate

K110: LIZE R

Current Site : site1

D Group : 1

group_test

Online
Offline 0
Number of Client

o

O JEA “Name” #l1 “Description” FE.
O g “Save” M E. A LIERH P AGEER) “Site” ini-k E& 2H ) g

[ Site.

Create Site

Batch Creation:

* Name:

* Description:

Cancel

A&/ 11: Create Site & /7

O R E =02 Site, )5 H “Batch Creation” Ff%.

O 1S F AR SitefiE, 26417,

32

it EDAC
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Create Site X

Batch Creation: ()

+ Create number: 1 1~59

+ Name:

Cancel

A12: fiLEL)#E Site &1

HE: NP &2 LAIE641 Site. WHRIE L H HAhSite, NIHLE G2
Site A HUN 640 2 EL 61 2 B Site#

2.3.2 BIEHH Group

O 7EA P AR U b, &I INGroup ) Site.
O 7 “Group” ik _E&Ad “+7 ElbF.

Non-Corporate

A13: gy& %9 Group

it B DAC 33
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O ri “Add Group” , #JJF “Create Group” % .

O A “Name” F1 “Description” FE.

O 2l “Save” R, Gl LI P IGEIRI “Group” Mk - BHI%
B FIGroup.

Create Group X

«+ Name:

* Description:

Cancel

/& 14: Create Group Z /7

2.3.3 GQIEHTH Corporate
O RGBT F, Ad “Corporate” &Ik Ery “+7 Br, 7T

“Create Corporate” & .

Corporate I:| Site : 2 Group : 1
« 1

solution

A/ 15: Y& #rJ Corporate

it EDAC
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O A “Name” Al “Description” FE.
O riy “Save” MH&E. A LIERH P GRS “Corporate” i&Ii-RH & F|
e Corporate.

Create Corp X

* Name:

* Description:

Cancel

/4 16: Create Corp # /7

2.3.4 % Site % in®| Corporate

—/Site A g¢IN A —~>Corporate. 1R —/Site &M T —Corporate, M5t
KEiRH,

O 7ESitet B HFTH “Setting” LI,

O sid: “Join Corp” , #TJF “Corp information” &I,

Corp information

« Corp name:

+ Corp caption:

K 17: Corp /5.8 & T

O A “Corp name” fl “Corp caption” FB&. 1E#fifri%ZCorp S AF1E
O #id “Save” #%4l. WHRMARIL, N Sitef] “Setting” MEH “Corp
Operation” & 4T, IAREERA “InProgress”

fid B DAC 35
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Home > Site-site1 > Setting

Basic Infor S al
Corp Operation Site Operation
Corp Name: Site Name:
corp_test site1
Corp Caption: Description:
corp_test site1

/& 18: Corp #ISite #9E 1R 17

O Y)#3] “Corp dashboard” TifH. “Monitoring Panel” i H I NIE K.
O sy “Accept” [FEMAIGEK, Bt “Reject” HAMAIGK.

Home > Corp-corp_test > Dashboard

Monitoring Panel Wireless Network

site1 InProgress Reject

Scoring Grades

Health
AP online rate
AP AP
health firmware
degree health
Client ai 5
health bandwith
degree “ !
2.4G 5G
available available
num num
Online: 1 0 Offline: 0 ] Clients: 0

/A19: Corp #E/EE 17

fic EDAC
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2.4 WKpPEH

DAC: AN ZALM AGE, ATHEAT = 5 R 7% R . 1R RN S R,
AT LU R A S “admin” S BIR F T2k 4G . (H{ESEIIE LT, 1R
U S I Fe A BRERL, ST 3 (4 B

DACH L “admin” K™ A& IEIEIE MEAK 5] 5 HoAh 2] 01 58 Sk~ 1M

N T J5 HIDACHK 7 G5 A1 At T Be 1 il 7 MR (I8 A (X BT fHE 5 2 AR Sula ST
FOEHE TR, EEEFESME D0 T MDACKIE HL 5 HEfFHISMTP
RS54 o

2.4.1 %N SMTP R5-58

O fFHEGAK S~ “admin” &%

O 76 S/ b i “System Configuration”

O A:i “SMTP (Email) Configuration” #EI-F#F A SMTPHEAE %1 22 T .
O s “+7 EIAREINSMTPARSS %% .

&20: SMTP Al &

O ERINSMTPHEAE AR Ss #e X iEHEF, EN DL N 7K
» SMTP Server: SMTPJRZ 221384 .

» Priority: SMTPHRIRSSESHI SR . &% Al IN10>SMTPHEA Ik 55
2o [EEMR, PROCZRkm . SR AR ISR H TR 38 e e T T v R R A
T 2R G 2> S AR S AR A AR A i A

» Port: SMTPRZ 2% 1% .
» Email Account: T A& HBAE ) LT HBLFIK =
» Email Password: HE#E%64.
» Whether Support SSL: #& 73 #:SSL.
- Support: i HSSLIERMRLE RS %5

fit & DAC 37
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- Not Support: AN FSSLEHREARSS 8%, ¥ 1E 5 %
» Test Email:  FHTH2BCBC MR 44 1 B 7 A btk

O A7 “Email Server Test” #41.
DACH Ak — B MR UE DI 88 . RAFE I RSN 5, “Save”
Y LA T A

O &if “Save” RAFELA/EHEFE .

Add SMTP Mailbox Server X

» Email Account:

» Email Password:

+ Whether Support SSL:  Support

« Test Email :

A721: Add SMTP Mailbox Server Z/7

2.4.2 BEEMK
M B 7 Elidadmin ik 7 I e, 3T BIK S IR BCE R 58 .
W R T IETE

O 7ESiteMlEH4TH “Setting” Wi, A5 st “Authorization
management” iR,

Ay “+7 Bbs, fTIF “Add Administrator” & 1.
HENEEM B H “User name/Email”

MR FLF R ik FE—A “Character” & SCHIK 1o,

R “Save” .

O 000

it EDAC
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Add administrator

User name, /Email

K22 It T s

m Ak
O &30 E B

O sdiEMsERE, #EA “Invitation Registration” T .

HIRSCHMANN IT

# BELDEN 53400

Create an account
+ Account:

Email :

= Enter password:

« Confirm password :
State/City:
Company:
Address:

Zip code:

Telephone :

A&123: BN

O EA LB adimk -
» Account: IKF,

» Email: HT&%A0HFHB4E.
» Enter Password: HT-& 5105,
» Confirm Password: i\ %Hg,

fit. & DAC
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» State/City: &/,

» Company: A& ZFR.

» Address: A wrjHibE,

» Zip code: A m] BB
» Telephone: HiIi5HE,

2.4.3 BHEN
FExg R, ATLMEEE .
O s SR LR A& B bR,

O Liid: “Personal settings” , fTH “Personal setting” T .
O i “Change password” , T/ “Change password” XJifHAE,

/& 24 Personal settings

O HALLF BB
» Old password: 4571 I .
» New password: AHE & & KB,
» Confirm Password: F{3EN .

it EDAC
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Change password X
+ Old password:
+* New password:

* Confirm password:

Cancel Save

/&/25: Change password Z [/

2.4.4 HiLHG

IMAREID T E, W LR E K .

O fEg5n F Al “Forgot password” #4%, #77F “Recover your
account” TiTH.

O HEALL FFEMEIKS
» Email/Account: I N1 BT HRA K 2

» Verification code: 3E N IERARHEFHRAEIK - 5, A “Get Code” .
1B AE IR A B B — AN RS

» New password: HAREE & E PHT%L.
» Confirm password: il Ha5,

Dragonfly Access Controller
BELDEN FRakD

m_,‘&s.&.n_q_,—ﬁ"__ o

Forget password?

/& 26: Forget password 7% %/

fid & DAC 41
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HIRSCHMANN IT

4 BELDEN BFRAND

Recover your account
« Email/Account:
« Verification code:
« New password:

« Confirm password:

/& 27 : Recover your account /7

it EDAC
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2.5 EHHABR

“admin” K/ ZDACIHKI XA/, ERAPHEA . YFalIER MM TE#. &
MR R BB “admin” T B B T B 8E 3EAT T, A 28 B 3 B

DACHE B i 7] L N LA J1L2E:

fata BUFR Uy 18] 7
> WA &, ETE AP B&FIVFRTIIE,
> IS IR AP 4rHcgs Siteo AT EHIE BT %
Admin Owner IhRE.
> AEIEHAR P, BT MGG, XA T
R
Manager > WNERE, AR BAMVFAUER PrE # .
> A A E EAR S T AR
> PSR M B B .
b Viewer > f%ﬂﬁ%ﬁjﬁ%ﬁ@%ﬂ, E A X 255 B RN 5 T R 1)
W
> EEVIRIER R, MAZENMERERR, HAZ
Guest Operator WAV AT A &
> HAMSUREHIIGE.

Z#3: DAC &# 7

B admin

> “admin” KA ML, AFEAPE &RV ATIE.

> “admin” K7 R AR R 25 454, (Site. GroupAiCorporate) . AP
L2 Kk Corporate R 28 4E 42, W R] DL HAN K 5 43 i Site A Group A &
AR o

» “admin” K/ HAE B RS D) RERIRFAL o

» “admin” KA PUKARIBIE, thHARNEMIK . R U ) FT
PEHuE A BELEDAC BT

» “admin” K/ AT LEGE AR PRI, FEAAE R Site % TARATAE
IR .

fid & DAC 43
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B Manager

WA P AE—ASite_E A managertUBR, )% H 7wl LA F Site 68 BRI 92
IhRE .

HIRSCHMANN IT  par wer, T

oo
oo

Dashboard

/& 28: Manager X/RHIRF 7 jE

B Viewer

R PAE—ASite LA viewerfU IR, i 7 vl LA Sitefic & I i 1% Site
HIIEATIRES, (ERARAINEE KL SiteFIBCE

TopaP 6000 TAP-42200

/&129: Viewer X /RHTRFE 7 G

it EDAC
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B Guest operator

058 P E — > Sitedfi A guest operatorBl R, % H 7 & ¥ 1% Site i) U5 & K
Fo

/&/30: Guest operator #X/MR & FE 7 i

2.5.1 %0 Site BHE G

O 7ESitef) “Setting” Ui b, sty “Authorization Management” i
+

O S “+” Ebr, T “Add administrator” & .

O JEA “User name/Email” FE: . NI 4 NAEALE

O M FHisEPiEFE “Character” . %30 A LLEIE B 7 Sk & T 24 57 Site. 1
Z ] 538 VLI “HIERIK 7

O M “Save” 58 A% .

Add administrator

User name; /Email

Character

AI31: 75 Site HH A

fii. B DAC 45
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2.5.2 Mk Site BHE R

O M “Authorization Management” =i $E M AR A R T 7
O Hid “Delete” Eltr.

O 7R Led “Yes”

it EDAC
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3 DAC HFPHAENSH
K= AHDACHIH 7 FL R R A EAE, A8 T 8.

> kiR T

> [t /TN s b
> i KR

> FH A

» Siteth ]

» Groupti &

fid & DAC
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3.1 #FIETH

FIELHR
® ]
s AT PRAE N 1) AR K, G LA G 14 W4 48 45 ) B AT L P 7 R E 5
a TR
s A T SO0 AR N 7 S
) RGRE
M ATEAVFATIE. SMTP (T HA) FLEM RGH &
Q HRER
s ety PRI R A N C AT 53 Th fE -

FA: FIET A

>[5
- AT PR RN ) S AR R, T R O ) X 4% 5 ) K R N VR AT IR
. WESRE26TLH “fH R SHE” .

&32: &

> B
- A P SO0 B B
- Message: MR¥EIK 7 4EE o SIEE.
- Message Setting: L& & S HUOH IS IH B UK 2 FEL BB 48 J03H Bk
Tl

Il & DAC
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AP name APlocation  APwversion AP Model

Event Priority

&133: i

i WEREE THXEE, RAEEITITSitel) H BB G 44 A4 Bk M T 8BS
B R Siteft) H EMBERITH, WA 24 gt T Site 7E BAE B

> RARE
A DLAE ARV RTE. SMTP (TR BLEM RS HE.

Activation Time Expiration Time

/&34 : System Configuration 77 /47

> FHER
Personal settings: syt AN NG BB AT LIS SR IS
A BEEG L kA H R SR
My AP Equipment: iyt NFRAT15E 4 DT
Config edit task: s &E HFTH T T HIBCEARS S, GAT RAFE
LT O B o e B AT 55
- Automatic device allocation policy: P& T MAISite4 & g . +H

fid & DAC 49
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N HSite 2 H B8 5-FCAP

- Current version:

A A EDACK AU .

- Logout: sUTREFEE AT .

AI35: wiEE

50

it EDAC
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3.2 EEB/E#ER
DAC i {f 15 A L/ 7 57 1 3 T AR oA T o 350 s 421 L 55

e & B br /34
™
s “Add” Blbs, ERCE SR HAIE%BE
e
ERCE Rk A H, A “BEdit” , e 4mEdia &% H
| I B
W H I s “Delete” E#r, BIRIFRIZ4%H -
® RS
A AT N ) AR, T A G 14 R 2% 25 ) B LA B AV R UE B
a ER
RREE RO AN TS B E
3 RALE
AT HEAVFAIE. SMTP (R EEEM ARG HE.
Q HHRER
' R A U7 A AN NG B RS 4 Th e
. # B
midi “help” ¥ALINEAH N IR RE S .
A% B b3
R
M “Search” IZHIJFTE “Search...” FEHIEANER LM, BV EREH IR €
%H.
H TyERR
FH P ] DA B A% 1 AR L 318 7 B PAE 7R e 508
HE
- FEXTFAG AT L PET LS, S “Reset” #2473 [5] 3] JE 15 B RES
Jilpen
- “Refresh” &4 M# N HFE TRk BIR B R 1) S i
wE
FH T e B E ek rh SR B bR AL
miili “Settings” %41, EPEARE BRI FIFRE,
S HR CSV 3t
mir “CSV” I RS EH BoRiE B 808 CSV (TR S
fid & DAC 51
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% B /R

HF
FIFAE SRS Bn] Lhlad s “Sort” 424l 3e - BEIRE #AT I B AR . RGE
A DR R AL I o s o A ) A S IO ) R Sk, R P e 70 0 0l R AT T P e
FFo

#5: B2 Kr

Iic & DAC
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3.3 FHER

DACH [{E B E DL RK L 2. DACH HRIEA — L8 WL ThEEMT N .
FEAN XK — BT RE N T irik .- AT 7E Configuration/Display bR Ak 5 BURE S F4H 1Y
FEAIE

Configuration Options

Enter serach criteria to display specific entries Q¢ & B @
Name MAC z Connecting Times Last Connection & Group
d4:12:43:0e:a9:ef D4:1243:0E:A9EF  (oyick to sort in 4160 2021-12-18 00:18:25
ascer,dlng/ Display Options
s R i descending order s
b6:a0:1d:a7:36:8b B6:A0:1D:A7:36:8B 534 2021-12-17 18:46:15
MU U111 6A:1D:52:72:92:84 502 2021-12-17 18:03:21
68:54:5a:6:74:9f 68:54:5A:6E:74:9F 260 2021-12-17 18:01:59
4c:02:20:4e:1e:7f 4C:02:20:4E:1E:7F 337 2021-12-17 18:00:47
22:57:c3:61:11:08 A2:57:C3:6F:11:08 1491 2021-12-17 18:00:45
62:17:dd:a6:00:d8 62:17:0D:A6:08:08 1705 2021-12-17 12:37:13
a8:9c:ed:56:2d:6b AB:9C:ED:56:2D:6B 230 2021-12-17 12:16:52

Click to load more data
ae:7b:41:27:cb:b9 AE:7B:41:27:CB:B9 408 2021-12-17 11:17:36

409 2021-12-17 11:14:08
Set the number of lines to display 1

in the table (e.g.,20,50,100)

94:87:e0:21:84:2b 94:87:E0:2F:84:28

/136: DAC /2.E %%

» Configuration Options: T8I, i MMERAE (B, 1. ik
A ERWLAN) . A] 7£ Configuration/Display &l 47 b 35k B A A F2 50 1 VE 4045

» Display Options: HT#H&EERMNEREMETESCATIRME, HEED
TNHIF, R AR d i EdE . A #E Configuration/Display Bl b b3k B A4S
FAL RS R

» Sort: AEHFITTEHIFT L, RIFZHEIFH P 7 =g T HE T .

» Set Lines to Display/Page in the List: f#i A M 3% % E5)
Frh BN IIAT L

it B DAC 53
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34 AFER
Fi /7 E T 4% Corporate. Site. Group. &35, AT UEA HAhE B

H_ﬁ"fCHMANN IT  pAc web ©) @ R

Home

My AP Devices [ t Sit te1
Corporate Site : 2 Group : 2
cop_tes ste1 oroup_test
e e €
0 0
bbb
Non-Corporate site_tes1

K37 7R

341 HW
> XIS BV AT IEE 2
Faka, B PIKP 2 Bon eItk B RN, iRk kR ik SR gt 1

“License management” IhAERI NI,

Welcome admin

License management

/A 38: License management 255

> REAPEE:
T W APH S L. FELRAPHIEE M B LRAPTI B E . A 55138 B b sk
AR I 24 T -
i BDAC
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My AP Devices

AP:
Online:

Offline:

/4/39: My AP Devices fF/i/

» 4H[Site:

- AP Status: APIRESHIBIE (FLiELBE)

Current Site : solution

&40 2457 Site - AP Status

- AP Model: APE%&IRIS &,

Current Site : solution

AP Mode Online Offline

A A1: =577 Site - AP Model # AP Number

- Client Number: & JF'uistit

fid & DAC
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56

Current Site : solution

&/ 42: 557 Site - Client Number

Throughput: 7 %6 FIHT 2R K

Current Site : solution
Throughput up DOWN

m m W W E W

/& 43: 477 Site - Throughput

Total Traffic: JREMIRE.

Current Site : solution

P —

& A4 557 Site - Total Traffic

it EDAC
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> ML
25 P I 48 SR TR 7 9
- Corporate
- Site
- Group
= EMEEE ARV R T BRI 7. R A 24

Corporatez{Site, N|7E#d; “Corporate” B “Site” ¥ i AH M [ Site
#.Group.

A 45: 25451

3.4.2 REW &
fEFE T My AP DevicesTiitz ., sy EIARIENIRFI5 % A

My AP Devices

O

AP:
Online:

Offline: 0

A6 FCHT R A IR

£ “My Device” Fti L, TFRHALE E~%E “count of online APs (green
number)” 1 “count of offline APs (red number)” .

fit DAC S7
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/& 47 : My Device /i

3.4.3 AP ¥ %
AP & HIH IR E B T A AP A o 80T LUk £ 8 s Owner A R 5 25 BE BE T3 AL PR
W

» Name: AP &K,

AT LA AP AR, DAEPE R 2. o n] 55t NAPVEAIAL K

» Site: APFTJEISite. %] s i3k A\ Site i 14

» Group: AP# 7 ECEIHIGroup. %] Sk AGroup il .

» Corp: APHTJEICorp.

> MAC: AP MACH:LE.

» Firmware: AP 5 A

» Model: APBE{RAL,

» License: APHIVFRIIEIRZS, wIBUBHEEER . R ER2EH, AP
AT H#ESSID,

> IP: APIPHidL .

» Serial Number: APIKF%]5 .

P Status: APIFPIRE, FEZREIEZ.

» Client Number: 4FTEREIAP ERE P im e
» Permission: 4§77 & ELAPIIALFR .

» Location: AP &HINIE .

» 2.4G Channel: HTDAP#2.4GHiEL.

» 5G High Channel: DAPf#i [5G &,

» 5G Low Channel: DAP{# 5G4 .

it EDAC
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» 5G All Channel: HTDAPHISGEiEK .
» Online Duration: DAP%#:F|DACHI B4 K- .
» Last Offline Time: DAP#HIT— X5 DACHK TR [A] .,

/A1 48: AP Device 7l

3.4.4 ¥ DAP 4rHc4s Site 5% Group

O P)#FHome—~My Devicell[ii. midi “AP Device” &I,

O E&BEE A4 SitesiGroup AP

O i “Set Site” &4l SEAEHINER LA “Yes” 44, #TIF “Set
Site” Ftif.

MR L5 R ikE—4 Site, i “Next step” %41

®FE— 1 Group, A ANEEGroup, M sdi “Next step” 41,

A “Save” HIME R

O0a0

/&1 49: Set Site SFji

fid B DAC 59
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3.4.5 AP A FEf-EHE

O Y #|Home—~My Device il [, #XJ5 i “AP Local Firmware
Management” &I, EHEAHAPE: .
HETEO T, DAC Mt NEk AP . SR, fERLE T, RATFE
M DAC & B UL S DAP [ S AR — N R, f8n] DUAER
iR

O sy “+”7 Elbx, 79 “Upload” & H.

O s “Upload” %41, B AR B ZRICHIAP L. FAT B S tHELAE S
xh.
» Firmware Version: DAP [l {£f A

» Firmware Description: DAP[E {4k .
» Upload Time: A% [l £ fir 75 s [a]

N JE, 1EA] LAZESite ) APV 24 41126 TL T B T RAP B2 I [ 4. 1§21 55115
TUH “ TR IE 4 o

AI50: AP At [ 1F &

3.4.6 AP ZEERH

APERE 7 A FEAPE L S A T e 5
» MAC: APi% & IMACHEHE .
» Name: APX#HIZFK.

fic & DAC
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» MQTT Connected Time: AP % FIMQTTEHET ],
» MQTT Disconnected Time: AP KIMQTT W it [a]
» MQTT Connected Duration: AP & FIMQTTIEFERFS2HT 7],

My Device

AP

MOTT Commested Tims

/AI51;: AP FHE &

fid & DAC
KA 29 12/2023

61



3.5 Site il
FEF W EAd “Site” , BESIitefE 2.

HIRSCHMANNIT  pac w &
DAC Web @ ﬁ)@ Q

Home

My AP Devices Current Site : site1

Welcome admin

Corporate Site : 2 Group : 2

corp_test site1 group_test
Number of AF Number of AP Num! { AF
Online

Number of Client Number of Client
thanticated A Authenticated Accoul 0
bbb

Non-Corporate site_tes1

K52 FI

1ESitefi B+, 0] LL%E F|Dashboard. WLAN. AP. Clients. Authentication.
RF. Log. Security. Group#liSettingi&Ii-Fk .

HIRSCHMANN IT  pac web

aR . a2 = ®

(mm)

Dashboard Authentication RF

" Site-site1 Site Health Indication AP Type AP Online Status

Scoring grades:

AP Load Distribution Low Score AP Wireless Client Health

No corresponding information

/&I 53: Site #/& 7 E

it EDAC
62 KA 29 12/2023



3.5.1 {XFH

» Today's data: xS 2 Y RTECE, R BT s & =R &,
RS KN RITERHFIEEEE, BitHAEE, HTRESH T
et

Online Client

nnnnnnnnnnnnnnnn

rrrrrrrrr

A/54. Site K& #i - Today's data
» Scoring grades: ©/xXATSitef@ Bk (. RIEF. —MKEIN/A)

" Site-solution

Scoring grades:

//55: Site K ##f - Scoring grades

» Site Health Indication: B/ AT ATA AP £ B 58 48 B 1 2 A4 (g
FRACEIEG . BEAKE D =5 &I B —ik.
- AP onlinerate: HSite P EZAP 5T APHI H 23 Eh ik & .
B HH>80%; #itF: 60%<[ith<80%; —fk: i t<60%
- AP firmware health:
. Sited Fra AP ATBCHT A .
Bt SiteH B AP KA AR [FE AN A2 S f A

it B DAC 63
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—f%: SiterFFAPHIFRAANH .

- Available bandwidth: i SiteH&A~AP R3] F iy 98 5 5 i 98 2 Ll
Uf: AEHE>80%; EilF: 60%<4h<80%; —f: 15 h<60%

- 5G available num: M Site £ 2L APAESGHILEL 1K) ~T- 151 %5 - iy B 8 v
JE o
B FRME<8; Bl 8<FIYMEH<16; —M: “Fi{E>16

- 2.4G available num: HiSiter" fEAPTE2. AGHIEL K V-3 %5 7 i 45 &=
PAE o
B CFHME<8; BiF: 8<FIYfEH<16; —M: “FIH{E>16

- Client health degree: HiSite i FE% i 5 B A &/ i 2 LR E
Ut AiEb>80%; #iF: 60%< /5 th<80%; —M: 1 k<60%
ER: &7 @ HRSSIE .

- AP health degree: HiSiteHF7/EZ&APF-IJCPUMF R &,
it SFH{E<20%; 1T 20%<F3IE<40%; —f%: “FIIE>40%

Site Health Indication

A/ 56: Site /K77l - Site Health Indication

» AP Type: AP EAIISFTE “Site” iz SHm MR E . #fiFRR
APRLS, IR AH N S 13U

Bc EDAC
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AP Type

Offline

/57 : Site K& 7L - AP Type

» AP Online Status: E/RAPEZLA S & I0HEE 7.

AP Online Status

&I 58: Site [K#77- AP Online Status

» AP Load Distribution: APH 7Pl . XA FAPER I K inE =1
ESizna
- BRI IERE LR EE, 7 NS 0-9. 10-19. 20-29.
30-39. 40-49. 50-59. 60+,
- NIRRT NI R AP B E .

it B DAC 65
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AP Load Distribution

A/59. Site [K##%#- AP Load Distribution

» Low Score AP: $Efit— MK T B EMHERIAPSIR . $EEEE ' R7EAP
[ BAR ARSI A(E B . K0 XAPEI-£FHIAPH R LS SN . Wi
APFERR AT & BB E R, NIAEIR TR A B R 1ZAP.

P ER A, AR (—Hees) 'R AAEN. HIRAP
Tabr Ik SR B BUAEZER, AP H BRI HH k.

AP {E T b5 M LR 5N 77 T A T34
- AP CPUFIH %

- AP ERIH R

- APAfFRI A #

- BimEBEANEE

- AP R 1 T8

» Group List: Z/xSite N Groupsi%.
- Group Name: Sitefd & HIFTH Groupf) & K. AT S Group 4 Fr it
A Groupfi .
- AP Number: Group™ JAPH & .
- Client Number: GroupH )% ) i B
- SSID Number: fEGroup 1% [ISSID% & .

Bc EDAC
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Group List

Group Name AP Number Client Number SSID Number

top 0 0 0

/A 60: Site /K7 - Group List

» WLAN List: £7xSite LHJSSIDFIE.
- SSID: LM ISSIDA TR
- Client Number: 5SSIDXKEEIE i .
- From(Site/Group): SiteEiGroup, F~xSSID &M iZSitemGroupt!)z
iR
- Security: ke, Tl LIZOpen. PersonalEEnterprise.

WLAN List

SSID Client Number From(Site/Group) Security

A/ 61: Site /KA#%7 - WLAN List

» Wireless Client Health: {EZ& i BEIEIR 4, RYE L0551 BIAPH)
ST (RSSUAHNUE SHREETEZR) , $-HE T 3G I HE N BEIR L -
- RO RERSSIBE 2SN “best” KF.
- BIFRSSIBIEMI RSN “good” KFs
- FE—RRSSIBE 2525 “fair” K
RIS, FRATIE I ok [X 73 25 S R 3 NSIBL

fit & DAC 67
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Wireless Client Health

B 2 4GHz EGHz
Client Number
4 -
34
24
14
0 .

T r
Best Good Fair

A1 62: Site [X#7Z7 - Wireless Client Health

> Client Type: Zaij# A\ KRR OIETHHAL. Bahik g AR
Hro

Client Type

@ Computer
B Mobile

/& 63: Site [K##f - Client Type

» Operating System: A\ %3 FI#ERAE RGRUIGHE L NE M 2 .

Operating System

Linux

B ios

/& 64: Site [KZF7#%I - Operating System

fic & DAC
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» Current Intrusive AP: PADFEIE 7R TILAPHIRogue AP LA .

Current Intrusive AP

A/ 65: Site [X##f - Current Intrusive AP

» Current Intrusive Client: PAVBHEIE R @R TI0E  imARogue % F ki )
Eb 1l .

Current Intrusive Client

A1 66: Site /X777 - Current Intrusive Client

» Historical statistics: T M T R4 ik £ — AN [a] Bt .
- Client Number: %/ ¥ A,
- Throughput: SitefJ&HEIFFLA.
- Traffic: WMEMAKAE.

it B DAC 69
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uuuuuuuuuuuuu

A/ 67 Site {X#z# - Historial statistics

3.5.2 WLAN
Agk . B AR Site1SSID. iHS 91T “WLAN” .

3.5.3 AP

AP R BN . EHAIAPAIBEN. AEH, NTPIRS B, I
FARBAGHENCE, APRARSIHEMRS, UKAPHEILHFIEEIR. 52
WELL10TLH “AP”

3.5.4 B

R FN . B ERAR BAT S AT NI Kb AT SR A AR IR
ARG BAERGRA G AR IE R A S MBS . 1§52 1H
133U “2 737

3.5.5 B4rEnr

G, BRI R & I A A A S RIS AL B . (E S B 141701 “ G
uE” .

3.5.6 RF

fLRAP RFELE . 1R#ESiteix BERFELE . RIFHENDAPKERFEE (Ledm T

Il & DAC
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Sitefit &) . B NE20471H) “RF”

35.7 HZE
ZgHESRKSHE. B WE21600H “HE”

3.5.8 &4

fic & Rogue AP TR BE FI1 G £ BU i A N SRS o o 2 T A 0l o4 e 60, 4 AP B R N 5
%\ 24 it U AG 0 TR S AR B 47 BTG

giitdEkAPIE S, BFETHEAP. Rogue AP. BULFAPHILRAP. T4 & imic st
PIge it HE 5T HAPCE I 24, 5 Rogue APIREKITZ lﬂﬁ’ 2ty Ao R 2] 7
Ly, DLAHENBAZ B Ln. REBEHER S, S ILEE223T1 ) “ %
7

3.5.9 Group

MJE T 1%SiteFIGroup A 1. & 7] LLEF 1% Site I A A Group, HNGroup#i i
fE—ik R h b
» Scoring Grades: Z/RGroupfEE/KT (FfE. BIF. —MKEN/A)
» Health: EIRMETIXATAAP. Ll b 4 5 12 R RO VET .
> AP: FELAE LA E.

HIRSCHMANN IT  5ac web

—_

group_test (Owner) bbb (Owner)

Scoring Grades Scoring Grades

Health Health

/A 68: Group Z/7
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B A& —/Group

O #iii “Add Group” #4H, #JJF “Create Group” &I
O A “Name” 1 “Description” FE.
O fiddi “Save” ffFGroup. 47 LL#EGroup i I E i i Group.

m HEE—NGroup

O AdiGroup& A L) “Delete” E#r.
O e dEs Bsd “Yes” .

3.5.10 wE
Site X & -
m EAERAEE

» Corp Operation: 7E¥Sitesr ity Corporate )5 7 .
- Quit Corp: ¥ 477Site \Corporate F1 5% .
» Site Operation:
- Transfer Site: ¥ SitefiOwnerfU SR #4525 HAhH F .
- Edit: 1&Siteft] “Name” ¢ “Description”
- Delete: fHExSite.
- Join Corporate: 1/ tI)5E¥ Site /7 Fic 4 Corporate

HIRSCHMANN IT s wel,

Corp Operation Site Operation

/&169: Site Setting 2 [/

it EDAC
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m A

fas ] LS I HeAth FH 7 ok 2 Site . X R Site fOwner & & % ) fE .
> B RAFIR
- User Name: /"4,
- Email: H TR
- Status: IN/IRM
- Telephone: HFHIE S,
- Character: fifar Ll Z&Manager. Viewerd{Guest Operator.

Email Status. Telephone Character

Success

/I 70: Authorization Management Z'//

B NINEE 5

O & “+” Kb, 17 “Add administrator” & 1.

O EANEERINK “User name” 8¢ “Email” .

O M Fhid&Fik$ “Character” (Manager. Viewer. m# Guest
Operator)

O &7 “Save” MHEE.

W R KA AR, WL H AR A R B WR ARG T . R0 03 i

MBEFfS, HFRH AT DOEMIK 7 o e - B 4 HT Site A MNAUR . 152 #

F38TLIY “AlEK 7

fit DAC 73
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Add administrator X

User name/Email

Character manager

Cancel

A 71: Add Administrator Z /7

B HEREE R

O GRS BRI EE
O Hi7 “Delete” Ebr.
O 7R LS “Yes” .

it EDAC
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3.6 Group #iF
3.6.1 {3

» Today's data: xS 2 Y RTECE, RIS & =R &,
RS RN RITERA I EEE, Bt EE, HMTREgHR T
et

||||||||||||||

A 72: Group X#7#f - Today's data

» Scoring grades: /s X4ATGroupfEER/KF (HifE. RIF. —RREIN/A)

h Group-tgp

Scoring grades:

/& 73: Group XF7f - Scoring grades

» Group Health Indication: &Rl XA AP, £t ol 5 4 FE 1 Ak
fEFKF TR . BRK 7 =55 &I B —K.
- AP online rate: HGroupHfEZLAP 5T AP H 73 L HRE
Belf: 5H>80%; #lf: 60%<hLh<80%; —M: Hh<60%
- AP firmware health:

fit DAC 75
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I Group™ FrF AP N BHt hUAS o
B GroupH FrE APRR A AH [RIEAS & 58T BRA
—f%: Group T AP AR A AE]

- Available bandwidth: HGroups&ANAPKF-H) 0] fH# 9% 5 AW w2
bR E o
el HEE>80%; #ilT: 60%< 5 Eb<80%:; —fk: 5 H<60%

- 5G available num: H GroupH 7£ £ APTESGAIEL I~ 151 25 1 i B0 &
JE o
B FEME<8; Blf: 8<FIYMEH<16; —M: “FH{E>16

- 2.4G available num: HGroupH7E £ APTE2.4GHIEL 1T 3% F i 44
B PIME<8; BidF: 8<PIYMEH<16; —fk: “FH{E>16

- Client health degree: HGroup™ fid fE% F it 5 BT & 7 b 2 LL vk
5E o
U A EE>80%; #ilf: 60%</5b<80%; —f%: 5 1Hk<60%
ER: B/ @ HRSSIE .

- AP health degree: HGroup7E£EAP P CPUfH FH P iE
BT FE<20%; Bif: 20%<FE{E<40%; —%: “FI{E>40%

Group Health Indication

A T74: Group X7 - Group Health Indication

> AP Type: AP[EARRISHIE “Site” Hixfl 5 & REl. BN
APEERY, - IR 7 A AR ) K

Bc EDAC
76 KA 29 12/2023



AP Type

A 75: Group XF7L - AP Type

» AP Online Status: APEZLAEZ&IDHEE .

AP Online Status

A 76: Group X7 - AP Online Status

» AP Load Distribution: AP/ H1; .

KPR E, BAMRME T 7 NS5, RoniEmN&mBE, i 0-9.
10-19. 20-29. 30-39. 40-49. 50-59. 60+. ZNHZAPIE=.

AP Load Distribution

A T7: Group X #7## - AP Load Distribution

» Low Score AP: $Efit— MG /HMET B EMRHERIAPSIZR . $REEE ' R7EAP
H B AR AR S FRRAAE B

fit DAC 77
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R XAPIET R R APH RS sh A . WIRAPTRFR AT & RE ER, NS
NG, A LA E R S, NS (— ) B AR
L. (HUIRAPIEARK A B BEE R, AP HBIMETR k.

AP {H F8 A5 M LR 5AN 7 T HEA TV -

- AP CPUFIH %

- AP AR R

- APNIERIF %

S S IR E

- AP %R

» WLAN List: Z7~Site FSSIDFIZE .
- SSID: JTCZEMZEHISSIDAFR .
- Client Number: 5SSIDEELI% P imdE .

- From(Site/Group): SiteZGroup, *7/~SSID/&M1%SiteakGroup iz
.

- Security: Tk, AILLZOpen. PersonalZiEnterprise.
WLAN List

SSID Client Number From(Site/Group) Security

A/ 78: Group X #7#i - WLAN List

» Wireless Client Health:
L ERRETIR A, RIELumES LITRAPHIE 5HE (RSSIENEINE
SEREETRN) , FRML 73N BB R
- R RERSSIBE & A2 “best” 2.
- 2 RIFRSSIBME R A28 “good” /K,
- W — IKRSSIFRME M i 3R “fair” 7K-F.
A, FRATIAs FH B R [X 93 2 v PR 42 AN AER

Bc EDAC
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Wireless Client Health

B 2.4GHz 5GHz
Client Number

14

Best Good Fair

A/ 79: Group X##f - Wireless Client Health

» Client Type: 4HTHIV; A Ao {28 A5 TH R B Mm%
%

Client Type

@ Vobile

/&/80: Group X#7# - Client Type
» Operating System: ijja] % FIHEAE RSB UGHEFENE W 23 .

Operating System

/&/81: Group X#7# - Operating System

» Current Intrusive AP: VIPFEIE &R TFHEAPFIRogue AP LLAI

fid B DAC 79
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Current Intrusive AP

Interfering AP

@ Rogue AP

/&/82: Group XZ7f - Current Intrusive AP

» Current Intrusive Client: PLGHEIE B R TILE F i fIRogue % F uifi i) L

.

Current Intrusive Client

Interfering client

Rogue Client
g

/&/83: Group X### - Current Intrusive Client

» Historical statistics: ] M T HL513 Ak HE— A B
- Client Number: % i 3k i
- Throughput: SitefIFHEHTLLA.
- Traffic: JEMHIRE.

Throughput

/A/84: Group /X ##f - Historical statistics

80
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3.6.2 WLAN
A, B ERGroup I oL M 4s . 1S 559151 “WLAN” .

3.6.3 AP

STGroup AP & I a5 . iz R4 H AL, AP RSG HERS, LK
AP ITH ) REE bR . 1ES LB 110011 “AP”

3.6.4 &

R FN . BB RN BAT S AT NI Rt AT SR AR IR
R GETE . A R GG DU BN 2 X 2% 1) 283 1) 25 e SR Gt E A
. ESWEL33TH “& i

3.6.5 B IAIE

B3 . S SO 5 B 43 56 UE AN A AR OGRS L & . &S 14101 “ S 56
iE”

3.6.6 RF

ToRAP RFECE . ZEGroupMRFIE F, BHRBEBEERFINEE, TLikBH. &S
L2041 “RF”

3.6.7 HZE

REHERREHE. BSNHE216001 “HE” .

3.6.8 &4

A BLAEIL U L AR AP, & PHER A4 . 2 E PG HRAP SN R E2E
st RIS, bIeE] “Site” (1 “Security” M. 155223110 “ %
é” R

it B DAC 81
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3.6.9 #E
Groupix & .

m EAGRKE

» Group Operation

Edit: 5 2{Group & FrEliik .
Delete: fHF&xGroup.

Group Operation

/&85 Basic Information/Setting /%27

B OFNEH

f&nr DL in HABH - ok E 2 Group. {UPRGroupjOwner& & I HE -
» Administrator list

82

User Name: %

Email: H 74

Status: EII/IRIK

Telephone: H /I HIE S

Character: ffitan] LL2Managerai# Viewer

it EDAC
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Administrator list

eeeeeeeeeeeeeeeeeeeeeeeeeeeeee

/&/86: Authorization Management f¥/z7

B RINEE R

O S “+7 Bbr, I “Add administrator” & .

O ENEERINN “User name” &% “Email”

O M\ FHisFE Gk “Character” (ManagerziViewer) .
O &7 “Save” MHEE.

Add administrator X

User name/Email

Character

Cancel
A/87: Add Administrator Z/7
mHERE R
O G TR SR R
O i “Delete” K#r.
O EffiAEs Ed “Yes”
fid & DAC 83
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4 AR

HHr, DACH WA AIIE:

» FEAVFAIE
AFEFEARTNRE (BIZEWLAN. &N, guitss) I P umvi | hEe. FEA
Dyaedt T AP R EGIAT IR AL . 2 P vty 7] D e 3 T I\ UE £ ) 2 B AT 4%
Lo

> ZAVFEE
T Z 2 AFEWIDSHIWIPS . Z Vi T APE = TR AL

R Ry LA SE A VF AT UEDN R -

Bs e dine] Edie ik
YFATIESZFF 50 4~ AP 1 1000 4% 7 i V)
942999321 DAC-50 ‘
W44 DAC *F- &
VE AT IESCRE A AN PR
942999322 DAC-256 ‘t{:ﬁhﬁ'ﬁf 256 7 AP 1 5000 A% b )
ARV ATHE ¥t DAC -4
b 942999323 DAC-500 VFRTUESCHRF 500 4 AP il 10000 4% /7 i ff)
it DAC P&
YFAIHIESZHE 1000 4~ AP F1 20000 4% 7 i
942999324 DAC-1000
i1 DAC “F-&
P IS THEES N ~ N ;
942999327 DAC-Sec-50 if DIREVITUESCHF 50 4~ AP (% fF DAC
=
P IS THEES N ~ T~ ;
942999328 DAC-Sec-256 %ff DIREVE FTUESCRF 256 1 AP )% fF DAC
R f;%““ﬁﬁﬁﬂii‘iﬁ 500 4™ AP [{1#44 DAC
942999329 DAC-Sec-500 E‘;A Fe : ' X
=
TR y = N I
942999330 DAC-Sec-1000 ?A% ﬁzﬁiﬁﬂﬁﬁ* 1000 / AP [y fF
=

#K6: FHUHT

VFRUE AR TR T KON AR . AR IR 7 SEBR I SEFIAPF= &, = R an K
Fo BRI LLEWeb GUI LIS VF AT UERY, JEER MWeb GUI W22 H i #ETT
R “Home” W _F A “License management” #%4H, 77T “License”
G

Bc EDAC
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HIRSCHMANN IT  pAC Web

Home

Corporate

corp_test

Non-Corporate

K88: Il

PN Rl | S
» VAR
» VAR R
» VFREICsR
> WY

fid & DAC
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My AP Devices

Current Site

Group : 1

group_test

1 site1

® 0 @ R
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4.1 VFATUEBGE
fHiH “License Activation” T [ & 4 ol iE ALY

HIRSCHMANN IT  pac web n)
it © Po 1
{fome System Configuration
SMTP(Email) Configuration
B 99 A S 99 Client Access Function 2000 Clients
Code
License ID License Code Activation Time Expiration Time
00 bor INKB:. 00:00:00
net 50 AP Secur 0 APs inct
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 54 0:00:0

Basic Function : 50 APs Security Function : 50 APs Chiont Accoss Function : 1000 Clients

89 1 Af i % I JE

O ¥ AL B SRR E “License code” JEA R AMEF .
O &7 “Activate” #%40, #77F “License Code” & M. #41{E S AN
P
» Basic Function: ZlAPIIRE, BFEWLAN, RF, k&%, Wkl 89AT
7N, SEAHTIRE ] H B OKAPETCN99.,
» Security Function: Z4Ijfg, HIEEL R wiDS/WIPS. & 89K,
LA TReT] H B RAPEUHN99.
» Client Access Function: #1& 89Fi7~, # % A4 A20004% F i o
O fFEVE4E S5 L i “Activation” %4, BHVFAE. K5, Fridusevra]
UEW AR SV ATIE SR

IR CBEE 2 VEATE, AT BAE R B VF RE A SER O DhREAT DI e R
Iy, &R LA BISEATHRERI TR ARAPECE, w DUAER &m0 R, A%
TR IR RAPELE

LS VAT UESIR -

it EDAC
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» License ID: ¥AJIEID.

» License Code: VAU,

» Activation Time: ¥E MVl Uk I [A]

» Expiration Time: ZRAHMAGE, VFrluEH &2 ER AT .

B 5 VE AT UE NG SR R 3 H 8192099-12-31 5 H VT E 1 2% 2850 8] i HR i H
W3 H .

fit DAC 87
KA 29 12/2023



4.2 VFANEEHE
PEMCTUH b, AT LA HRAN ) RO O VF AT

O &340 N 1 Site 3 ST ThRE T 5.
O A7 “Yes” #4H, #aihit)s FiZIhie.

Function Setting

Current it Function : Security Function

Total : 100 APs

Remaining : 99 APs

Used : 1AP

If enabled will consume 0 AP

Confirm to enable (Site)site2 Security Function?

/&/90: DAC #Fhaj uF &7

fERFATSitertt, 1T B P A T RERIAP B U F 5856 T e IR B AT RV AT i
MR TERTASitert, AT DU A% 4T AEIIAP B MU T84 TR I % 430
BEVF AT (4408 7ETASitert, AT BLEATIGFAG VT 7% P13 B S0 F o045 F
SR 5 357 D R 24K

fic & DAC
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4.3 VFAMIEIEx

WRAETIRE, VFANEL R St Site BN ThRE ML TE 0L,
R RGNS . AT DO R & ik £ 2 R DI fE -

Home System Configuration
License SMTP(Email) Configuration System Log
A t A License Record D C
Total : 100 APs Used : 1 AP Expired : 0 AP

From(Site)

/&191: DAC #F a7

fid & DAC
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4.4 BE&GwIG

DAC % 4ty s e DACHIFREL. FRUSVF FTUERS, J87 22 [ BN i B 1 U 8 G fth
PERLR AR N VFRTUEARHY, 1A R BEARE e WA B+ 4 A e .

HIRSCHMANN IT  pac web

HIRSCH © £els

Home > System Configuration

/&192: DAC #4453

fic EDAC
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5 WLAN

KR T IR EEARFH, i/l 7 e @ a2 WLAN. FI7E “Site”
g “Group” #LEIH L EWLAN.

..................

Enable

/793: WLAN 17/4/

ERBNEFEF, LK P ineiE =k H i FWDAPHI L4 S 5 Bl brmi. 15
KL FIDAPJE, % it FIDAPZ [AIHET LA R 22 B :
» WLAN Access Authentication: G2k & F il iEHDAPK, DAP
BN 2 P i BEAT AR LB S ARG UE o B 4 B8 IE 5 VAU T-WLAN 22 4 25 il #11
MAC & 1 B R IRAS o

» WLAN Connection: WLANFZAIERR DG, 27 b5 DAP#E L&z .

» Network Access (Captive Portal) Authentication: %/ ii&#DAPJ5,
AR g — P RS R T S e . X — 2 AEL R IR

A FEAE T A 3
> A
» MAC & 17 56k
» A FEWLAN
» JmiEWLAN
> fHIFEWLAN

it B DAC 91
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5.1 &EH

» Open: AT 42 E KIWi-Fio
» Personal: ZHHLRYWi-Fi. DAPEILLGIE 4K 2 i HEAT S 43 30 iE -
» Enterprise: WIER S #%E 802, Ix N UEXESE % i b 4T S Ay B8 AIE

fic  DAC
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5.2 MAC S{p5E

MAC £ {73 S5 iE A R e 45 A BEAY o U7 Il 3] (MAC) ik AT B 4 3ok
MAC 5 3 35 Uk BB ORAN & fie 2 TR e I 5%, AB'E N B SRl e 26 B 2 B 1t
THOMIZE RS BE, FETMACHE T34 E B AT AR Fe i = U
(] X 2%, [R] IR AR 28 A B 2 () 17 1)

it B DAC 93
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5.3 6% WLAN

Welcome admin

Corporate Site : 1 Group : 1

Non-Corporate

/& 94: Home page

O midr “>>7 Efrit A “Site” YA
O midy “WLAN” ET-R3EA “WLAN” #1138 T .«

HIRSCHMANN T pac wer, (TSI

WLAN

SsID Status From(Corp/Site/Group) Security

/&195: WLAN 7i/#

O 7 “Site” % “Group” #MEMWLANEIT K F, sSEWLANGER L L K
“+” bR, FTJT “Create WLAN” %[,

it EDAC
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..........

1

A196: WLAN 7 /7

5.3.1 SSID & E&

B Basic setting

» SSID: AFEERME—FR LMK (232D « R
SSIDH &k, WAATH 5|5 HEkk.

» Apply to Group: o FHEEEH 7Bl 25 1% Group IWLAN.

» Enable SSID: 5 A EZ2HSSID.

» Hide SSID: Jo HEZEE G Frmi )SSID. BRIMENEEH
EE: R SSID e 2t LA R .

» Allowed Band: Ak5sHa] FFS0EL -
- 24G Hz
- 5G Hz
- All, B45G Hzf2.4G Hz (ERIAED

» Mesh: FE:T-Meshit) 2 gk i PRI ) 0 5 FH EZE I SSID. J5 - Mesh
J&, REEEFWPA2 _PSK_AES. WPA3_SAE_AES. WPA2_ AESEH
WPA3_AESHI# i, {X/EDAP84T7-A LR,

it B DAC 95
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197 : WLAN Z A% &

B Security setting

» Security Level: iEFEWLANARSS 24800 .
» Open: RN FIWi-Fi.
BUNK b B A, TS E SO A BEE FIMAC S0 38 1IE
» MAC Auth: Ji HEZEFIMAC & 3 IAdIE .
» Authentication Profile:
- Default: & 5ARFEIBCE 715
B Defaultn] LN 24 /i 1 SSIDE #5252 5k 72 T/ Web Portal &
WIGIIE, B3 ~Company Devicei% & jj 1 SSID.
- Customization: 75EFFANEV] M HEE . NUETRES, U7 &N
B TGRS . 15 W 141000) “ B n g uE” o
» Customization Page: #&£HTWebl 1/ IiF KR T, FARYE
HATHE X REE SRt RN i%E N “Guest” 8¢ “Employee” B
A E

it EDAC
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Security Leve Open
MAC Auth m
Authentication Profile: (8) Default Customization
Authentication Type: (®) Guest Emplayee Company Device

Customization Page Edit Page

# Default Access Role Profile Default m

& 98: i E-“Open” T

» Personal: @i AR Wi-Fi.
» Encryption Mode: M TFHFIFRFEFE—FINEEL, AEEANEH,

WPA_PSK_AES: {{i F i3k =% BHiE AT AES N E HFIWPA.
WPA_PSK_AES_TKIP: {fi i3t =& HH AT TKIPHAESTR & %
[FIWPA.

WPA2_PSK_TKIP: fif H itk =8 4H AT TKIPINZ: FYWPA2.
WPA2_PSK_AES: fii i3t =% Hit 1T AESHNE FIWPA2.,
WPA3_SAE_AES: f#i i3t & k1T AESINE FIWPA3, N AT
WPA3F A2 P i 15 [7]

WPA3 _PSK_SAE_AES: WPA3FWPA2IR &, STHFWPA3A
WPA2 A 25 F i 15 [7]

» PMF-Protected Management Frames: & & G2 R E LFSE %
A BN S B 32 R BT 2 P o i 4 (Al
WPA2_AES/WPA3 AES256/WPA3AES, A
WPA2_PSK_AES/WPA3_SAE_AES/WPA3_PSK_SAE_AES) .

fid & DAC

Disabled: ZEFH 2R FRMIE R . WPASNNEE 75 2o B 2 AR
T, AR . WPASMZ I ZEAT R E .
Optional: VR H TR RS E BT SRR ORy & 3 il 1) 25 1
ity F1FEH% o
Required: W VR H SRS ORGE BT 25 7 o 1% 42
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» Enter Password: uiiEHZESSIDI% Y,

» Confirm Password: PN %D,

» Device Specific PSK: % &4FEPSKILEGIPSKE & F =12 4. n
BTN FEH T EAEEPSK, HE&ACHE Ti&&EEPSK, N
AAARR S 3% 22 ML 4% 3% T MACH 43 36 11E ) Radius 22 N\ 43 32 i 57 ,
FEAR YR A& FIMACHIIE R A GE X R A& R € L 2% 4H . X EWRERA
WHREEH —DAFERZ4H . 0] PLECompany device 7T 4T i€ )
MACHEE R B 5 #5475 7€ PSK.

- Disabled: ZEH %% FFEPSK.

- Prefer Device Specific PSK: AAARSS 2848 &A% F B ik & &5 €
PSK. HIRAAAJRS %% FERadius$ N FE32 N — i K ix “AES-CBC-
1287 JEE, WK ER A . WRAAANRS 2 5A Ki% “AES-CBC-
128” JE 4, WPKAS FH/ESSIDH L B 1% 51

- Force Device Specific PSK: ix[r| “AES-CBC-128” J@ltHI{E, T
WH BB, WAREPSKIES/MBRADIUSR S A3 FC &8 F
Zix & fECompany device T _F AL E [ % &4RFEPSK.

» Authentication Profile:

- Default: &R SFERIECE k.

% ¢ Default 2 7] L AyCompany Device % & 1 1/ SSID.

- Customization: TFEFINENEV]RIKEE. ERIE, VIR

B TSRS . iEZRE141000 “ S iiE” .

Bc EDAC
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Security Leve
# Encryption Mode: | WPAZ-PSK-AES

PMF-Pratected Management Frames: | Disabled
# Enter password
# Confirm password

Device Specific PSK: | Disabled

MAC Auth m

Authentication Profile '@} Default Customization

Authentication Type: () Company Device

# Default Access Role Profile Default m

&99: 24 E-“Personal” &2 %)

» Enterprise: AIFARS: 253 1T 802, IxiAIERT IERE R 1 i HEAT S h BiiE o
» Encryption Mode: M FNHiFIF A 3% —FiomEs 8,

DYNAMIC_WEP: A& HKWEP,

WPA_TKIP: f#f1802.1X3HTTKIPINZ 145 2 & % 4 FIWPA.
WPA2_TKIP: f#H802.1Xi# 1T TKIPINZ A 8 % A HIWPA2,
WPA2_AES: f#802.1X31TAESINE A A B A% HFIWPA2,
WPA3_AES256: f§H802.1Xi#1TCNSA (Suite B) % FIWPA3.
HER: SWRWPAI_AES256 1% M H 2IA SCRFE APES, %44 53l
[0]iE F|WPA2_AES.

WPA3_AES: fiiH802.1Xi 1T AESHIZ A 213525 FHIWPAS.

» Default Access Role Profile: #HEHFEIAVI R A GOEE M, R HAD A
BT VETIE MBS P i, N ZBOAICE . 1558
147G “5in) M AR E S .

» Authentication Profile:

fid & DAC

Default: & HFERIECE k.
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i £ Default 7] BAA 241l (1) SSIDIE$ V5 % 58 51 T [\)Web Portal £ {7 5%
iE, #{#F NCompany Device# &1/ SSID.

- Customization: TFEFINENEV]RIKEE. ERIE, VIR
B TS . ES 1AL E “ S ieiE” .

- MAC Auth: JAHEZERMAC S 3iMiE. R 4Authentication
ProfileiZ £tCustomization}i&Hi .

» Authentication Source: R AE(EINIERAD B A B VIR 15 E .

- Local Database: HSSIDFTUi&EN.

- External LDAP/AD: ItSSIDAT i TAUR .

- External Radius: N FIHA &1 ELISSID, A 4Alss it Tk
ITHEAMR (BT Eifl. IPHEIE. EiCAHERN. “FRER) . &
TMACH 3 564FE. 7] PAEAuthentication— Setting— Company Device
HRINA R W AMAC. EZRH184TLH] “Ar ks .

Security Level: = Enterprise

« Encryption Mode: WPA2-AES

PMF-Protected Management Frames: Disabled
Authentication Profile: Default (e) Customization
MAC Auth: m
Configuration Wizard

¥ Default Access Role Profile: Default

A1100: =+ % E-“Enterprise” %+ ¢ %

B Advance setting

» Maximum clients allowed of single AP of this WLAN: FANAPHIFAS
BUBCN SRV B R ) Im i . A RTAPH) 2 RTSSID N e K 2 o £ i
(Fi%fH: 1..256, BRE: 64)

Bc EDAC
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» WLAN Timing: 8 fal#HWLANS $#%SSID. T FK)E, ¥EFIH
EQITRErA
- WLAN Work Cycle:
e Daily: WLAN%:K) #%LSSID.
» Weekday: WLAN®EATAEH #%HSSID.
» Weekend: WLAN®EA AR #HESSID.
- Custom WLAN work schedule: & FE52% F Ec & 455k 1) i [R] YE
- WLAN work schedule: &£} A]7E
» 802.11r: JiHEZEHIEEE 802.11r (PRHFEARMRSEEH) o Pl FEA
MR556E (BSS) BRI PT e K PR Higa /2 7 v A FR]— 432 N T — A
BSSid ik 2] 55— ~BSSH [ LR .
» User Access Limit of 802.11b/g: X fo %/ % PA802.11b/gh 2 %
o (B/RATED
» L3 Roaming: Ji HE2EH 232125
- B3R AV P IR R RSN, R R BP T A
VLAN,
» Client Isolation: J& FEEEF % 7 Ui b 5
- WREH, MBI F—APHSSID E R i 2 [ R . 5T i
mE AR AR HEY . (GBRIA: ZERD
» 802.11k: JH HELAEF802.11k,
802. 11k i fFAPHIZS F iy B i sh A &= r] FH e & 5. 48 H
802.11kH}, APFIZ F e B AHAEAR mk 5P o5 Al B I = 4
A
=

> 802.11v: J3 HEZEH802.11v.
- 802.11vhrEE X T L M 4 HIG sk FIBSSH B AL H] . & 7t
VI P Uity 85 A8 A8 R 8 A AN S IR R M5 1B . BSSHE: 8 EEAL
Hil 15 DAP ] LEL SR TE 5 25 o e 460 2 R )2 I AP, B T X 465 47 3k
P e BSS& 1M 7] 25 P i i — 4 HEAP . e IE B P i A Ve i
A VR 1) e A R AP EAT 1 46
» 2.4G Data Frame Rate: i iE 5 BRI 2.4AGH B2 P il JoiE sk A5 Ui
AR . HEFE 12,
» 2.4G Manage Frame Rate: 2.4GHiB Jo4k & B L HE % . B iIE
BHREE RO RERN, BARMMEESREE SRR
» 5G Data Frame Rate: ##Ei# 5 BARMISGHIE & P im g Jeik v i) .
H 24,

it B DAC 101
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» 5G Manage Frame Rate: SGHIE TGk EMfEHd A . 8 E Ik
FE SRR, BARMERRE R S B ECR .

5G Manage Frame Rate! &

AI101: EHi%

5.3.2 QS & E
TR LU RN, XHC B OO e QoS i B A TIL &
B Bandwidth contract

» Upstream Bandwidth: A& 5 i B AP 1) BRI 5 o

» Downstream Bandwidth: MAPH|E i 1 e KIR &7 58

» Upstream Burst: M%7 b B AP I & Bl A s K ER KD e
FR/INGE T AEBCOR T Bl % ] IR K 2 /& .

» Downstream Burst: H T MAPEIZ - iy 13 & B A8 () B A RN
B R/NRGE TAE SR S 2 F ] IR K Z /D& .

it EDAC
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# Upstream Bandwidth: 0 kb/s {0 stands for no speed limit )

# Downstream Bandwidth: 0 kbys { 0 stands for no speed limit )
# Upstream Burst: 0 kb/s (0 stands for no speed limit )
+ DownStream Burst: | 0 kbys { 0 stands for no speed limit )

A102: #HH P

B 802.1p mapping setting

HTEEWI-FIZ R (WMM) #EA S M802. 1p it se 2 Al _EAT A1 AT
W HLE] . AT E R GRS B —ME. NMTRE R PIBE 8 2 ME. 7B
flE FERIAE IR 7T .

O ZEEON EATHERAE, B TR EANE.

O ZAEEON MATHERAE, EAETBHEARE.
O SR —AME, 8 RdrzE5A “x” .

» Enable: WREH, N EMRERHGES02.11p0 . (BRIAE: 2
R

» Background: ¥WMMJG & it £]802.1pfH
- Uplink: B} EATHERSIR & (JANAPZIWANMZE) . (A[i%&fE: 0.7,
BAE: D
- Downlink: MLE FATEEEEIRE (AWANMZRIAP) o (AJi%E{E:
» Best Effort: FWMMAE%S /5 i) £]802.1pfE

- Uplink: Mt EATRE (MNAPEIWANRKIZ) . (FTiEfE: 0.7, ZRik
fH: 0)
- Downlink: MU TFATIRE (AWANMZEIAP) . (A[EfE: 0.7,
BAE: 0, 3)
» Video: FHWMMALSL £1802.1pfH .
- Uplink: Bt EATHE (AAPEIWANMZE) o (AlE(E: 0.7, ERA

it B DAC 103
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fH: 4)

- Downlink: B FITHRE (AWANMZKEIAP) . (A[i%fE: 0..7,
BRIME: 4, 5)

» Voice: KWMMIE - it it £)802.1pfH .

- Uplink: B BT E (NAPEIWANMIZE) . (FTiEfE: 0.7, 2Rk
fEH: 6)

- Downlink: B FITHRE (AWANMLKEIAP) . (A[i%fE: 0..7,
BINME: 6, 7)

802,1p Mapping Setting

Background

Best Effort

Video

/A/103: 802.1p M4t ik &

B DSCP mapping settings

HTEEEWI-FZ B (WMM) ZAKANDSCPILSE g 8] 1 AT AN AT Bk
ST . EAT VR E R Ge i B —ME . TATE T DB 2 2 AME . - Befi
ENINIERE R
O ZE0EA FATEEE, e B IE N HE -
O EE0EN TATEEIE, e B IHNHE

i BDAC
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O ZEMER—AME, 16 STz EZam “x” .

» Enable: WREH, NWEERENFEIGDSCPHLSYT. (ERIME: ZEHD

» Background: BHWMMJ5 & Mt FIDSCP1E .
Uplink: BRET FAT7RE (MAPEIWANMZ) . (Al%{E: 0..63, ERiA
fH: 10D
Downlink: B FATHE (MWANMZZEIAP) . (HJi%EfE: 0..63,
B®AE: 2, 10)

» Best Effort: FHWMME 55 /15U 2IDSCPIE
Uplink: Bt FA7RE (MAPEIWANMZ) . (A[%E{E: 0..63, ZRiA
fH: 0)
Downlink: Wi F477E (AWANMIZKRIAP) . (AJik{l: 0..63,
ERME: 0, 18)

» Video: FHWMMALSLH 2IDSCP1E -
Uplink: BRET FA77RE (MAPEIWANMZ) . (AT%{E: 0..63, ERiA
1H: 40)
Downlink: B FATHE (AWANMZZEIAP) . (Ai%E{E: 0..63,
ERIME: 24, 36, 40)

» Voice: BHWMMIEH Wb F|DSCP1H.
Uplink: Bt FA77RE (MWAPEIWANMZ) . (AT%E{E: 0..63, ZRiA
{H: 46)

Downlink: B AT E (MWANMZEIAP) . (AJ#%EfH: 0..63,
BRIAME: 46, 48, 56)

it B DAC 105
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DSCP Mapping Setting

Background

Best Effort

Video

/&/104: DSCP Wty ik &

5.3.3 | #B/IHBRMEE

» Broadcast Key Rotation: &5 HEZERH & DR, WiRBEH, T
IR R A B S e Pk

» Broadcast Key Rotation Time Interval: 5&4) #8625 51 1 8] Bg LAyt A B
A7 CAliefl: 1..1440, BRiME: 15) .

» Broadcast Filter All: J5HEEEH) #hiyE. R EH, Wk 7 DHCPAIHY
HEmET L CARP) Wiz 4b, BT Wi =8 X5

» Broadcast Filter ARP: JiHEZEHARPH #iLyE. WHREH, WAPRK
Y “ARPARE” . WIRARPE SRE LG R i IMACHAE, - HAPK!
B P IMACHIIPHESE, AP ARPIE R, (HARKARPIER (7
) HRBAT R, XD TARPIERIE AR, BB T N
PERE
EE: APASAENGratuitous ARPEEMLIARPAIE . 43 S \DHCP 3R HX
IPHb I BRI SE BP0k K i% Gratuitous ARPEIE L. APASH N 2
FRRARPEHEEL, TIRIEHT #%.

it EDAC
106 KA 29 12/2023



» Multicast Optimization: J& 2% 4% i il R4k .

» Multicast Based Channel Utilization: 3 F{Zi& R 0040 H 2 LR E
Mk, (AMEME: 0..100, ERIMEZRIAME: 90D

» Number of Clients: FECEABMHIRE. X2 m Ak s HRKE P mdl

=

Ho

v Broadcast/Multicast Optimization Setting

Brozdcast Key Rotation:

o

* Broadcast Key Rotation Time Interval: | 15 mins

Broadcast Filter all:

Broadcast Filter ARP:

AAA

Multicast Optimization:
* Multicast Based Channel Utilization: | 90

* Number Of Clients: | & (-]

KI105: J FHAREILI % E
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5.4 %m%E WLAN

O MWLANZIZK HIEFEWLAN,

O sdrEditElds, 477 “Edit WLAN” FHi.

O 4 75 200 01 7 B

O i “Effect Now” &K 56 XUPRA7 2 IR 55 o8 -

Bc EDAC
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5.5 Mk WLAN

O MWLANZIZE F i FFWLAN .
O A5 “Delete” El#r.
O fEfNEns B “Yes” o B MIRSS 25 E RS C B S0t

it B DAC 109
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6 AP

AP FLH B R B 25 Site K BT A DAPHI{E B, AT TECEAPHINTP, B HTAPH] [
f, BERAP, WEAPHILEDII, IFXTAPHATHE E#AE (Hln, TIFEAR
Web UILVE B HAAP, AT —LE44E, Wipingaktrace)

] ){_iI:_EA €SS 7“/]?5&}\ “Site» $|j—|40

A1106: 07

O midr “AP” Elfs, Rz “AP” Fifl.

RNl YT ES
> RIIER
> L EAP
> L E T
> kAL E

> H{E T H
» MAPHAT A
R SR

it EDAC
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6.1 BEFIR
% BorSite FRIFTHAPK 4, 1 LURIEAPHIZE AT RE (JCZEWLANRIHE
Bluetooth) X154 AT ik .

» All Devices: %% &5/~ 1 Site I TE %%,
» Devices with WLAN: % S/~ BEAWLANIIRERI X . RA X4Site F¥
B WLANILBER o .

» Devices with Bluetooth: ZEXB/REAR T RN K. KA 4Site LK)
WA T DR o,

> MAC: ##IMACHELLE.

» Name: &4 FK.

» Group: WEFTEMNGroup.

» Firmware: W& I FRCAS .

» Model: X#&HMS (Fll1, DAP640) .

» License: WMV UEIRE. WHREEH, NIDACALKELE Ki%FIDAP.
FiL, DAPAN #%&SSID.

> IP: WA IPHEHE
» Status: APIRZE, FJPLEEZLBEZ:.

» Client Number: ZHRi#ZB& R mE. bT8duikdmbE, 5
AP L SEBR% P im B AR b, T A P EE .

» Working Mode:
- Normal Mode: APNICZRZE Fumde AR -
- Full Scan Mode: fEIBECT, AP FHIFTA LK AL #ESSID.
» Location: B&HINE .
» Online Duration: APTEZREFEERT[A],
» Last Offline Time: 545 /a— IR & B IR [H]

it B DAC 111
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HIRSCHMANNIT  pacwep  [EEIIESIESY

O ©

Clients Authentication g [ Group

Home = Corp-tc Site-solution » AP - Device List

Device List

ce Connection Rs

B8 All Devices =

o

evices with WLAN 3B Devices with Bluetooth

Fragmentation IGMP Snooping/ON Turm OFF LED Turn ON USB System Syslog

Site Wireless Uplink Bluetooth Gateway Site Bluetooth
:

Export All Device

MAC * Name Group Firmware Model License [ Status Client Number  Working Mode: Location Online Duration & Last Offline Time

Ap-n4:20 4152035 DaP6as Enaple

offiine 0 Normal Mode 130 1h 30m 1 2023-07-26 16:07:34

K 107: &R E M
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6.2 HBCE AP

6.2.1 FEHR B
J&i F UDP %dli (8. 90 Bie A A A S B2 45 s R BRIASKR AT

Datagram Fragmentation

Datagram Fragmentation: m

K108 H#ER ;B

6.2.2 FTFF/22H IGMP Snooping

Internet HE FEYMY (AIGMP) 2 IPv4 4 E B HIATAHRE % d 8 A T a5 A% 20 %
RFERHIEE L IGMP & IP HFFM— N EHEEHEH . IGMP VM4 K 1A
PeHE R I ENURIEHIRE L.
IGMP Snooping 72 {7 Internet i # P (IGMP) MR E ISR, HREE
#IP AIEHfES . B IGMP Snooping Zh#g #2838 Al 2 W W EAUR % bh 2%
Z I IGMP 1, FR4ET—ANBLET R, 1o SR MR LSS TF ZR L 1P R, DL
RN TR AR O RERG, NI 1T X e T 5

O =7 “IGMP Snooping/ON” #4# LG H “IGMP Snooping”

e .
O fk s “IGMP Snooping/ON” #Z41LAAEH] “IGMP Snooping” IifE.

If IGMP Snooping is turned on,all APs in the

site will turn on IGMP Snooping. Open or not?

Yes

Cancel

A 109: 7#77FIGMP Snooping
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https://en.wikipedia.org/wiki/Communications_protocol
https://en.wikipedia.org/wiki/Communications_protocol
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/IPv4_network
https://en.wikipedia.org/wiki/IPv4_network
https://en.wikipedia.org/wiki/IP_multicast
https://en.wikipedia.org/wiki/IP_multicast
https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol
https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol
https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol
https://en.wikipedia.org/wiki/IP_multicast
https://en.wikipedia.org/wiki/Network_switch
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Network_switch
https://en.wikipedia.org/wiki/Network_switch
https://en.wikipedia.org/wiki/Router_(computing)
https://en.wikipedia.org/wiki/Router_(computing)
https://en.wikipedia.org/wiki/Router_(computing)

6.2.3 FTFF/>%H Telnet

O E&HFE )5 HTelnetJAP,

O &5 “Turn On Telnet” %41

O RN s LR “Yes” o KT HATiEAPHI TelnetThEE .

O kit 4 HiSiteH AP Telnet# /5 H, #iz I “Turn Off Telnet” 1%
. miE “Turn Off Telnet” #Z4l )5, 4HiSiterh rE AP Telnet#i 4 %
H.

Confirm that the Telnet function of the

selected AP is opened?

A/110: 77 7F Telnet

6.2.4 ¥TFF/>=A LED
O & “Turn On LED” ##4H4TJFLEDT . 5 & 4 241 Site L [ T 5 APHE A
o
O A “Turn Off LED” #%4H< ] 24 Hj Site ' Fr G APHILEDAT .

If LED indicator is turned on, all the AP LED

indicators in the site will always be on. Is it open?

Cancel Yes

/111 #77FLED

6.2.5 FTIF/5%H USB
O w55 “Turn On/Off USB” #441 PL G H B 2E F % 45 iUSBR H o

Bc EDAC
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IV B 6T 2 i Site R AT X thThReCE A T BRAUSBREE H & .
B RN AR, e ERUSBEE MR RECIATT T .

If the USB port is enabled, all AP USE ports
supporting this function in the site will be

enabled. Enable?

Cancel Yes

A112: 7777 USB

6.2.6 F-Z[E 4

O iy “AP Firmware” %4, #1Hf “AP Firmware” %I,
O fic & E- T 5, mik# “Smart Upgrade” i “Customization
Upgrade” . R EEIEFEH A —Fh St 47 [l 444 2

AP Firmware

Smart Upgrade: m 2]

Please select a version: | The latest version

Upgrade Time: | 00:00:00

Customized Upgrade:

AI113: A E

BEEOLUR, UDACH LAV) M) =i, DACZ: A5 1] FH (FDAP & Mg S . an
RIEHEREARVDACT] M =i, B4 75 AL SR Ab SR EXDAP [ 4+ 3H-F-3)
fEE - FIDAC. 125600 “APAMLFE A7 . ARGEFE “Smart
Upgrade” &% “Customization Upgrade” , DAP¥MDAC T % 7 (1 & 4F k47
.
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» Smart Upgrade: BEMNIZIESFE—MEIHRA, FH 5B & T TR B .
HEREDT, BAZERRBRA, XEEDACK &R M =i [F 25 i
WA . AR e AR, B0Rs E SRR P BTG L 58 AP 1 ] 44
T2 GRAHE IR IAS, TR R MR . — B RE R E A
1AV B, 24 Site I BT A & 445 B shidb AT i & A 2 FH P IR AR
Ao FE[FR—HE], K H 20 NDAPHAT IR A T #ANF e, HoAth ik 25 ) 4b
TR . R T A B S5 ORI, Rk s R & R SE 2, Ak
THIRE R RIS TH, MER AR RS G %R, BT —
ARV BBk . 180T LAFE T2 i 18] B A1 3R Hh s in— R AR i 24
IfIAY L, DAIEF Gt FH & o

» Customization Upgrade: H & X554 A e B T8] midb 47 5
e WRHAHE AFSHENERE (L—R) o MR, WFH
BEFEPAT F— kA L. X&EESmart Upgradert) =2 X 5,

6.2.7 CERERGHE

NT A &R, fRERASHE LR e HERS -
O i “System Syslog” #%4lix & 24l Site TATA AP #ids HERHbE, B4
HikH A AP Jf ST “AP Syslog” 14l E FTik AP i H SRk,

» Remote Log Switch: FTHFESCHID sk # H EREiEsyslogk 55 4%

» Remote Log Server Config: BAIAFK/RILFKEIDACH . HE X ERRNILK
BT E LT

» Remote Log Server: iZfEsysloghiii4sashiht .

» Log Level: KM HEZ .

System Syslog
Remote Log Switch: @D
Remote Log Server Config: Custom

+ Remote Log Server:

Log Level: Notice

A 114: ZZ; Syslog
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AP Syslog X

MAC:

Remote Log Switch: (D
Remote Log Server Config: Custom

* Remote Log Server:

Log Level: | Notice

A/115: AP Syslog

6.2.8 FLE &K NTP

&I T B (NTPD & — Mg I, T80 7 Ac e n] AR SE IR Hiedfs kY 2%
SEHLTHENL R GE 8] B R 2

O #idy “NTP” %4, FTH “NTP Config” %I,
» Time Zone: M FHFIRAGEFE X,
» NTP Server: #i A\ “NTP Server address” . fidi “Add” 544
WNIMBINTPIR S #3512+ . DACHE T —INTPRS%S 4. BUAERT, &
2K HENTP IR 55 2% K% 45 4R Site 145,  LAR¥FDAPHIDAC Z [H] 1) [A]
B2
» NTP Server List: ZHTCRINBINTPARSS 43515

O sl “Save” BAIEAFRLE, 45X 0L B ST T A Site ER0 ¥ & . HAT%
FFHIR A ENTPVA,

NTP X
Time Zone: | (UTC+08:00)Kuala-Lumpur,Singapore
NTP Server:
NTP Server List:192.168.2.34 Default NTP
AJ116: NTP
Bt EDAC 117
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https://en.wikipedia.org/wiki/Networking_protocol
https://en.wikipedia.org/wiki/Clock_synchronization
https://en.wikipedia.org/wiki/Clock_synchronization
https://en.wikipedia.org/wiki/Packet-switched

6.2.9 Viial AP Web UI

SfF L gi e, TEEE N AP %41 Web Ul 51 .
O i “AP WebUI” %4, 4TJF “AP WebUI” L 1,
» AP Page: FTHE(RHIAP WebUI.
» Login Name: Ex4& W08 “administrator”
» Password: R KEG. ]S AP WebUI.,
» Confirm password: Hiil\Ei &g,
O SidiSaveiz R AL & .
O fE&&5IEF, S “IP Address” BAVi M API¥IWebUI.
O A “Password” E3x2|AP WebUI T .

AP WebUI

AP Page: m

Login Name: Administrator

» Password :

+ Confirm password:

A 117: AP Web UI

6.2.10 43 EC AP 3| Group

O M & FIRHIEFEAP,

O i “Set Group” %4, #TJF “Set Group” & 1.

O M T HidlEEHiEk#—Group.

O =iy “Next step” #%4l, 15 EHAFLEITH .

O S “Save” #%Hl. A5, EFERIAPEHE - ECE]ZGroup.

WER B AP B — N8 Group, WM AIEE —MHiGroup. 152 583311
1) “AIEF IGroup” -
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Set Group X

1.select group

select group: | tg

MNext step

A 118: 74 AP #/Group

6.2.11 ECE PMD

PMD & — i fafE R vk, A B8 Sam B i 5 WAZFE il AN 57 5 PR T FAR A
R e HIHECE TPMD, H4DAP LR B e, DAPK LRI MR ETFTP
AR 5545 RIEPMD SO o BRANTEDL R, 2R PMD A ik B B /M TFTP AR 55
£

O MAPFI| ik B EIREEPMD S IAP

O A “PMD” %4, #TH “PMD” & .

O F77F “Switch” .

O H A “Server address” , izl R TFTPARSS 28tk .

O &y “Save” #HARAFERLE .

switch: m

« Server address: [ 192.168.2.123

A7119: PMD Z/7
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6.2.12

SNMP

SNMP 2 —F N HEIL, e AL EM S SCRESNMP R % & 15
B, DMEEN TSR TAEE M. SNMPREBEERMmEHEBREENER, &
TE TS A e A 3%

OO0 SNMPC & 753 5 A T A AP _EAE 3L

O Aids “SNMP” #%40, FTJF “Edit SNMP” %1,

>

vVvyyvYyyvyy

v

SNMP: FTJT/2KHISNMPACE .

Version: SNMPHI A, SCHRFV2cHIV3.

Community: FT1iHAPSHE BRI X 7555

Trap: FIHF/5<HISNMPREBFECE .

Trap Server: SNMPEREENLIPHLL .

Username: FHUEZAHBEHMHF 4. XVersioni NV /5 21H
Ao

Enter Password: FALUEREAHEE H ARG, XVersionik AV3HES
T EZIEH N

Confirm Password: FxXHIAFERE S —H. HVersioniz AV}
TEZIEH N

Trap List: SNMPARELKIE AR,

SNMP

A/120:

120

SNMP Z'/[7
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6.3 IEWRT
6.3.1 BFHE

A DA B ¥ Site i 7, BB EAPHAT R A A E . APIAAE AL E
Lo T Site I FEAAR AL & .
O EFEAP.
O st “Site Bluetooth/Fallback” #%4H LLIEFRAPHIMAL I T AL B . X LLAPHS
HHSitel WA L& -
O M “Site Bluetooth” #%4fl, ¥J7F “Bluetooth Configuration” #HLE [
I FEAP.
O iy “AP Bluetooth” %4, T “AP Bluetooth Configuration" fE &
M,
» Bluetooth: XIS . GRITIH, WISite i A 054 W& BUATIR &
HRAT H R F The .
» Work Mode:
- Scanner Mode: JAH] “Bluetooth beacon scanning” Ijgg.
- Advertise Mode: JiH “BLE advertising” Ihft. W& EH, K%
T HEBLESHE AL,
- Advertise & Scanner Mode: [Ai})5H “Bluetooth beacon
scanning” il “BLE advertising” IfifE.

B R EEE R

» Scan Type:
- Passive Scanning: &z
- Active Scanning: F¥3hF#,

» Scan Interval: AP A HFi G, DLZM NHEA . (ATIE{E:
4..10240, EKiME: 100D

» Scan Window: ®EXRHMMIFRLLEE], =M A, (AJiE{E:
4..10240)

» Scan Filter: J& HEEEFHFHIS DRSS

Bt EDAC 121
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mEERRERE R
» Broadcast Power: T/ #BLEXEHE I AN IIFR ., (AJ#{E: -20..-
10, FRIME: 4
» Broadcast Frequency: BLEZHRGL #E BN (6] & B, ULZAD RHAL,
(A[i%&fH: 20..9,000,000, ZRilfE: 200)
» Broadcast Channel: H3 #BLEXE G K S iHEIE .
» Beacon Mode: #5&EHH T @ X #EBLEE b PIBLEWML
- iBeacon: > iBeacontf .
- Edyuid: Z#Eddystonet =K.
B 10775 iy 4 25 [ A N6 7715 S2 5 ZHL 44 ) ME— B9 251D
» Namespace: f150-9. a-flfj20 74,
e Instance ID: f150-9, a-flI12/MNF5F.

» Edyurl: ##KEddystonets . K465 FIURL, —Z&MEHT I IESE, &
i B ] L1

» Plain_URL: K& 46 i35 @ URL .

Site Bluetooth Configuration

A 121: Site 5T % E

Bc EDAC
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6.3.2 BEE’F WLAN 47558

A B FEWLANFE F . WLANBLE 0] DLE R P umiE e 2 M 4, HAE

VA P B R B B DA e BB A TR S Bk &5 .

O ity “Site Wireless Uplink” #Z4, 4THf “Site Bluetooth Wireless
Uplink Configuration” % . B{# midi “AP Wireless Uplink” f%4H, 7
7 “Bluetooth Wireless Uplink Configuration” & 1.

O sl “Save” #HIEECE N H T Site T B4

Wireless Uplink: F/8/5FIWLAN _EATHE %

Mode: Station (FEikHEHD

SSID: MEIEZ A KA SSID,

Security Level: 5T AR IEZINSSIDINZ 2. 7 LLZOpensl

Personal.

Password: %42 NPersonalltf, N E %9,

vVvyvyy

\ 4

Site Bluetooth Wireless Uplink Configuration

Wireless Uplink: m

A1122: Site iiF L1THEK &

it B DAC 123
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6.4 REMLE

S EThREH TR EAPHEIIMQTTAREL M 55 =77 KM L dK . RSSIZ%(E
B H=T7 KRGV LA TR 5 B R — S, b= e A 55 .

O A5 “Site Reporting” #%4H, WEITH R&AIRERER.

O k% IF AT “AP Reporting” #%5H, %8Bk E R &REE R,

» Service Switch: J& M EiZEH Service Switch/iz%5 -

Data Type: &R T EHE . Wi-Fiiids sl 2 4Rk
Advertise Address: —XT% ] #EHiht.

Bluetooth Topic: {# fiBluetooth TopicIMQTTALH &k %H B .
Advertise Type:

- iBeacon: TR IMiBeaconthil. i e B4 AL B, IR
R P BAE A b fih o 2 T L AR

- Edyuid: ##KEddystonet& .
o HAHL107H oy & 2 A LA A6 75 S pl 44 ME—ER S ID

- Edyurl: ##KEddystonef$ . E4if5HFIURL, —&@NT IR ELE, %
Fut B AT B A

- Other: HAh) 5K,

Group ID: ##&HIGroup ID,

Access Key: ZEZEFIMQTTACHL VT 7] %5 4H

Secret Key: ZE#FIMQTTAREL % EH.

Bluetooth Reporting Interval: ¥ 74 S Kk kg (Al %

1..20) .

Wifi Reporting Interval: Wi-Fiy 24k & 18]G (ATiE(H: 1..20) .

Building ID: #H4ID.

>
>
>
>

vvyyvyy

vy

Bc EDAC
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https://en.wikipedia.org/wiki/Location-based_service
https://en.wikipedia.org/wiki/Location-based_service

Site-Level Reporting Configuration

Service Switch:

Data Type:

« Advertise Address:

* Bluetooth Topic:

+ Advertise Type:

* Group ID:

« Access Key:

* Secret Key:

+ Bluetooth Reporting Interval:

* Wifi Reporting Interval:

» Building 1D:

Bluetooth&Wifi Data

iBeacan Edyuid Edyurl B
1 1~20
5 1~20

Other

Cancel m

/& 123 Site REHIE

it B DAC
KA 29 12/2023
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6.5 BIETR
BRAE TSR G AU TR, D7 (R AT (R 8 B R A A

6.5.1 & MR

I 36 e 4% 2 15 AT LA I ping s 4 ADACT 1] .

O EHFE NS ZANAP CAEIE101)

O #.d7 “Connectivity Testing” #%4l. “Connectivity Testing” XJ1EHERAE
JURPER N I, o — NS Ping 45 RN R A

AP MAC: AP MACHE.

AP name: APHJ4FK.

AP IP: APHIPHuAE .,

AP status: APIRZES, 7fEZRELESZE.

Send number: & HHpingEEE .

Receiving number: #ZIKREIEHE.

Package loss rate: Efl %,

Average latency: “FIJEiR,

Connectivity status: PZIERIRE, “HIL” 80 “RHE7 S

VVVVVYVYYVYYVYY

Connectivity Test

AP MAC AP name AP P AP status Send number Receiving number Packet loss rate Average latency Connectivity status

Close

K124 FEG N

6.5.2 Ej5 &

O GFEEFIE B/,
O i “Reboot” #%4H.
M REFHEGE, EoEHEREFIDAC. ARG, KBDAC &AL E R

Bc EDAC
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AP. WRAPTIEIEFZFIDAC, NIAPE 1 H & R A7 AL B #1583 .

6.5.3 HEHRER

A TR Z NS U —E R, DUETHE R &I R .

O ks

O #i “Log Snapshot” %4l

T ZEfF A, AR R H B EAEBIDAC, AR EAR IR, R
FEE SR . B e s, s 2 B 36 N 800

6.5.4 RFHIAREKIER

Ay “Export All Device” 141, T PAMSite S HATrE WA KSR . A LLE R
A E D E S 4, o2 Aixisx,  \]{# F Microsoft Office ExceldT
AR

MAC Name Group Version  Model License IP Status Clients Number Work Pattern  Position  Onlene Time

i AP-33:10 Enable  192.16852 Online 0 Normal Mode 3daysdhoursd8minutesl5seconds
AP-C4:23 L Enable 192172642  Online 0 Normal Mode 19days13hoursd Tminutes42seconds
AP-C4:22 Enable 192172641 Online 0 Normal Mode 19days13hoursd 7minutesd2seconds

K 125: BTG R 7SI

it B DAC 127
KA 29 12/2023



6.6 M AP BUTHEAE
& ERUTH & & IR IR [ 4y A MR . AT LU T4 31138 rh T4 1

K 126: £R1EFHrs

6.6.1 Show system info

PR RS BT R B MR GUE S, Bl B m A7 S SO SCrE R e
&L

......

A&/ 127: Show system info

fic EDAC
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6.6.2 Show WIFI info
g EDAPHIEAZE G, .

>

‘iwconfig” 1 “wlanconfig”

E. KREIhZE. BSSIDZ.,

> ZumiIPHYE R, #lin, MACHLHE,

3

3]
3] >
]
3]
3]
3]
3]
3)
3]
3]
33]
3]
3]
1]
]
11

1
1
1
13
14
15
1
17

&128: Show WIF! info

hmon2

hoo1

RSSI%,

:"athmon2"

Rate

15,18 GHZ Access Point: 94:AE:E3:0B:A4:5F

Bit

RTS thr:of
123

Management:off

Encryption key

Link Qua

Rx invalid

Tx excessi

Bit Ra
RTS thrioff
Encryptior ©399-CAF2-9105-77D6  Security mode:restricted

6.6.3 Show history syslog info

BRTREDAP EIRAGIEAT (RIRARGEENHT) LKA B2 syslogi & .

2022
2022

2022
2022

2022
2022

2022
2022
2022
2022

:43]

/129 Show history syslog info

2022

it B DAC
KA 29 12/2023

> 192,

2022-0
2022-

2022-

2022-

Refresh

show history syslog info started

168.4.48/94:AE:E3:0B 0
©05-11 10:11:50.543 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:0B: <kernel> : [ 153.629546]
©5-11 10:11:50.543 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3: <kernel> : [ 153.629570] wlan: [1226:E:ANY] [socl] FWLOG: [15670
05-11 10:11:50.543 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:0 ] <kernel> : [ 153.629570]
©95-11 10:11:51.543 Ap-Debug syslof[null] <ERR> [AP 94:AE:E3:0 <kernel> : [ 154.629807] wlan: [1226:E:ANY] [socl] FWLOG: [15686¢
©5-11 10:11:51.543 Ap-Debug syslog[null] <ERR> [AP 942AE:E3: <kernel> : [ 154.629807]

11 10:11:51,543 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:0B:A4: ] <kernel> : [ 154.629846] wlan: [1226:E:ANY] [socl\ FWLOG: [15701¢
©5-11 10:11:51.543 Ap-Debug syslog[null] <ERR> [AP 94:AE: <kerlel> : [ 154.629846]
©5-11 10:11:51.543 Ap-Debug syslog[null] <ERR> [AP 94:AE: <kernel> : [ 154.629870] wlan: [1226:E:0BNY] [socl] FWLOG: [15717
©5-11 10:11:51.543 Ap-Debug syslog[null] <ERR> [AP 9 @] <kernel> : [ 154.629870]
05-11 10:11:52,555 Ap-Debug syslog[null] <ERR> [AP 94:A udhcpc[17139]: receive offer for 192.168.4.48
©5-11 10:11:52.556 Ap-Debug syslog[null] <NOTICE> [AP ¢ + wan (17139): udhcpc: rec e offer for 192.168.4.48...
05-11 10:11:52.564 Ap-Debue syslog[null] <ERR> [AP 94:A udhcpc[17139]: OFFER_INFO_INIT priority = @ offer_count = @ mod
05-11 564 Ap-Debug syslog[null] <NOTICE> [AP wan (17139): udhc c: OFFER_INFO_INIT priority = @ offer_cot
©5-11 10:11:53.566 Ap-Debug syslog[null] <ERR> [AP 94:A udhcpc[17139]: offer selecting timeout 1s
©5-11 10:11:53,566 Ap-Debug syslog[null] <NOTICE> [AP ¢ @] : : wan (17139): udhcpc: offer selecting timeout 1s

A RIS R, B, DAPH) T{/EE

129



6.6.4 Tcpdump
ATLAE A “tepdump” #RAEAE R A EAIRER .

Tools

Refresh

:52] tcpdump started

100] > 192.168.4.48/94:AE:E3:0B:A4:40

:00] tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
:00] listening on etho, link-type EN1oMB (Ethernet), capture size 262144 bytes

100] 04:52:57.439267 ARP, Request who-has 192.168.6.244 tell 192.168.6.1, length 46

:00] 20 packets captured

:00] 143 packets received by filter

:00] © packets dropped by kernel

9 [04:53:00] ©04:52:57.486179 IP 192.168.4.79.47188 > 192.168.4.255.32767: UDP, length 510

10 [04:53:00] 04:52:57.619910 STP 802.1s, Rapid STP, CIST Flags [Learn, Forward], length 102
11 [04:53:00] 04:52:57.626907 ARP, Request who-has 192.168.4.48 tell 192.168.4.76, length 46
12 [04:53:00] ©4:52:57.626985 ARP, Reply 192.168.4.48 is-at 94:ae:e3:@b:a4:40 (oui Unknown), length 28
13 [04:53:00] ©04:52:57.641614 IP 192.168.4.41.57777 > 192.168.4.255.32767: UDP, length 198

14 [04:53:00] ©4:52:57.661919 IP 192.168.4.18.56872 > 192.168.4,255.32767: UDP, length 401

15 [04:53:00] 04:52:57.708831 ARP, Request who-has 192.168.5.250 tell 192.168.5.1, length 46
16 [04:53:00] ©4:52:57.821566 IP 192.168.4.63.51829 > 192.168.4.255.32767: UDP, length 184

17 [04:53:00) 04:52:57.823652 ARP, Request who-has 192.168.6.244 tell 192.168.6.245, length 46

//130: Tcpdump

6.6.5 Traceroute

MAEE FIDAP 2 R4 1 i) 55— > EHL K Traceroute 31 .

ddress! 883 Exec Fetresh

6:19] traceroute startec

$21] > 192.168.4.48/94

8.8 (8.

:21] traceroute to , 16 hops max, 46 byte packets

1 192.168.4.1 (192.168. .920 ms

4.101 ms

a 99.233) 3.088 ms
5 N m 5 o

7 12.41)
8 7.67.202)
9 1.8) 38.484 ms

10 108.170.241.1 (108.770.241.1) 41.456 ms
11 209.85.143.153 (209.85.143,153) 39.707 ms
12 dns.google (8.8.8.8) 39.326 ms

6:21] traceroute completed

A&J/131: Traceroute

fic & DAC
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6.6.6 Ping
M T TE HIDAPZ M 25 i) 53— & ENLHI ping 4 -

/& 132: Ping @<

6.6.7 Show history reset reason

BoniE EDAPHI 105K 7 il %, BIEEFNEAMEREFEKE. X 57EDAP CLI
1 T freset_recordqiy 4 F%r H AR o

‘‘‘‘‘‘‘

11(e

[

[

[05: 06

5 [05:06:57
l

l

[

[

I

A/ 133: Show hlstory reset reason <

fit & DAC 131
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6.7 WEEEILR

ARG WA NNERE Ll R, HXFZIEFEZIDACK!, SEW—%idx. El
TF A, MQTT 5 397 By TSk 1]
» MAC: & HIMACHIL,
Name: &% HIH%FR,
MQTT Connected Time: JZEFZ 8] ) 58T 5 Hic =%
MQTT Disconnected Time: E#KIMQTT K i [A].
MQTT Connected Duration: EEHFMQTTIERERFEEH 7],

vvyywyy

[I134: £ a3E7 1R

Bc EDAC
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- 7a:

2 v UL TH] 7 42 1) 24 HU Site (1% i o

HIRSCHMANN IT  pac web

afe =

oo

Dashboard Clients

Home Site Clients

Online Client History Client Client List Wireless Blocklist

Access Clients Client Type
' W
Online Client
18
Name Client MAC H SsID AP
a8:9c:ed:56.2a:60 562068 & HAN-Employee *00:C1:80
6a10:52:72:92:84 729284 % HAN-Employee . 09:C1:80
4c:02:20:4e:10:71 _JAENETF & HAN-Employee - <ieee35:FF40

135: &P

AREAL T
> TELE S
P S
- abVIIES
> AR

it B DAC
KA 29 12/2023

© ®Po g

© &

Authentication Security Group Setting

Operating System

- ot
v L
Group IPv4 IPv6 Online Time ¢ AP Name AP Location
192.168.4.103 1e80 1576014471 20220516 16:39:37 AP.C1:80
192.168.4.49 to20 I a60a-t110:6158 2022-05-16 16:36:36 AP-C1:80
192.168.4.88 foB(. .___ ac2e:d7b:9dbc 2022-05-16 16:36:21 AP-FF.40

133



7.1 TELRE P im
AR R YRR i) % . & 136 3R IR T ANEI4EREE 25 7 v i) 43
A -

» Access Clients: ZE/RANFRBIE PP (2.4GE5G) .

» Client Type: L%/ RG], SRTFENL. Baliks b
Fro

» Operating System: T/R& Ui lE RS MUHAE.,

AccassClienss  clemType . Oparating System

A1 136 A2/ 5

LR ak 2
FIFR 7N AE 2 1 Site 2 BIAP I F i HH T AP IR H 5 A7 75 — & I IS T8 1] B
ERT I3 B PR B4 B i o — o O AE IR
» Name: &) imaHK.
Client MAC: & /i FIMACHELE .
SSID: % /7 i i R EK I SSID .
AP: & P RER AP HFIMACHIL .
Group: % iR ERHI AP Group.
IPv4: 7<) b T IPvARBL o
IPv6: %/ i ) IPveiti it .
Online Time: % F 5 o4 N 25 15422 (1 i) [A]
AP Location: AP %A E .
Access Band: &/ uiiE i RIAPHIJGLL B (2.4G HzE5G Hz) . H

vVvvyvyvyVvyYvVYyYYvYyyYy

fid & DAC
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PR A < S B TR ISR

> RSSI: % s SRR (ATIEME: 0.99) . I HE il
“I gkl FERNNZEIE .

> SNR: fEEELL. FIP BB AT “C7 B F s ni% SR

P IMACHLHE S5 A1, 132 T 26 S0 1 T 2 VR4S .

Detail

IPv4 192.168.4.28

IPv6 fe80::e440:3df2:€93¢:857d
Client MAC 12:21:52:47:CD:4C
Client Type Mobile

System Android

Status Online

Access site site1

Access group

Access AP 94:AE:E3:0B:A4:40
Access WLAN site1_test

Access band 2.4G
Throughput_UP 1KB/s
Throughput_DOWN 2 KB/s

PHY_UP 115.60 Mbps
PHY_DOWN 192.00 Mbps

RSSI -56 dBm

SNR 39dB

Channel 1

Connection time ~ 2022-05-17 15:56:01 ; SSID
Online Duration 29s

12:21:52:47:cd:4c 12:21:52:47:CD:AB site1_test

K137 265/ 515 5

» Client Type: &8, QWHEPC. B & MH A % %8 A,

» System: X/ ulIERIERS.

» Throughput_UP: % i A& EAR A 2 . 2 5 i 26 20d 0 JF (e Bk
MESTHEE

» Throughput_DOWN: 7% imdZ W d 2. 27 i W i a9
W EEIR B S i B

» PHY_UP: &)U/t IR RIERIR IR . & ui RIE B A IR UER I
BT R

» PHY_DOWN: % umfE B = s il 2R . & um B AR G 3R
ERELTHEE

» Channel: % /i) TAEFIE.

7.1.1 NEELRE P iR ing F 2 B 44 5

it B DAC 135
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O ME P i 41 3 HH IR B 2 FEL L 0 25 7 3 o

O A “Add to Blocklist” %40

O 7SR & X E “Expiry Time” .

O A “Save” .

KPP LR N . EAS B E o2 B A4 A b,

it EDAC
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7.2 BiRE P

P 2% R s AL

Client MAC: % /i RIMACHEALE .

SSID: % Ui R EK I SSID.

AP: % i R BRI AP MACHE o

Group: 7 i TR ER AP Group .

IPv4: 7 b IPvARBAL o

IPv6: %) b () IPVE LI .

Online Time: % F' 5 Jo 4 X 2% SR B[]
Offline Time: %5 F iy -5 o4& W 28 Wi 322 42 (1) I (]

VY VY VY VY VY VY QR

&1 138: [ 8 EF 5

it B DAC 137
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7.3 B ImsR

103 1 T E 2 Site 1) 2 7 i 13 52 0 BUR i J S R ) (]
Name: &/ iiFr. BRIAER U FIMACHEHE

>

vvyyy

1139

138

N T TR B 20m,  n] DO LTI

AR P, il “Edit” Blbs, AN “Name” #B, )5k

“Save” % .

Client MAC: % /"3 (Y MACHEHE .

Connecting Times: % ) i 1 ZE B IR B

Last Connection: 7%/ k)7 0] Site f#) I [A] o
Group: &/ ik 5 1 7] Site I Group.

Al e

it EDAC
KA 29 12/2023



74 LEEBLHE
SRR T TR Pt ) B FH P R B SSID B AT i i ALH] . 7E S5 44
FRE AR 4 S DAP L. —HE P SN B, e R R ENE
24 2% M KWLAN (Enterprise, Personal&iOpen) . 0] LIRYE % /3w i
MACHEE TS N B B J6 44 £R.
TCER 44 B S I WoR 7R % Site i FH - I T A 2 P i ()6 )8 B B RT LUK & A
Ui BN N2 B 44 B
» Client MAC: B4 5 )% i IMACHI L .
> Type: M%7 b N2 B4 B IR A
Manual: HH " Fshising B4 H.
- Auto: HHWIPSHI ST INEI R4 H.
» Start Time: FHIETF4G AR,
- FEUBIHIE, B G A TG4 4
» Expiry Time: BH1EZHPIR A
BEL1E 2 A R) o fe s 25 P i B AT U7 [A) JE 2 P 4%
» From(Site/Group): EFHRIIKE, MSiteEiGroup#sinfic .

K140 L2655 9

7.4.1 FEHINE B AL B

O A “+” Kb, $7HF “Add to Blocklist” % .

O %% S iMACHEHE .

O iy “Save” 4.

HE DL PRSI AR P S ROZ R a1 B — AN B BAR R, D007 20 B B
(B2 0, 27 i ok iE R 2 Site1SSID

it B DAC 139
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7.4.2 IR B AHBRE P Y

O MWHIRHFIEFE— &
O Sy “Delete” Elbr.
O AR~ Fd “Yes” .

fic  DAC
140 ARG 29 12/2023



8 HHriiE

DAC WE T AAA Jlids . il WLAN BCE, DAP [ DAC K1k & hrIailE i K,
ZE R AR 802.1x BB IIIE. MAC B 3 BiE sl HoAth & 43 B0IF 7775
AT NIFE:
I AU OATIR A
51 4 il
EguEoalls
E22 N
BTN
WHE
ERIBC EATPGE N 1
FAT 5 B ) e B S 191

vvyvyvyvyyypy

it B DAC 141
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8.1 HHriEMteE

802. 1X 4 IIE

IEEE 802.1X J&—Mpd& T L i 25 2 N5 (PNAC) 1) IEEE #FrifE, J&T
|IEEE 802.1 HMIM L il e —, NEEHF] LAN 58 WLAN R &2t 7 &
Uy B EH L o

802.1X & H/S M T TREIM: 4 (IEEE) #5EBbritE, N WLANSs 24 73

WEAEZE . 7 BB f2 e, 802.4X fF A vl H B UIETMY (EAP) #HATHE

TH, 1E 802.1X HEZEMN, & TIoZ M1 & it th il L FE EAP f£5 /=

w74t (EAP-TLS) . 2Z{#4"# EAP (PEAP) F1 EAP f%iEft TLS (EAP-

TTLS) o IXUELPR VT2 25 7 v AT S Bk, [RIES 9 70 10 25 1 i o Y

HHAT B I, 802.1x IAIEH R4 3 /NHAYZH k-

» Client: Z15 )RR o

» Authenticator: H{56iF2s, MWEKITTE, AREEIELZ P wmiin . -
LRAEHIZR AT I A G IRAERS, A BTEINIEAR S 28 A1 % 7 i 2 1) AR 345 R
EE: S9MRIERS #SAE b (W EAPR R L AR —2, - HX T
LRyl g E

» Authentication Server: HHIiFRSS 28, AL 580F T 75 805 25
PalE, FEEEIERS R SR VR P im s . 802 IX B BariE ik 55 2%
W5 2 fF A EAPFREIRADIUS R 5575, AT LIS /- Gl 2569 5l ik 15 )
B i v LA T UGIE .

R RS, DAP L HMIIED, DACTE LS M IiEks4:. DACH
LA AN [R] R B 2t 47 P 5 SRt

External

RADIUS
I
Associate @ //
client \ DAP DAC Proxy RADIUS Request to
e _3) EAP Over RADIUS .~ External RADIUS
| @ Eap —_— ‘
Exchange
e ®  RADIUS - ; @ Authenticate from
/// Authentiation Response ( > LDAP/AD Server
= N\
E,‘i\P Success \\@ i -
//‘ ’16 Authenticate from @
| ¥ Local Database
Extrenal
LDAP/AD
A 141: 802.1X G144 iF 172
fic EDAC
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https://en.wikipedia.org/wiki/Network_Access_Control
https://en.wikipedia.org/wiki/IEEE_Standard
https://en.wikipedia.org/wiki/IEEE_802.1
https://en.wikipedia.org/wiki/Authentication
https://en.wikipedia.org/wiki/Authentication
https://en.wikipedia.org/wiki/Local_area_network
https://en.wikipedia.org/wiki/Wireless_LAN
https://en.wikipedia.org/wiki/Local_area_network

K 1418 T IRATR G 1802, Ax S 4 I iE i AL A AR

% P v R AR T 2 Rk o

% i SDAPFUREAPARE B, X2 — N KB 2 %0H B REF TR
DAPiiH id RADIUS P BURHAH M (I EAPTH B4 K 25 DAC.

DAC (FETARIMHECE D 8 FH A B B £ RS E P

DACIH T RADIUSHM UK EAPIAE S SR [1] 25 DAP.
DAP:SEAP £ 43 B 45 FL IR [F1 45 7% 7 iy o

o g A~ W DN PP

B MACEZRHIE
MAC £ 43 56 F A2 AR B8 1 & A B A 05 ) 2 ) (MAC) HhuhEEAT B 3 S01E
WA IMACHLHER F /ERADIUS T 1911 =K 1 1 FH P 4 F0S . MAC S A Bk
FEWeb B 473 BAIE [ D BEFRALFE
TR & 555 A DAPHY, DAPYS S ZIMAC B3 563F . RADIUSTS 1)1 SRI& 4
E U 1) SREE (U VT HE,  FEEANAH R S B UE SRBE 31T A0 2 . W R S 58
TESERE I B N R R THENGKEE, MACHUIEZE 2 B Gl 1 34T 7 30K
UE, MMNEIK S 0w Hgbm RIS, WDEREOE BE2R FRAUERR ), FF
W AR R 7 6] A R [E 25 AP . B EMACZ BT 253 1T 0IE, B3 2 RiT4h
FEMIESR OO, AN B RN UESRBE T T &/ R TSRS 111117 URL K
KIBLE Yo MELIRFT H O 5, B “User name” 1 “Password”
FERC T INEEFE . W FAAERC Y,  MIAR Bis 5w LR A7 MAC B 477 36 UESH 5 1d
Ko

B Web| ] G4 5E

Web ]/ B4 BAiE 2 il i Web T ISR B 7 £ 4, il RADIUSHR 4% 25 i3
1T SR RINLE] 1R S BeE AT, NIRADIUS AR S5 281 [8]— ™ B
P % & i B s A . DACSZHL S EwWeb 1 L] .

Web ]/ B 45 BiE 2 5 18] A e B SR — AN e i Bk I, TR P
BEBIAC B A2 5 (WITEMAC B I IRIE 2 J5) #HATINE. XS 1) 54756
WEASENH PRSI AR E. Mk, Webl I #4EET7T— =% G%h
IAE, FHTBERvimmesHTRP .
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client

External
RADIUS

\@ MAC Authentication @
Associate DAP _(2) Request(RADIUS) DAC /
MAC Authentication ® Er?w RlARDP‘\L[J)ISURSeq uest to
(@ Response(RADIUS) / *erng

| (®Open Web Portal

And Do Login
W Authenticate Poral User
@ Do Authorize ( from LDAP/AD Server
™~

(3) Mae-Rentember

Success Page Check g
& Authenticate Portal Extrenal
User from LDAP/AD

Local Database

& 142: \Web ']/ G155 1 FE

K 142/8 78 T &40 Webl ] YAF KL A AR
i K AR TOER R

DAPIEE RADIUS M S BIMAC E 43 56-E

DACHUATIC(EM & (R 2% P st MACHLHEZE & (K 5 2 5 %0

DACHUIC T & 4h R A E A DAP. IR E A A #A10/E 46 & il 3%,

MDAPK HEZAE 7, TASKEEEHEWebl 1. B0, HRIEE
B, DACYK; |7 DAPIR [FIFHN KIWeb[ ]/, JF HDAPKEIIHTTP 302iE%
P HTTPIE K 55 1) 2|Web ] F T
B AR T T Web T TR, BN P AR, RS FIE K.
HIZIRATADAC,

DACH $ A~ [7] i HC &A% AN [F] ) B 5 Rk 36k P
DACHRHEAIESS B & P iR AUE S (Ui Ml s ) Kiks
DAP.

BF 03 90 UE 45 FORE S 7 £ 725 ) i ) g 2 9 0T

1

2
3
4

WHAG
B TOL R S i E V) R BRE R # B  BE— DU R A . Zmiyia A e B nl
PAEFE AWLANZREL, o m] DR AR T AR P B SRS AT 70 BE, 38 ] BLAEDAIEK

SRR RE . AREMER, BSHEL1ATIN “ Ui A O E S .
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T 1 SR

RADIUSHE Bt 7 — Lo ] P el & umdH o0 @ 1 . M ER B2 i 2IRADIUS 24 £
I, Ui 1 SR DTG CAH SR DU HA5 FH AH S AR SR AT AIE . A R E4HME S
B2 RBL161 T “ U5 A 5Rug” .

S 43 T E SR

B3 B IE SIS E X T MACIAEEE802. LA E I AH R SR I& S50, A S0 36 UEUR
ViE A, 55 HWeb I IFEH AR . EHEA RSB IUEER, Web& 4y
BAERE A — LR . 1ESRZE163TLH “ G IRiETdng” .

UiE-S: I
NI E XM S IR UE SRS . Ly “Edit Page” REE XML, HZH
$5242 001 “ i o 07 MEELTOUH) “ Ui B NG

R THE\ SR
N T E X Web S 3 UE SRS . 152 RS 178 LY “ i T ASRIE” .

B AETR
T S e S iE B R IR . T E S B0 UE SRS AU 25 03 T4 NSRS G 2L & .
SR TR] BAAT BL M A -

» None: HAEESHIIUERIE LR, W ALEF S HRIEIRIE N & 5%
UESKES, AR BN AT ICESRIE, JEAREH 1-802.1x B 3 35 iiE

» Local Database: A S uFEEdEE . 7 H T B 40 3R SR 5 &/ R
TSRS . XTT802.AxH 6, #F EEAuthentication—
Employee Access—Employee Access Strategy #n i Tk, If
Hixsek P W] - R TSR FIWebl T S0 8AE. X FIFEEA
SRESH IWeb [ 17 S B0AE, W Ak B ARG AR N B IR UEYR -

» External LDAP/AD: 1§ FH4MLDAP/ADYE N BRI . 7] FH T B35
TFSEIE L R T SEME . 7 LA7EAuthentication—Setting—~LDAP/AD
Configuration 12K & . 1HZ[H1857 1) “LDAP/ADILE” .

» External Radius: {fiH#MERADIUSYE NEBIIEIE . 1 F T B4 BE
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WLl B THENSENE . 87 LLfEAuthentication—Setting—External
Radius ¥ MsMERADIUS .

[EARRE: &3

ATk Web TP SRR R . @it Web ] BHARAESS, 20 KIMACH)
YR P 5 4 AT 16 AR E e B SO 2 TR 78 O SR I SR PR 2 AE AT 3L
SN R U7 TR TE R 28 I, TE 5 FEGEAT Web 71 B BHE .

TRV A S . IAUESRNG . TH RN SR A A TR A SRR 2 A5 &R

Guest Portal Authentication

MAC Authentication
Employee Poral Authentication

802.1X Authentication

JI143: 17 505 A G2 IR KR

SR, s ) ] RE TR B2 G IR iE P IR, BIMAC &3 56 AE 5802, 1X & 177
BAE, LA WebB 43361

By IR KRS T € X MACE A3 IGIF 8802 AX B R UG . AR UG IF 45 Rk E B
T BT R B N 48 S IE . TR SRS B R T8\ SRS /2 Web 5 17 B0 IE 1Y)

A& .

Bc EDAC
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8.2 LI

P 2 2 ) T IR ZRAT D, iU 1) M B B L B L IR SR
I\ SR AN SRS 81 R ALl o

8.2.1 Il /A A lic B U

V1] Ay e B S R PR SR E R UG R A BB E S, R T SadE A
BRI A E G B S o U IR A e B SO 20 Be 4 i G B SO I T (25 b
PE (i, VLANEGH 5E8E 6D o U5 i Bl 5 e e 2% B
J i AH SR IR R A

B GE N A AR E S

D ){_:—(T—_E; “+” IZEH:E_\‘O

O #EA “Profile Name” 315% DL fid e & S
O A5 “Save” #4H.

SRS A SRS 51|

A LS FH AT AR SRS 81 2 R C LV 1) A EFRC B A SRS 473 v ) — 2 R
R N Tl o2k B e . BN B R SRV A A g 4
R, HZAECE S A UEA R — SR 412K

O AR L83 1 O HC B SR 1R FE RIS 41 3%
O midy “Add” BEE IR 15N 513K

(A=R 1
O M FHidFR ik “Location Policy” .

B} ] SR s
O Mgl diEksE—4 “Period Policy” .

RS E
» Upstream Bandwidth: Z3ACAECE CAFIIUNP (User Network
Profile) ¥ M BN R B oK SEBR . WR s RN Hs SEAE W N
“0” , NIFTAENDREASZIES
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» Downstream Bandwidth: 43EC45EC & SO FIUNPR B H 9 & 1
Ko BE PR o an R R H M s Ew BN “0” , UNPG O _ERRvFiTE
H O

» Upstream Burst: 43EC45 AL E SO UNPYG H B iR HEREE
H. ZERE THBERAANAWEERRENRERKE. AN REES
ISP NNEEEE i T

» Downstream Burst: 43FC%5HC & A FIUNPSG & 18R R
H. ZERE BT RN AW EERENRERKE. A OREES
BN H 7 58 28— il E

VLANFRIVLANiH

& LNV 1A G B SO B AN VLANBLZ NVLAN (FESAVLANTED
ST FBASVLANZEAS, aTPUEVLAN IDRE N “0” , BEMREW VT A EahE
AR R R AR IC R E

ER: nTPLEd A ZAVLANKE B —ASVLANHE .

A LA N —NVLANFI AT (B0, 10..20) , ERFAPVLAN (21, 23,
25) , EiEHE A (10..20. 21, 23. 25) .

nnnnnnnnnnnnnn

-
K144 : )& vr i 7GR E X
W SRiET5 R A A E SO
O M Il A (e C B SO 2 2R Fh ok PRGBSO
O &y “Edit” Kir. F17JF “Edit Access Role Profile” L.
fit £DAC
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O 2% Lk iR i 7 B
O sitdi “Save” FHIKs 5 el ORAF B AR5 4% o
TR Jovh g vr 1) At B SCE AR

m BRI A R E S

O 7 “Access Role Profile” Sy 30 & 0.
O S “Delete” E#r.
O FERliEn B “Yes” o VR MR 5525 F G B S

8.2.2 K

SRS SN AR 77 s CRC B USRS, M T 0. . MIBRATEE RIS, SRug
& A LA HI T DAPHIQOSSiMS o SR A H 17 B, 171 3 = 4 5 0 5 L B i s

B IR B8

W AR
i) T2 5| R ST AN SRS B AN P IR . BEANSRRE, E S 7 &
bro )5, MFeg| FETERM LT F:
» Config: EARISECE (Flal, KEAFK, LEH .
» Set Condition: #&5E{EiiE v VBT 2 3F A0 2 454
» Set Action: IBEMENSEL
» Validity Period: & 5E0& A= 2L 1A B
» Confirm: 7EGIERIK AT, 1EAERIEFELE S

RE

RBE S T L B AN SR IS4

TR AZHRAE)S, 18R AEEE “Next” %8, U#HENT—P.
» Name: HKHIEZFR.

» Precedence: RISHIMEL . EEBAKESF, ALK TFETHET A
i H BB ARA e ffE (RTi%ME: 0..65535) .
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Create Policies

Config for Policy

K145 FHEHIFE AT &

BB

“Policies Set Condition” FHA & —/N&MEFIK, 1 LUNRISAC B %14
(Fln, MACKAH:, 1P o« SIS, BERFMFLIANE, 4 i
MES.

O i %t DL R R R B T . (PR S 4 T B e Bk 101 )

O ST A RSN E S, ST R EREE “Next” #&4, P

O

>

>

150

1k
/V oo

A “Back” #%4Hiz[A] “Config” Ft1H .

ANRAFI RN o e R A B RE DRI AH R B B

L2 MACs: fl&— N4, Kok T IEMACHEEEMAC HE 1 2H 19
&=, HPIMACHHE B FIMACHHEZH 77 &2

L3 IPs: GI&E—KAE, RSN AH TIRIPHubEYRIPHuEH =, 8.
H 1P/ B (P bk 4H (7 & .

VER: ARATIPHUIEHS AT AT A AL 3

L3 DSCP/TOS: @l — N4, KRN H T EADSCP (X7 kSR
i) FHEIP TOS (IPARSRAYD T s e EMiE. DSCPHI
IP TOS A& H T EMmT TIP3k 4215 QoS5 B ML .

L4 Services: AIE—%M, K sRBE RN H T2 TCPELUDP 12 [8]
MBI, BN N HT NTCPELUDP S L KR T A R, ok
WS N T M TCPELUDP T A i . 38 n] LAE FH I 1R 25 8%
AR 55 Group Bl i 261

it EDAC
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fid & DAC

L2 MACs
MAC S S A T AMACHE I/ 2L H (¥ 9 52 R IR MACHL /2L

T

HER: YRELEK SN, Layer 2% (JE EMACHINE %) £
“FEZR” . K, HRERAARBEGE IS 1 B A PR, @ A
BRI (FlhnLayer 3%%4F, T8EIPHIME)

O A B IE S ERE, EREREN S

O #d:Single AFC & HAMACHE, 55 Group LAL EMAC Group.

O i AMACHUHEEG T Hi 51 R ik % —PMAC Group.  GEHA] PA sy
“Add” ElbR, #EAGroupli HFEF 61— HT IMAC Group. )

» Source MAC Address/MAC Group: it & JRMACH:E/Group 2k 14 1]
W SR PR 1) A GE T MAZMACHEE/Groupiit I B dn SR R ik
TR, A2 AL FEJEMACH HE/ Group I/ &

» Destination MAC Address/MAC Group: FtE HF-MACHE/Group
S AT 4 SFE N PR A1) R (S8 FH T3 A1 % MAC H I Group (I B . i SR ok
LT, WA AEE H i HMACHLEE/ Group it & -

L3 IPs

|P 2% 1K SR mes . FH 98 1 B 1 IPHbhE/IP k2 R o AT RN IP Sk #R AT

DLEAT FEAD AL 3

O 3 7 e 360 FH ) SR A R e 1 AR G L I 240

O 5t FiRIPHaL/ H AxIPHl, 1§ Hdr “Single” DIRCE H-MPHUIE, BR
#ir “Group” ARG EIPHLHEZ

O % “IP Address” A T Hi#1|5Hik £ —Group IP Address.
(WA s “+” Kb, 3 AGrouph A2 7 -G8 — N Group IP
Address. )

» Source IP Address/Group IP Address: [t B IPHIE/IP IR 4%
BT K R W PR 1 A A0E A A BB I PR hE B 7 IR D/ P bR 40 37 HE OO
o WS RIEFEDT, A2 AL FEYR 1P H bk 5 WX FEAS/ 1Pk 2H 1)

» Destination IP Address/Group IP Address: BCE H brIPHuLL/IPHY

S1E2H S A AR SRS PR A DA A& T i Al iz I P P A ) .
151
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152

ARG T, WA AL EE H ARIPHubE B~ KT/ P I 12 i

Ho

L3 DSCP/TOS

DSCP/TOS ¥ 550 N FH T DSCP (X 7 iRS-ARIL 5D #HERTOS (IR

KR FAHEAREENEANRE. DSCPATOSH &M T1EWiffIP

Sk QoS E BN . DSCPAITOSA B /%[, 7] LA HDSCPE,

TOS, (EAREFEINMHPIE . SdE&HiZE (DSCPETOS) , #AJEH

A—"ME.

» DSCP: & X T HAMGE &I WIQoSAEE, XHFRAZEHAT N,
I FAEFHDSCP, I w] LUK i ) 1P Sk 38 F [\ DSCPAE & X ~0..6375
N EEAME . A8 E R R S &AL .

> TOS: TOSHOIE T —ANaAt, K ans N H TmigPkE - B8
TOSHIRE. MANO-7Z BHAEREME, FRETOSTF I+ 54T
MRS g B e, ([ENTHEA R, [ N0EA &ML
2

L4 Services

AR S5 254 SR s . U8 B 1 17) 2N TCPERUDP R 11 IR 55 B S0 &

(TCPE{UDP) , 43 W HTI7 B/ M TCPELUDP AR 55 8% Ak 55 4H 1) i

o EPEENCE MRS LM, AERYECL T MREE S5

» Protocol Only: #EHFTCPEUDP, {UNARS MBI M.

» Port(s): ENNFE MRS b O iC B 2, EM Fhid) i B O
A Hbrum I, CAEERTE RS Mg . WAl LS “Add” ElbR
B 8T 1 AR 55 i 11

» Service: M FRHIERHIEFE MRS . BATPLAT “Add” Eirg)d
HI RS o

» Group: M TFHFIERFIEF 1 Service Group. tHATLL ST “Add”
Kl bR — N Service Group.
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Set Condition

-
=
m

K146 % EF1F

wEBME

FHE & B EAE R P T AR ECE ) — RAIER/EEDT (1 QoS, TCMD
WS RAE AT 4R 2 I EAE BN riz i B AL BE 7 0. IXBFE I E K UL
RS, /N R IEZR,  DLRAE T H A8 3 AL it Sk 358 H 4 2 467 1
WEE. MRS B N R, I B 1% IR SR ISR AT 2 10 75 =X
AT

O HE TR ERENSERES, SRR “Next” #ZH8 m T 7

M) “Validity Period” PLEN T —25.
O A “Back” #4HiR[H].

BN BRI ZHR AT o e BRI AR R BE 3 DSR4 ) T B 1 ]

> QoS: WEBRM LI E X AT A L B AW A I E N QoS#RMF . 25K
IR RE AR PN, PR BESRmS RAE pirda e 107 s\ sh o
QoSidE fHl Tk a1l .

> TCM: QUEE—ERAE, DR ER & Be B SRS 26 1 i it =t bsid
(TCM) F3AE . TCMIE I BRI S Fplai O b ik s i & %,
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154

W2 I A R T — R LS. TCMARYE H P B B A 0 (0E
BAMRRRKRETIHE, FFRERER SR G E N E R &R
I “marks” A&, HEMAE. XA “color marking” HE T
RAMEN BRI S . LLEZAASRFTCM, [T X & & I

QoS
QOS T W& 45/ 14 T v 46 78 X 737 A L B SR WS 25 A IV = i I 1 Qo SHRAE . 24
WS TR B I N BN, T i RS R Ve e e 1 5 i 8l
» Behavior: ¥#E{Fi% & ~NAcceptEDrop, XFFAHE &M IR &k T
LN
» Priority: f8EFAHCE KM ERK RIS QoS 2K .
» Max Output Rate: #5 7€ i I BEWS CRUEAL 3 i & F B R, DA
kilobitsTEFb N BT . AN AR EALLE, T HKEEBR A s Ak 4
JE IR
» 802.1p Priority Level: WA 24 H M H3E B HH 802. 1pfit e g 2
bR, NA802. 1pfit st g g - B vk B oONORI7 2 (R WAL fI{E, LAFR
SEAR R AT RS 11802.1pft S dt . ENTR NS, HN0F
AR e
EE: STECE 7802.1gMum 1, HEH T802.1q3k#, FHIEARMIN
e AR
2 — ANt N BAZ1) R B HE 7 25 AT AR S, B O A BRI S 41,
FEmL o B E H 1802. 1pflt gl . Btk 5VLAN Group ID45 4, £
A T 110802.1p/gk .
HR: WRAERA RIS FAAE, (H2rE i A H802. 1pkr
i, MISERSIRVER R . WS EACFFAOS TR R %, M H T IX L%
I W4l 2
» DSCP/TOS: BHEZ2HDSCP/TOSH%:S. RFC 791%f TOSF i ik
7T L BNFHRE22NTFE. eF B RAm =10 (f70-2) ,
HTHeamimttsedi. RESFEMFER (A3-6) & X T MifFEE, %
IR ATEEPEEURA . SAT, FESLE IR A FRRAEH . WG HTOS
Precedence radio, NPEAHCFE W E NO.. 72 [AIFAEAT{E, LR
TENIZ AL DR E N B TOS 1 L e - Bt ME . (H N7 E
B, ENOEA SR,
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FRE: AJLLE AIDSCPELTOS Precedence radiof1g & B8 F I HL il

CanSRA B AEMHIP L # £ 15 QoS5 B DSCPHMTOSRZ L. JF
), AILAMEHDSCPELTOS, EHAREFRIB LT . WA ZLFFAOSTE
LRI, N T IX SV 45 I B 2

TCM

TCMZER& A 1L I 7o V-8 F8 e 703 2 I B 1 SRS 25 A v = L i i =

tBAsic (TCM) #fE. TCMiB ek PR HIl 22 #e L8z O b kit slede B & )i

B, NN ER RE SR T — gL .

TCMARHE F 7 e B 1 B0 AR A 5 KN b AT &, IR

e A G L E ME R = EAR R “marks” Agkf, A A,

XA~ “color marking” W€ R AEHERFIRRMILLH . AOSTLL

BASFFTCM, B T E 15 2% B 2 3l 20K

» Committed Information Rate: i1 _F i i N B FIER 55, LA
AP LR N AL, (256~65535 kbit/s)

» Peak Information Rate: Ui [ AN ERIEEYS 5, LIEM
tbr NEAT . (256~65535 kbit/s)
[ oo || e o ]

K147 : & EHF

AR
WL RIS AT RGP T, AT DO SRS A INAT 2], 18 € SRS S0 AR AT R Ta]
Bro WATROY R H083& g % — T 3AY:
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» AllTheTime: %KM LE4ERE K24/ N N ERAE BRI HAT
» Weekdays: ZEISMAEGN TIEH (EH—2EMH) K8 R24/NH

A BFIHAAT
> Weekends: ZEBCRAEREH A TAEH (BHSMENH) B4 K247N
I A AR BN AT

» WorkingDay: ZEIEKAGAN TIEH (EH—2EMH) M E49:.008
N AF-5:00 ) I Be A= RO AT
» Custom: EFETIEE BAAHIE. A0 RSk E e A B0H.

K148 FEHEH AR

O ElFrESHNCE G, 1 ST TR T “Next” #%4, PIHENT—2,
O wHEWE, S “Back” %4k,

EE: EERIH, AllTheTimefEAME. LR EIPKAF RS AR, W]
I E — AN S0 R R8s g IPE RS 2644, NI & FERR AN E T o2k
LI

B SRR
O fEExisting Policies Table H 1% 15 2 4 45 () 55 1%
O S “Edit” Eir. #H R SHTRE,
i HDAC
156 %47 29 12/2023



W R R

O fE£Existing Unified Policies Table 12 35 M B3 i) 55 1%
O A “Delete” E#r.
O 7EfiAiers Bt “Yes” o

8.2.3 FKIEFR

SRS R S o P AT CRCE RIS SR, SRR PER P& RN, JEHT
A, g, MIER. BHEFN RS HRigHIRE — 48 5Ks 0 4t s
BEAAE N — RN . SIS A1 & AT AN T-DAP, SRS S U E s e £ £
e B AR — o N

B RIRFIR

O Md “+” Ebx, $7HCreate Policy List Wizard & [ .
O %M DU i3 50 B &

O s “Add” $&4.

Conditian Action Precedence

K149 FEHED)7#

KRS RACE

O % N\ ZEBE SR 24K

O MUnified Policies i 513& ik FEAE SR P RIRIS . ZH7HCE
FIr 48— g Ao HIRAE Z1 3R

O st “Add” #%4, 4TJF “Create policy” % I,

O g — N Hr kg, Whnasxp,

O MIEMN T RFIRFIERFE—ARIER, 1ZRIER BoR7E N AR+, B3R
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TR AR RIS SR E .
O midy “Add” %4 B i30S 513 LA i L

B JRERERFIR

0] A B SRS B R TP A & (SRR, B 4 81 3R HR AT A SRS (R AR e

O i%&$— Unified Policy List.

O s “Edit” B, f1FF “Edit Policy List” &M,

O i “Add Unified Policies” THigl%. MuTACEITA S—Kig# I
TEFR A

O A “Add” ElbR, $TIF “Create Policy” % . ANz —AN 5K Seug v m 2|
IR,

O Ay “Edit” 4250t gt — 50 . 505 1 SR8 51 % Bon 7 FUf b

B RRRES 53R

O EFEM R — D2 A1

O Aid “Delete” Ex.

O fEfAER L “Yes” .

R AREMER 55 ) Ml B SO BRI SRS S5 . an SR B, A 20 AR
S 1) A 0 B SO AN R 1 5138

8.2.4 frE ML

o7 BRI S s FrAT CRCE AL EIRNS, TR T a5 MMM &S, A7
LIRS ST e ] LAV IRl 8 PR 58 L B o 1SRG 5 17 ) A7 e B SO AR %
S e £ i DS RGN O - B R A N D

m AEA B R
O s “+” Ebr,
O LA RS 7B
O sidy “Save” 41,
» Name: HHCE AL E RIS A FK.
» AP Location: & UL M4 APHIECE AL E

Bc EDAC
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» AP Name: ¥4 0] PLT in) W25 R AP TC B 44 5% o

KI150: (7 & F&nE

B GRighr B R

O 787 B RIS 51 3% e PRI

O S “Edit” EFr, F17F “Edit Location Policy” & 1.
O M E IR IR e 7 B

O i “Save” &4l LLERAT K-

ER: LEgE N E AR

m JHIERAL B SRR

O e B RS 1 3R e B
O & “Delete” E#n.

O £ L “Yes” .

8.2.5 I [H] Mg

ey [ S T s BT A SR EL RIS (RIS, T B g A BRI R SEms o S
) SRS R AE T e I LA I 9 4% () R BRI . 125 55 17 ) 2 i B SO AR R
B, 3 U5 R A S B SR IR

WA TE) SR
O smidi “+” Bz,
O %M LA T i ES 7B
O sy “Save” %41,
» Name: B0 E FIET T8 SEHE 2 FK .
» Date/Time: Hii;Days/Months. Date/TimefITime of DayigHe, & %
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2% AT LA 7] X 25 P BN ]
» Start Time: Access Role ProfilesPeriod Policy 14 2t ]
» End Time: Access Role ProfilesPeriod PolicyH 2k % 7] .
» Timezone: EFEIEH T-If 0] SEHE RS [X

[ s ]
K151 Hf/E] s
W YRR B SR
OO B[] R 271 2R e 85— 53R B
O & “Edit” KFs, $77F “Edit Period Policy” & H.
O %08 IR 5k g 57 B
O s “Save” #281 IARAE R 24
HE: LikgmiEnE 4.
W RE B] SR
OO B[] SR 271 3% ok 56— 3R I
O A5 “Delete” E#r.
O AR~ Bt “Yes” .
fii EDAC
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8.3 Bk
B TR T P R S

8.3.1 R4

IR AL A R AR

Authentication Result Statistic: K 152/ T S IIER 45 R (RTh/k
WO o INIEFEBEFEMAC, 802. IxFIBEFIF R il. &/ RMAFER T, AFE
By RENFE . B XAFE B LA E R X,

P T I3 B R B RFRZE AN L, 52 “Top 10 AP with Authentication
Request” . “Top 10 AP with Authentication Failure” 1 “Top 10 Reason of
Authentication Failure” .

A 152: L% 1F Dashboard

8.3.2 4 [al K E%

S0 B UE TG 0] SREE T 5 S5 03 B AIE SRS R R 25 AF o JEIE VS R SRR EC &, AT DA
¥ B IRAE SRRE N T ANE R 4, X s 7 20 a] DURR 4 SSID R H Atk J& 1 k47
153 V5 19 SRR A BRI CC B VT R SERG, IR TR0 iR R VT )
AW

» Name: HFHCE 1SS K.

it B DAC 161
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» Priority: V5] SRHSHL K
T SR B SR AE R P Rl RRIE I 2 /N7 Il SR B, D02 G = IR SR AE By
WAFEAR.  (ATiEME: 1..99, IMREEELLH, 99REB BRI
» Mapping Condition: X7 IN 2 56 19 26 A IR 3
» Authentication Strategy: 7EVCECTS IR SRRSES, A% FH I B 43 B8 10F SRR

W BB I SRR
O 5 “+7 Kbe, $7JF “Create Access Policy” & .
O A o +E.
O &7 “Save” #%40.
» Name: H/AcE 15 A FR.
» Priority: 15 SRBEAL G
VA 2R By 5o UE I FH AT BBV G 22 N7 0] SRl DR Se i v ) SR MR 7 B 4y
WAEfEAR. (AliEfE: 1.99, IREH&EEILESH, I9ERMLI L
» Mapping Condition: E#H—E R G EFEaE A —ME.
» Authentication Type:
- 802.1X: 802.1X G Uik
MAC: MAC & {35l .
» Network Type:
- Wireless: JoZkM 45,
» SSID: %EHFSitefI LM 44 SSID.
> AP IP: FAAP IPHULEEN T Hi 51 3E ik FEAP IPHIL
» AP Name: HIANAPZFREM T Hi51E£ FikFEAPLFR.
» User Mac: HiAHFMACH:LLE.
» Authentication Strategy: 7EUGHDV i) SRMSHS, {5 F 5 B 1 50 1IE SR

Bc EDAC
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A/ 153: 7/ 5 hE

B YRR N SRR

O M5 0] SRS 271 36 Ak 56— ) SR
O A “Edit” Eir.

O 0 b frid i 7 B o

O S5 “Save” %40,

HE: LB RIEA .

W RS R SRR

O M7 in) SRS 1) ik 56— 3R I
O &5 “Delete” E#r.

O AR~ Bt “Yes” .

8.3.3 BRI USRI
By O3 U6 UF SRS F T B P e B SO RN S ST vk (T ERAEM T DUEAT B
ISF, DAAGEIE B3 560F o M 4% & P N

St 43 S SRS ST S P U B A B SR R SR, R TG0 S BRI B B
7 B UE M

W A8 B 47 I SRR

O & “+” EbR, 7T “Create Authentication Strategy” Ft[i .
O A 7.

O s “Save” #4l.

B A
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» Strategy Name: &1 5601F SR 4 FK.

» Authentication Source: f5&H P ECESCHRIRIE Ok P EEaE) o H
FECE AT DRAFEEA R R RSS2 £, FFHFTFERE, CUENIEREB IR
B Pl B SO AT B A Bk
- None: &M% “None” BT G4 I6AE. X CFHFMAC I IAE, 7 ER

HE S TS Bk . A SCRR802. X S I ilE . fEIXFIMEM T, AP E L
AL e S S UGIE. GAUE VAT PU@ K-S + &0 5 gD, A
JTHRIMACHEEE R 7, T R S8 IMACIIE . X T P, e
¥ 27~ 7EAuthentication—Guest Access—Guest Device—
Remembered Device. X1t TH 7, &&¥K E/~x7EAuthentication
—Employee Access—Employee Device—~Remembered Device.

- Local Database: %X A4 22 o (%) FH P B0 B SO AT B 4y B E
EINIEZ BT, g i TekUi % H . #E Authentication—Employee
Access—Employee AccountZ i LAz it TH /. 7£Authentication—
Guest Access— Guest Account 7t a5 & FH s

- External LDAP/AD: %1%t 4MEBLDAP/AD IR 45 %% i P e B SO E kAT
B4k, 7EAuthentication— Setting—LDAP/AD Configuration 5 [fij I
Pic B R 55 48

- External Radius: %XT4MHRADIUSHK S 2% v (1) 7 ic & ST &
rEGAIE . 7EAuthentication— Setting— External Radius 71 | fic & Al 4%
o

Web E 5E [A1 147 SR %
» Web Authentication: 5 & EZM ILEE N, LLRAE S 4356 A
VA FE IR PR T 8 S DL THT o
- Guest: 7ESIGUER, ¢ M BV &S T
- Employee: 7S HIAIER, € MR &SI,
» Access Strategy: N&ANH TR E VA SR
- Guest Access Strategy: 85 Vi&H V5 ] 50

vy =

- Employee Access Strategy: &€ i1 L J U5 i) 5% .

/

45 AT TR
» Default Access Role Profile: 452 51 LK F 115 i) /A Ll B S04

» Default Policy List: & fir 30k S 0% (BRI U7 7] SR o
fid B DAC
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vy

WEE Redirection Enforcemant Palicy

NNNNNN

Session Timeout Status: WS E ANOFF, MH 215K A

Session Timeout Interval: 2> iEHE 8] F8 & 1 H PSS ig 45 kak
PR AT B ISR R RACE, WS REREBAS TR
I SfEmg . (ATiE{E: 2000..86400, ERME: 43200)

Account External Radius: & ¥icikyE 28 &k 2 4BRADIUS K %5
%,

Accounting Interim Interval: RADIUSiCIKKIERE, CIRPNRAL. Gnif
RECE, W HRSRERACIK SRS .  (FliE{H: 60..1200, ZRIAME:
600)

nnnnnnnnnnnnnnnn

K154 G135l 7

8.3.4 LDAP H £ Bt

LDAP/AD 1 5 4y Btk A1 t RS D € rTAR Y FH P IR PE QIR RN, 26T F P @ 1k
AR F P 2 2 BE AN R 77 1) £ e e B ISR IS 412 . LDAP/AD Y £ bk
SEF SR PR CECE R, TR T80 gmdE A BRI o

A PR SR Firfy SR E MU IS

>
>

>
>

fid & DAC

Name: H ™ Jy b 0 e & i) 44 5K .

Default Access Role Profile: VLHD A€o BB jE B2 1 F 7 5905 19 £
e B S

Priority: LB U IR Se 2 .
LDAP/AD Attributes Condition: Jy%5B&FC B 15 461
165
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» Default Policy List: VLECH (BN JE B T P RIS 7136

/& 155 :

: LDAP #9745 & WL

15 K LDAP/AD 5 43 5641k i) FH - r] BEVLHC 2 A A i SR n),  HodrR Se s mr i —
A IS E S eE JE 2R 3. (ATE{E: 1..99, 1REmMmAkd, 997
ARG

B HLDAPEIE A o Bt

>
>

>

Name: H 7 AR ie & i) 4 5K

Default Access Role Profile: VLHZ A€o BN j5 B2 1 F 7 #9519 £
B & .

Priority: a6 . 15K LDAP/AD & 43 5iE 1 7 Al B
Bic 22 ™ LSRN, e A A ot 2 e v ) — 1 8 Bt S R DU 7 B A B iE
JEHER.  (AliEfH: 1.99, 1R&&EMEH, 992 IR AL -

LDAP/AD Attribute Condition: T 5| FHHLDAP/ADK 7 1] & P4 FIE X

- Attribute: F1E A g BN Y LDAP/AD J& 1 .
- Value: Ao BistH1ME .

Default Policy List: ULHEC A th LSRN J5 B A T F P B SR 51 3%

~~~~~

/&1 156: LDAP /15 £ s

166
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RSN

O A OB 71 2R ke B — N .
O & “Edit” Ebr.

O 0 b prid e 7 B

O i “Save” #%4l.

TR RGBS 2K

IR

O M A B 1) 2R ke B — N o
O A “Delete” Etn.

O e L “Yes” .

8.3.5 B HiEid®

SruEicsR A s 1S U B I IRIE S B . IuEil R AR SEAIEALS
5

» Account: ZEFATERAERIH RIS 4.
MAC Authentication: K/ A #F2H F & IMACHEHE
- 802.1X Authentication: K42 R THPRIHF 4.
- Captive Portal Authentication: K/ %252 H P el ot TH A~
£,
» Device IPv4: H 75 R & 0 Bo ik 128 7 i 3 2% 1 1PvA il .
HE: AAEKEEENRADIUSIEIKIR ST S AnIPHibE, 74 22 BIRIPH
bk XFTMACE S UE, 10K aaHR S8 H A & % 7 b PHLbE .
» Device IPv6: H /7&K & Ja ik 125 7 i 3 2% (1 1Pv6 il .
HE: RAEREEIZIRADIUSIEIKR SR SANPHbE, A2 EoRIPH
HEo XTTMACEAREGUE, TCIK GG SOl & A 5% P I P UL .
» Device MAC: MM & 1EKIMIERIMACHIAE
» Account Type: 15K Ur50urEH BT & 2 :
- Guest
Employee
i EDAC 167
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Unknown (JG 7 5% 1) & 3% T IMAC & 47 56 1E D
Session Start: F ) iE I B3 50 UE AU @ & B 2 TE A TE]
Acct Status Type: idlKIRES.

Acct Interim Interval: 45 E & 1F AR IRIIGES 585 2 B Tl FRFb 4, DA
bR A

vYyy

» Session Timeout: f8E 1A ILATHRAE )RR SFIEL.
» Session ID: & iHIDA] A EHALE HE SO P LR I id s A s kil xk . 45

B ST OB AT 1B S 0 B AR [F] 1R 2 151D
Access Device MAC: Fi ik & AT FINASHHIMACHEHE .
Access Device Name: H P& FTIEZFINASH RE LR

Association SSID: HDAP) #&EZkAk %S . F P &2 SSID
(BCEHTF L .

Auth Resource: T St P ic & CHEEdEE, ©45None. K
Hi# 4 E . LDAP/ADFIAMERADIUSIRS: 88 . S8 B 41 Bk SR I8 58 s

Expire Time: T ik AR A

Framed MTU: JyH P& 1) i RAE R R, ] 2 {H=1400.

NAS IP: NASHJIPHhE

NAS Port: X F 7 H#EAT B4 I0E FINAS I H IR 5. S TAPKRYL,
L EG 5.

Network Type: HEge LML,

Service Type: @M~ PG REERMIEARSFEA . 7] PL7EAccess-
RequestfllAccess-AcceptEi#a i FH . NASA LA St T 1X 46 il 45 2%
R, I B A AR R R BRAS 32 S IR S5 R AN Yl Bl Access-Reject.
» Access Device Location: /& T KIDAPHINLE

vwyy

vvyywyy v

vy

Muthenticztion Record

157 : GG 1R~

it EDAC
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8.3.6 [T Vi HIER

B ISR ] Ui e s A F R OR T DAC TR Cdi B4 56 10 15 % (1) 5 i 2
KGR 1TV RIRE ML T RAG R .

>

vvyvyvyywyy

vwyy

/& 158 ;

fid & DAC

User Name: &R S i iE & A 4.

User MAC: H ¥ &1 K58 1) 5 5% T & A 3G IE FTMACHE I .

AP MAC: AP MACH: .
ESSID: [/ H )" KEKHIESSID.
Connection Time: [/ H B & S H]
Offline Time: [1/7 ) {33 £H BSGHE I Bf [A] o
Status: /7 S ERiEiE K45
Online: & & 3 7T S Ik g7 .
Reject: il & 5% 01 By Sk ClAE 46
Empty Value: 5&ifi [T/ S0 KE R BOE -
Portal Type: 5&fil|& A& (EmployeesiGuest) .
AP Name: H FIERERIAPIAZFR.
AP Location: /7 Pz IAPHIL &

aaaaaa

[ 777277 i 1 o

KA 29 12/2023
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8.4 IZEEAN

VIR AT EEYT R RIS U A RSS2 15 6 5 i S Be ik,
TGRS VIR Ui AT 5 ek 4L

8.4.1 {UFHK

AR AL DL 443043 2

» Guest Account and Device Statistics: iHHEAFZREI K HE G
BRI FELRDTEK T . BRIk sk sE (iR
%)
Guest Device Browser: Hl'%Ea8RRHPHE (Chrome. IEZE)
Guest Device Category: & 2KlHIP R CRix. Bahids) .
Guest Account Creation Mode: i /A1 i@ = K&

vwyy

Guest Account Creation Mode.

K159 i EEANXFE L

8.4.2 I BENRIE

VI NSRS S TECE VI P s R & k. A T 0. ZmB A R
VIRARNKNE, W LAw B TG B A ERIA VT B AR AR, B0 BB U5 B RN R
I o

» Name: Ti&EENKIEPIZHK.

fid & DAC
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vvyyvyyvyy

>

Authentication Resource: AHIEHE

Account Validity Period: K ' %0,

Device Validity Period: i&%#MAC & {5k 14 20 «

Max Device per Account: [ il [ H5E FH b07 &K 7 (1) v &4
Fixed Access Role Profile: i#id S {niilkfa, 7Bogs iz ik = 15 1a
A EUCE A

Fixed Policy List: #id S I0iEfE, ECA VIR H P IR SR .

m AR E AR

O A& “+” EirFFRIELL T HRIES 7B
O i “Save” %4

HH
FiC & 5 E () A1 B 4y B0 Uk S 1

>
>

Name: 1j%5R0& 4475

Authentication Resource: V5% H P HCE CHEIEE, BIAHESE % .
5% F P ik 2 1] DLAE Authentication Profile—Guest Access—Guest
AccountF _Easin.

W SRR

>

>
>

Account Validity Period: Vi&MK A R0H. (TR E: 1..180K, B
IME: 90K) .

Device Validity Unit: &0 002588 . nldk$E A0 R B8
Device Validity Period: H P &&KA RN, (I (E: 1..365K, 2K
WME: 1K) o NERRINE, B2t ffER&HIMACH L. # 5 # i TMAC
bR, VPSR SUHN T ERAIE, 7 EBEV .

Max Device per Account: HLAMK = AT DL i) 4 26 1 B K £ 5 i
(ATiEfE: 1..10, BRIME: D o

T

>

fid & DAC

Custom Portal Page: ] ULLET T AIERS 2 48 00 T R A i A . 18
Z: [ 242011 “ BRI BRI .

171
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17 B i 5 AT

» Fixed Access Role Profile: #ZBUG 73l %A 15 & %24 V5 In) M (0 B S
4,

Fixed Policy List: fEVI % % & 3RE UG 7 BLH SIS 513K
Session Timeout Status: J& H 802k <> 1F @t

Session Timeout Interval: <GB 8] FE & F & 1L iE et 2 BT i
P &SR KPR, R ARACE, WA BRI & TH R SRS AR
. (A[3EfE: 12000..86400, ERiME: 43200)

Account Interim-interval Status: J& FB2% i MK 18] FE .

Accounting Interim Interval: RADIUSICIKIEIFG, LIRS NELL,  (Af
#E: 60..1200, ERIAME: 600)

vYyy

vy

AI160: 17 EILAFE

UV S YN

O M5 SRS 51 3R I R
O A “Edit” Kbx.

O HR¥E iR vt B s AT T 7 B

O A “Save” %4

EE: Tk kg amx.

Bc EDAC
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W IR U BN RS
O M5 &N IRIE R Rk B — a2 ) T
O A “Delete” K#r.

O AR Efdr “Yes”
TR T BRER I AU B R N SR

8.4.3 ik
K TSR 4R,
O Errbldid sy “+” B E . 8038 ] U 80K Bk .
O AV .
O A “Batch Import” #2401 LAIHEE S AIK .
O ;i “Enable/Disable” %40 LS F 8025 FH V5 &K 7

m AEGEKS:
Vi LI W P BT RS AT A o 7 I A — FRRER SR K P, i N AR 2
X53. BFE, APEAGRERTTAER, RTFERAE, TCRERASE
i,
O Sy “Add” EFr, FF “Create Guest Account” % 1.
O A o7
O s “Save” &4, A& G, WHAKESIEH.
O ZEE AR, iRz, REREAmIEr “Disable” ElFx.

ERAKF :

» Guest Account Name: IKFFRIAFT (a0, TigiiEs) .
Password: i 200,

Confirm Password: H#f A LLHIAK 5% 05,

Full Name: VizH 744 .

Company: A #F4FK.

Account Valid Period: UiEKPRIRAERIAKE. (J%fE: 1..180

» Telephone: UiZH 7 IHHLIE S,

fit & DAC 173
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» Email: Ui&H B H - HB L
» Description: K/ UL

AI161: &K/ - “IKS”

Vi )15 .
» Access Code: Vimhig,

» Account Validity Period: V7&K A RZ0HKE. (ATiEE: 1..180
K, BRME: 90K) .

» Description: a3 8.

cccccccccccccccc

A162: wiEIKS = “uriig”

B JREVIRIK 5 S
O MUFEMF FIR P EFE— MR K
O S “Edit” B,
O 2% Erdsid, 7B
O Ay “Save” #24.
EE: LikgmiEK 4.
fid & DAC
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BB 5 AR

O MUK 7R g E— Rk
O A “Delete” Eln-.

O e dEr LRt “Yes”

8.4.4 iR &%
PR LR 2N & 51 R

>
>

TELL B PR
S ERR &SR

W 7EZRIE
TELR W AHH T AT E L A&

>
>

vvyywyy

\4

>

>

fid & DAC

Account Name: Z&uii 7 o) X 28 FE K 7
Device IPv4: H GRS 50 IE B2 P i 13 £ 1 IPvARtL L

HE: HAERIZIIZICRADIUSIE KR SCH 2 40IPHiLE, A & B RIPHY
Hik XT?MAcEMﬁ:}%E, TEIK T a6 SCIE AN ﬁAEFmﬁE’leﬂﬁﬁt ez
W2 — AN K BT R S a3t AT TR

Device IPv6: /i K S0 56 1% 7 i i3 2 B 1PV ik o

HE: RAEKRZLZIRADIUSIE KR CH 2 41PHilE, 74 B RIPHY
hto XFFMAC SR EGIE, 10K UG SCE 5 A& & P b [ IPH4E .

Device MAC: %% FJMACH1IL .

Session Start: F Pk S 4 Sk A B 216 B TA] .

Acct Status Type: IHic i Rbn 3 7 IRS HIIT 1R 45

Acct Interim Interval: %45 E S iE8RIG HTE%‘)TZI@EI’JIWH?'%& (AR
REAL) .

Session Timeout: iGN E1EL LSRR 2 B SRV B akE
() KADER

Session ID: £ 1GIDAULAL H E XA F P I FAT I LR . 4 e i
I FF AR s S 11 S AR A AR R ) 2 351D o
Access Device MAC: 55 Zui e BL I & 25 IMAC H L

175
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vwyy

vy

vy

vwyy

Access Device Name: 52w BRI 25 B4 FR
Association SSID: i B R ISSID.

Auth Resource: HT S 3k iy A 2 AL & SCHEARE (B0, None,
AHIEEE, LDAP/AD, AMRADIUSHRS #%) o A LIS G I6 L 0%
Expiration Time: 157 i 530 18] .

Framed MTU: sl HAt 77 =0 (BIanPPP) B it oy F P ic & ) i K A%
MiHoc. XA E(E1400.

NAS IP: DAPjIPHILL .

NAS Port: fFH P 3T &0 38 IE FINAS I LG 115 . X FAPKREL, &
L ERL 5.

Network Type: MZEEM, HEEE T ML .

Response Type: i 2%,

Service Type: BRI EREGRUE RS RA ., Hegdd &% H
i

Access Device Location: 5&ugoB) W& E .

Guest Device.

AI163: rE A

B CidEREE
R & F R ERDACHIRA R T A Eid i 4 W IEFIGUEST % 4%, rIHT
MAC S 56 11E .

>

vvyywyy

176

Account Name: i fERIE&RITK -
Device MAC: CLidfEM & FIMACHLLLE
Device Name: (kR &M 4FK.
Device OS: CLicfF & IERIE RS,
Expiration Time: ¥ & 15 % 7]

Bc EDAC
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» First Login Time: iC3¢ & K& T A,

Account same 3+ Device Mac ¢ Descename & Deiceos

K164 il (FHTi% 5

it B DAC 177
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85 RITEA

A TN TEH A TRAMZ . EROGEE . RTRAR . LK
AW SN0

8.5.1 R

IR AL H LR 34 B R 4H ki
» Remembered Employee Device: HIE7RICIZH & SELBSRIE
K.

» Device Category: W&FRHMMPIE GHENL. B3hk&E

» Device Family: UABHEIRG BRI ES RBP4 EHNEE (FIansER,
IBM. R, /NK) .

nnnnnnnnn

‘‘‘‘‘‘‘‘‘‘‘

&I 165: G THEANRFZL

8.5.2 R TINSERE

P TSR AC T RCE B TR mE . Bl DAECE 7 K 7 B ARG IR (A
AR E . AMNELDAPELADFIAMIRADIUS) | K A Rt fn e 2 A otk . fE 4k
WK = T8V R A Ol E SRS . miE ] P BRAR 5.

» Name: 51 TRIEZFR,
» Authentication Source: 15E S \IEETE KK E.

it EDAC
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» Device Validity Period: Vi@ NIEE, &/ @NEICFK. ibfEe

T RGO UEIC A S0

Max Device per Account: #J BA# FH [F]— K 7 [R]85 1 2 i B0

Portal Type: [/ JRJE, 7K EHDACESMNE .

Customization Portal Page: 1] LATE] /™ B 435 UF B 2 45 U1 1T S 24 A 5

TR 2

» Fixed Access Role Profile: “{&5 R S0 5a kB BLiN, 43 Bo4s 2 m 17
] 0 G B ST FH R A2 1) 2 i (T R 26 U7 A1 AT

» Fixed Policy List: i SF336F 5, 2rEC4E AP SRIS 51 % H T 45 & i

TH BT E IR TR

Session Timeout Interval: f5EAPKIESTEH BRI

» Accounting Interim Interval: 15 AP & 1§ IHE S 18 1] 18] BE .

vYyy

v

ployee Access Strategy

.................

& 166: 7 LA FH
8.5.3 RILIKF
EK 2 &8 R T e ik 4R
O s “+” Bbaal ™ 80K P BRBCRESIn—1N 5 H .
O A G TR PG EE . X FitESAK S,
O #id; “Enable/Disable” %40 L TFah )8 FHEiZAF &= TIK /.
W LK P AR ERERTA S EE R LI EME R
fid & DAC 179
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vvyyvyyvyy

vYyy

vy

A 167 :

Username: K4
Full Name: L2 %.
Email: H-FHBERHbE
Telephone: Hif5HH,

Access Role Profile: 55 T.IK ) 4f & U5 I A E S F. BMmET
FE B3 56 IF S g o C B U7 n) A e B A

Department: FrJE# ],

Position: .

Policy List: 551 T 465E BRI SR . S A58 T-76 B 4 Bk SR BE R
BRI .

Description: K/ #5687 .

Status: 1 TIK yjE FHEEERIRES .

RIS

m AR TP

>
>
>
>
>
>

v

vywyy

180

Username: K H 4.
Password: K1 #165,
Repeat Password: Z#i A LA %5,
Telephone: HiE5HH,
Email: FEHBRHIAE
Access Role Profile: 5 5 T 405 KV5 8 A GECE . el T
E B 3 B0 55 B P G B 15 0] AR e B A
Policy List: 551 T P 465E KRB SR . B SE 176 B 4 Bk SR mE P e
BRI .
Full Name: & T2 %.
Department: AT/E%EI1].
Position: 1.
fid B DAC
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» Description: M/ ¥,

m ERTIKF

O 7£ 51 TP HIR P —A 01 T,
O S “Edit” Kz

O A FiR B,

O i “Save” %4l

EE: Lk 4.

R R Tk

O 7R TP PR PERE— AT
O S “Delete” Efro
O i $ER~ B “Yes” .

8.5.4 MTLi+&

R TR ATE DL 2R84
> ELLIES
> CAlfERES
FEL AR PNRYIE T AT fEL %
B &SI 7B A RBOHN T — kU7 i) 5 b e 75 SR 54

W ELERE

FELRIR A HIR TR 51 T P SRR T U7 n) X 4% 1) &5 2K .

O e8RS

O ¥ “Kick-off” #%4, S7RIEZ A LS R .

O & P AR RS S A eI B 25

» Account: 570 F] & & IRE LK

» Device IPv4: K S0 50 UE 155 F i 4 45 T IPvARtLHE
HEE: RAERIESZIRADIUSIE KR SCH CEnIPHitE, 72 B RIPHY
HEo X TMAC SR IGIE, TEIK I UGFR S8 AL &% P i | PHE .

it B DAC 181
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vvyyy

v

v vvyywyy v

vy

vYyy

182

Device IPv6: iR &40 56 Uk B2 7 i i £ B IPve itk

FER: HAERIZSIZICRADIUSIEIK IR SCH 2 4nPHitE, A& EoxIPHy
hk XJ‘?MAc%ﬂﬂL TEIK TF e SCIE AN @/\Emnﬁlpﬂﬁht

Device MAC: % & IIMACHEL .

Session Start: F i8IS B 3k 0 8% e 2 18 I [A] .

Acct Status Type: F/RIICIKIERIRC T H 7 ARSS BT 4G 5 45

Acct Interim Interval: 1245 € 2 0h 1RE IR I I 5E 8T 2 8] ) 1] B A0 44, L)
TP

Session Timeout: 2> THiEMN & 7E 4 b2 TEEdE R AT o v P IER L 1) B
KIESLFPEL

Session ID: 2= 1KIDW LAVLEC H &S T g AT 1B id 3. fe e = uEH
TR AN e s A2 B A M F 2 181D

Access Device MAC: 5% BRI IMACHLE

Access Device Name: 52t 115 & 24K

Association SSID: i e Bed A SSID,

Auth Resource: &1} \%LEEP@FHEI’JFHFEEEI#@TEE (5,
None. AHh##fE % . LDAP/ADMAMBRADIUSHRS %% ) - I LLZ Sy
IS IE SRS 3 X

Expiration Time: [ & 128 800 ]

Framed MTU: SRl HAR T (FIAIPPP) Hiris i o FH - e B B K A%
WiEoC. BRI E {91400,

NAS IP: DAPIPHILIL .

NAS Port: fFH P 3T &0 38 IE FINAS I B 115 . ST FAPKREL, &
L HET .

Network Type: MZERA ., HEEE L4k .

Response Type: 2,

Service Type: ULEMEFRRH PG RGN IRSHEA. Rapdd &z
bVl P

Access Device Location: 5% B W & E .

Bc EDAC
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A&1168: 7 1 %% - Online Device

m SiRERRE
CACERE AT T AE T — A7 A R A S AT B A Bk R &
Account: K/,
Device MAC: & &FMACHLL .
Device Name: &4 K.
Device OS: & &HI#ME RS,
Expiration Time: Z&HF[E] .
First Login Time: 138 & 0 H]

vVvyyvyvyyy

A1169: 7 114 - Remember Device
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8.6 WHE
WE AR, FRE .

8.6.1 AT EE
ANFERSAH T EEAT MRS EE, BIFTEINL. WG, 104 5 AT B

HEL I

O fdy “+7 Elbrek IR B AR IN— P I0H
O A RBEIRE 7B ESAIKS . Al LLELxIsxi% 2T T 2\ 3

o

B AEAFRE

>
>
>
>
>
>
>

\4

Device MAC: A& 4 IMACHELE.

Device Name: »#] %% ARG 4 FK.

Account: 52 R REBLE R TIK .

Device Category: Am|B&ATIZRA (B, THEHL.. BI-PHRERD
Device Family: Aw®]&&FAEZENRE (FIISER. 8. 1IBM) .
Device OS: an|#&M#lE RS (Flwn, Linux, Windows, iOS) .
Device Specific PSK: WIS JEH, Motk & %A %A 0. o)
BE R 2L 5 A 4 E PSKWLAN & B A1 H

Access Role Profile: 52 n]ix#&40e s n A afcE k. eiidkT
0 3 1UE S0 G B I ARP

Policy List: S5A &Y EFIHRIEHIR . BT B 0 I Uk 5wk il E
[ SR A2

Create Company Device

K170 LY&# 2\ q] i 4

184
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m AT RE

O e E MR A 7 4%

O Hi; “Delete” E#r.

O el ies ERd “Yes” .

8.6.2 LDAP/AD i B

LDAP/AD#H H T-Hic & LDAPELADYE . A5 IE % FELDAPELAD B A B E ), Kt
5 FH B O B UE IR HEAT B ) BAIE

“Config” $%HEATACE -

1\\\T_—E
me > Corp

Ho

Ne’

-Belden Site-SH_SITE Authentication Setting LDAP/AD

twork Control Authentication Guest Access Employee Access

171 :

LDAP/AD /&

B LDAPEE

>

vvyywyy

vy

vy

LDAP/AD Server: Ji 85 HILDAPELADR %5 %5 o

Server Type: LDAPEXAD/R %5,

IP Address: LDAPAR% #%HIIPHkL.

Port: LDAPJIRZ5#8 )3 [ o

Use TLS Encryption: &7 B HTLSING . W8 HATIT, W FAEIE
5,

Certificate: FAETLSHERFES . IEF M iZMAMELDAPAR 55 2835 HL
Admin Name: H T ERXLDAPHRS#MEH RIK . &= cn=,
DC: 8-641F%F)

Admin Password: F T &XLDAPRS #: & FE &, (1 - 3270MF
)

Search Base: 8-64/7ff

Username Attribution: LDAP% H H3R/mH T S 5 E I ;4 11
Bo (1-3240%F)

Bt EDAC 185
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» Password Attribution: LDAP4% H " Rom H T S0 Ik &0 1 7 B .
(1-324FFF)

» Object Class: & X JEMERIMRES, IR I TR R MR i%E 2
. (1-320NFF)

LoapraD

/A1172: LDAP/AD 4 & - LDAP JR%#%

>

DECE

Workgroup Name: ADJR %23 1 TAE4..
Realm: ADJRZS %51

Username: HTV5RIADRS 28 F 4.
Realm IP: AD/R%5 & () IPHuIE
Password: Vi in ADR % a5 %65
AD Port: 115 W] AD RS & H s 1

FE: Zn#EWindows ADAR S S E , 1F AUbuntu & 4Lk VMY a1k L B
DNSi% & .

vVvyvyvyywyy

A/ 173: LDAPIAD /& - AD /R4
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8.6.3 #ME RADIUS

AP ESRADIUSHLEL F T-iC & 4P RADIUSIAE YR . N SR BEIEFEAMERADIUS & 17356
WERS, B8 H S0 3R IR AT & 3 56 IE
mi “+” BER, $THF “External Radius Setting” & .
» Server Name: RADIUSHRS: #5114 FR o
IP Address: #MBRADIUSHRSS 2% 4142 SiIP ik
Backup IP Address: #&{14MTRADIUS /% # EAL 4 BUIPHIAL .
Retries: 4IEHHEMN K4E 2 AT, DACHK 22X 5 Hrid 24 MBRADIUS IR
B IR ERE IR BOE R IR, i ARER T, WA & 4R
RADIUSHRS H Bk . (Aldfd: 1.3, ZRIMHE: 3)
Timeout: DACTEERT 2 il 2R 5 7T RADIUS R 55 28 £ 37 3% $2 i s [1a]
IR A EAr .  (ATEfE: 1..30, ERIME: 5
» Shared Secret: DACE4MFRADIUSHR S 28 E 4T 843 Br i F fr 3L =2
. (4-64NFFF)

vwvyy

v

B

» Confirm Secret: FXEACIMHIAIEZRIZH, (4 - 64DFFD)
» Authentication Port: HTHUT S HAIERIUDPER . (AJiE{E -

1..65535, ERiA(EH: 1812)

» Accounting Port: HTH#UTICK K TCP/UDPY . (AT EH:
1..65535, BRIAfH: 1813)

te External Radius

K174: 2FZRADIUS

Bc EDAC
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8.6.4 4}E8 Portal

DACSCREH P 3 & iR T4 A\ SR v Ad F () 4 ¥ portal
m FLESMfPortal
» Name: #hiportalfic B4R, A& LikiEi.
» Portal Page URL: #hMifportalffURL.
P Parameter Mapping: DAC# H S% it 2] 4B portal 1241

& 175: 4f#F Portal

8.6.5 VFHI IP

FOHFHIP A2 2 i 75 M 5 1] X 25 1] P 8 s Z BT AT LAV IR RIP . 8, SOBETT 7 sl
AR 55 %8 BIIPES N3 78 A I IPH .

m AIEAFRIP
O A& “+” Bbr, 3T “Create Allowed IP” & [,
O EA “Name” 1 “IP Address” FEk.
O ¥ “Save” 14l ALRAT RVFIIIP
» Name: FUFINIPAHK,
» IP Address: WEMIPHL.

it B DAC 189
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KI176: Y& TFHTIP

B HRERTHIP

O 7EZRPIRFE—D RIFHIIP,

O A “Edit” BEs, 3T “Edit Allowed IP” % 1.
O EA “IP Address” FE.

O $idr “Save” & MRAFiXE

H: LiEE N “Name” FEL.

m HERRFRIP

O EREEMERIPZL H .

O A5 “Delete” E#r.

O fEfiliers Bt “Yes” o

8.6.6 MAC &

MACHLF i s T A BC B IMACHL. izt A T 01 . g AMHERMACA, 1X
LO2 ] DL T Qg A Al ks 2 1, BIInIRMACHL & 1R HARMACAL % AF

B AJEMACH

O S5 “+” Bbr, $TH “Create MAC Group” & H.

O AMACHZHI A “Name” .

O EA “MAC Address” .

O A “Add” #%41.

O #=E EREAE DRI HARMACHL .

O F)RHE “Add” %41, ZMACAN BI/RTEMACH SR H .
HE: BAEDKAN—MACHIE.

Bc EDAC
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A 177 : £/# MAC #]

B JREMACH

O %HE%EAMACA .

O & “Edit” Bbg, #FTH “Edit MAC Group” & H.

HE: LIEWEMACHSLY . HEHRBMACHLTIR, LA REMACLH I & H6)
— AN H 4K

BMACHHEA I B .

O % AMACH:31

O fidi “Add” %40,

O #5 Ed#E/EUamHEAMACH 1L,
O e, B “Edit” %4,

HHERMACHLHE :

O B R MACHNE 3214 () “Delete” Elbr.
O #=E Fd#EE UM R HAMACH 1L

O 5Ee, HiEditizd .

SREEMACHRE .
O MEEMACHEE .
O A I—ANE FIMACHEE

m JEMACH

O 3% 21 2R 41 5510 1 B 1R AE .

O Ay “Delete” K#n.

O fEffiAfens Esd “Yes” .

R AR SReE S IEAE I MACAL, & M BRIX SEMACHL, 50K
H MRS %A R RS RR
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8.6.7IPH
IPZH ST SR CECE RIIPA . i A0 H T 008 b fn iR w28 40 .

m GIEIPAH

O miidr “+” Bz

O NIPAHH A “Name” .

O HE A “Subnet IP/Subnet Mask” FEx.

O A&y “Add” %4

O HE FR#E/E L nHAd -

O SERs N MG, HdREn “Add” $24.

ZIPAN BoRTEIPA R .

HEE: Bz DA — AT MNIPE MR

178 BI# P H

m JRiEIPAH
O g mIPAH L EFEIPA A 1M .
TR TEgwEIPHY . A EmBIPAHATR, LAMERIPAHIFHET6IE— M4

7 W H L 2 A A

O A\ “Subnet IP/Subnet Mask” k.
O A “Add” EFr.

O F=E FIREAE LI AT o

O SEminrm)E, B “Edit” 124,

it EDAC
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il R R

O a2 BRI 7554 1) “Delete” EIbx.
O f=R B DHAEUMER 7M.

O 5Eik)a, i “Edit” #%4H.

BT

O Mk M.

O &In—AH 9

O 5%Eaa, Hi “Edit” 124,

m HRRIPA

O 3% 7 51| 22 H 20 55000 1) B2 R AE .

O A “Delete” Etn.

O e L “Yes” .

TCIEMBRAE SRS 2 R IPZE . 5 EEMIBRIX EEIPAH, 5000 M SR B 26

MR

8.6.8 k%%

AR S5 S B on Py CECE R S5, XSRS TR S5 . it a1, 2w
SRR 3% Al 55

m SERS
D ,']?T\EE “«y *ﬂ—:o
O #Z M LU RR S 7B
O S “Save” #4H.
» Name: HFECE AR Z K.
» Protocol: EFEMREWIPL. FRINER T, EFHTCPIHFE/RTCPYE L. i
HUDP L 7~ UDP3ii; [ o
» Service Port: M FNHFIZRAFIER— RS b 1 o a0 S EEA0 28T 1 R 55 v
1, 1EHd “Service Port” A SRE “Add” B IFEIE B RS
i . Hidy “Service Port” 4 FH) “Save” $4IEF, K [ 361 2 Al
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55 F- 11 LA S AR 55 1 B

AI179: Bl IRS

m RER%

O 5o B RS

O iy “Edit” EFx.

O %88 DL b g 7 B

O A “Save” 1#%4.

HR: LEWERS Y. HEmERS TR, AR RS 08—
iF &

m AR S
O e 2136 Hr 1 5510 1 B G HE
O A “Delete” E#n.

O i dEns Ed “Yes” o
ER: TIEMER S S IEAEE RS . 35 BRI SR 55, 15 S0k H M SR
F Sananl 24

8.6.9 IRFAH
MRS 4 A BRI e B FIIRS 4. %A T 008 b RO 4 IR 2541 .

m SEREA

D ,l:l_:_(l_—_E‘ “+” @*ﬂ—_\‘o

O AR HimA “Group Name”

O E&HF—TiRS, AEHE “Save” #%4H.

O #id “Add” by, AEHIL “Service” . AJLAEIE RS -

Fit & DAC
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O A “Save” Ebr, fT7 “Create Service Group” % .
ER: LA — MRS

&1180: GI&IR#4

B SREARE A

O f o T2 o ) AR 25 2HL

O fd “Edit” B,

O 75 ISR e 2L 4 R 55 -

O sk “Edit” 44,

VER: RS L . BB AL ATR, I MRS 0 I 6
— A HTIRS A

R AR S A

O % 51 3 A 241 5550 1) AR A .

O A “Delete” E#r.

O 7R L Hd “Yes”

ER: TiEMBR RS TR IRS 4. 5 EMIBR XSRS, B
W& SR A R BR

8.6.10 AR 55 OO

AR &% i 1 AT B R T i B AR & 1, X deig O 03RS . BRAE I
T, #%&HFTCP, E/RTCPRS; #&+FUDP, NE/RUDPRSS . % 5w H T 6%,
S LTI 5 AR 55 g 11

m GE—A RS
D ){J\TT—J_:[ “+» IZEHK/%O
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O &1~ Brid g 7B
O &7 “Save” #%41.
» Protocol: TCPE{UDP.
» Name: FFBCE RS I 4 FR
» Source Port Range: #i A\ 15 Bl H -5 Yo [ e B o B
22:33) .
» Destination Port Range: %A\ B x5 8 155

Create Service Part

AI181: B S 5710

B GRERS D

O ok B R 2555 1 o

O iy “Edit” EFx.

O 2% LRk, 7B

O A “Save” 1#%40.

R TR RS D AR . & B YmiE R 55 um AR, L ZUMIBR AR 55
it 1 - B 81—

W R AR 55 S

O 3% 1 51 26 i 11 553020 1) B2 HTE

O A “Delete” Eln-.

O fEfAER Fad “Yes” .

R AR RS AR R SSom o #5 EE M PR e R 25 v 11, 37 Sk A
[i[sE ez~
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8.7 BRNEERBEAND

T _LIARTC & #0 R #2470 2 BIWLAN. A 1 iALAC &, 7] PAZERDC B WLANR B #2ik
BTN E . AR, 7fEAREWLANES, FATGFRAE 7 S350 urkc & mPugEA 1,
wFFrs:

88

A182: gY# WLAN

TEWLANECE 1, anik$eT “MAC auth” , MIERINIERE—HERIN S 3 B0 UERC

H. BRXEHFE XS MRUERTIEE R . EFECustomization)s, F HILAD

B R, ES BB —8, ATWARKR.

EG MR E Hik# “Default” B, e 6 BEIER—H S I UERCE,

LA AR X N E .

BN R S A S uE e B

O MiEFF “Guest” 1E NSRS, 2 H 304 S 1 10 UE TS, B IR
Anone. AR, SARM—MERBANER, H40E 2 S0 RIEEN . 1T LAE
LK Customization Page™ [ & X 1) T [f .
ik “Employee” {E NS IRUERAIN, < H3NERS 0 IRUERRS, HiR
JoNnone. [ERF, AR —AN R TENEN, FE90e 2] S Wi skng . m] Lo
7£ LA K Customization Page ™ H & 3171/ T .

O Hik#e “Company Device” {E N 5uERAIN, # H3h A —A> LAAHY
B A B IR 1) B 4 B UE SRR

O f&Ja, BRAR—UASSIDIE B & Ur n kg, B mmtad, 7+
o H 5 JE T 2 B 4 B R SR RS P 5E

ER: BN E S E 2IWLAN, H P LEEE .
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8.8 HT &SIt B L)

EARERLBSBI2 0, BT RDACT 5 IIE B ARG . 15 /551417
CREVES A

8.8.1 BRIAELE 802.1X I

O /& “Site” KT E, fidi “WLAN” TR LA B WLANFIE

O $idy “+” $%4, #7H “Create WLAN” T,

O SHASSIDFE .

O M FhidEFik$ “Enterprise” 1ERNL450),

O R ImERR. HSHE5IN “SSIDIE” .

O K S o S0 EAC B SO NBRIN, ¥ B 3000 U5 R SREK . B0 B0 SR A1 i3 T 42
NREE (U TFERE) o XLREA T EE . (H7] LUE 24 3 S 4 Sk
Ui AMBEEE. SMELDAP/ADFISMERADIUS. X568 & {7355 iEY5 2 M BRIA
Q) B SR UESRES 5 1), ATl f— L8 P AL .

O R iE A REHEE & 0y 30 UEYR, W AT LAIfEAuthentication—Employee
Access—Employee Account L HIARIA . IS REL79U “ it Tk
7

O iRk #ELDAP/ADE Iy 5, WINFEAuthentication—Setting—
LDAP/AD Configuration i [fii_FFAC ELDAP/AD. 152 [ 5185 T[]
“LDAP/ADICE ” o Hn 5 A g3 i LDAPAIE f £ it ¥ B 4 72 1 1) f E iR
B, "LIfEAuthentication—Authentication—Role Mapping for
L DAP 5T [ 15¢ L AH L FR B SR R0

O R M EBRADIUS RS, U] DL T .41 36 h ik £ /M RADIUS iR 5%
wre B AT “Add” ARSI AMTRADIUSHR 95 ¢ . 34 AT LAFE
Authentication page— Setting—External Radius 5 [H H s 18T B4
RADIUSHi45 %8 . 152 [ 55188111 “#MHERADIUS” .

O e A EEE S, W TIRAIR PR — A EE . 33, AL
I R SRR “Add” FEHRES INHT U7 i) A B B B SRR 14T T
1“5 AR E S S

8.8.2 BLE [ Ik faj s pE &Y

O 7 “Site” METHE L, A “WLAN” &£ LB EWLANYE.
fic 2 DAC
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O g “+” %4, $THCEWLANTTH .
O HE AN\ “SSID” FE.

O M4 FHsRAER “Open”
O ¥ “Mac Auth” &E N “ON” IRE.

O 7& 5 Se ik e B O ik $ “Default”

ER: “Open” ZEHAASCHRBES S IIERIT, FRAEHIDACH)
AN EHE o

Security Setting

A1183: A& ]/ 44 - WLAN A&

O %&# “Guest” ATV R S IALE.

A] PLfEAuthentication—Guest Access—Guest Account UL [f] I 17 2 K
Fo WS RELTIIN “UiIEK” .

O R0t TS5k 5k ug k3% “Employee” .

A LL7EAuthentication—Employee Access—~Employee Account 71 [H ¥
AT . ESRELITIH “ ALK .

O AF WA UERMAEH T SMEIE. SIHERIRESEEZ IR
[, BRIeikiE ATportalAiE, {HFEEER IR M4, FlanfTEINL. XLk
2% 0] LLE I AEAN AL ERMAC 5 47 36 10E A 4 A\ 2568 K 55 MIWLAN. - 1] BATE
Authentication—Setting—Company Device UL [l s I 7] 15 2 FIMACH!
hb. WEZREL184ATH “AFWR” »
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[I184: FIE ]/ Huf - rE1ZA A LA, A Al ila

O A LK $iids “Edit Page” %4, 77T “Portal” i 4w &
AREHE R ITTFEHE LS, ES 242008 “ ol &l .

O EBRNT A GEESE S, A TFRSIR P — M E e, ol
B SIA “Add” FEREINET U7 1) A R E SO 1§25 147 00
“UrRl A E SR .

8.8.3 HE X HHALE 802.1X HHHKIF

O 7F “Site” MK L, S8 “WLAN” &I+ LA B WLANGIZ

O sy “+” %4, FTHEIEWLANTLH

O #EA “SSID” FEL.

O M “Security Level” THiF|E£HEEE “Enterprise” .

O E#FFTFHENncryption Mode. 152259571 1) “SSIDWE”

O ¥ & {3 5 F iE B S04 N Customization, X &bk 35 18 55 22 1 O AN 2T 1) S HK
B0 U8 UE SRBE A 5 T8 N\ SR .

O ¥Mac Authix B N “OFF” IR

O i “Effect Now” CARAFWLANFF 8 o 5 EOFE AN SL DU, AR )5 F 4k
“ro \N, IR N B HiEFESSID,

O #d: “Configuration Wizard” %41, 1 S% S~ EA
MRYE 16100 “UF [ EmE” FMEE, 75Z 55008 — N i SRS A 558
IEREE . EXAFSH, AR R XA E . BT RCE SR
SRR, TFELERAFV R SREE 2 08 S IR SR . WX Fhor =, nf
DL I 1 58 il IX Se e B SO A1) 4
e E 7 & E S EAuthentication—Authentication—
Authentication Strategy i [fi /)& S WIEZME . J8)5, 7EAuthentication
—Authentication—Access Policy Sl Ut [ -1 28— B SRBG A, K

it & DAC
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SSIDFN S 43 Bk SR B 41 7 2] S 7 O 2 11 B 43 B UE SR B

O $5 “Configuration Wizard” #%4l)5, H46, i “Create Access
Policy” &Ik, SR/FH%HE—/ “Name” . XF 4H7H1802. 1X Gy Wik,
S B SSIDA B A IR UE R B 1 B S5 1F . AE BRI SR AR 0 B R R s SR ik
FESSID, FFAEAEM TR AR HEFENINIGIZERISSID. A5, HirAddizs e
ISINSEA . SRR TERL S5 B JE M T R p R IR B I e SR A, FEk
802.1X. #RJE MAZIEFE— B IR SR RS 2 SR T Ad A F IS TN T 560 . 15 S
R 5161 T “ s I 5RHE 7

O Hk, Wi spdrAdd3s DL InET i) B 40 SR SR BE , 14 7& 2l Create
Authentication Strategyi&Ti-K. R NE#E—Name,

- WHIEFENonelE NS M IETR, WIZRIR b B 4 BAE 5K BE FH T-MAC & 17
Bk, NONHEF TR R TR . XFEE A S AL .

- IRIEEARMEIEEE N S RAEYE, WA PAZEAuthentication—
Employee Access—Employee Account NG TIK . A LLE
F|Web B A IE R AE X B INone, X &5 b B4 IhAF SR w1 1 T
802.1x F V3 B IE

- IREBESNMELDAP/ADYE N S IR IETR, 2 KIWeb B BAE R fE ik
B NNone, XEWRAE I & 7 5k SRS H T-802. Ax S (B ilk « WX AE
Authentication—Setting—LDAP/AD Configuration 7 [fij /it &
LDAP/AD.

- WERERANERADIUSTE N S Ba ks, W RLiEFE— MM RADIUSEL
A Add 3 LRI AP RADIUS . Web S 3 5iiE i £ I None,
X A T DLRE B 4 BOIE SR BE FH T-802. IX B BariiE . 1 21 55 16311
1) “ B A IR E SRS

O %=, nTLARE SMEPITRIEMH IS5 . WREE TN AGaRRE
XA, WIERIRIE I By B IE SRR R AT B BRHIE 1) 2 Ui 150 £ K4S FH UL T TR A
KA A iy, A ZEWLAN _E A BRIA VT i) M B E SO . BRIASR IR B3R
e —FER,

WERFT 2 EBEPIRES,  JE i B 4 56k SR 11 2 il 7F i B N (H] B 5
BBk

ARATITIK 7 AMEBRADIUS TR, UAEAS A A ERADIUSIE, K £ T K a] [7) B
F B 1] 1D P &% RADIUSE K TR B3 4.
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8.8.4 BLE& Web 1 G4y iF

O 7F “Site” MEIHE L, s “WLAN” EIF LA BEWLANSIE,

O iy “+” #%4, $TH “Create WLAN” TiHi .

O EN “SSID” FE.

O MFRAIEFERE “Open” 1EAZLEH5H].

O % “Mac Auth” BN “ON” JIRZE.

O £ S miiEfc B0k “BreX” , XEWERTFECE K. &
A3 B UE SR G AN 5 T8 N SR B

O iy “Effect Now” PACRAFWLANIF @ 4w B L WLAN EHT#E A LTI, 48
JEEREE, BN, TR N — P HiEEESSID,

O i “Configuration Wizard” #%4l, H'SRERELM . WIEHL197T L
WE 1829 5 E, FTE DRIV A SKeE . B I0UEREE A R THN K
&, 7EXAFEFH, BRIROIEIXEELE SO TR E SR 5] R
R, T BAEORATVT 1F) SR 2 HT 6 i S SO UE SREE . (IR AT B IR SRS 2
A, PREAE A “RTEBARR” o WX Fs A, AT RS T iX
S P B S R A A
F—FEE 7 R JE JefEAuthentication—~Employee Access—~Employee
Access Strategy H & —~ R TEARM, SA)57EAuthentication—
Authentication—Authentication Strategy 7 [fi Il & By BAE S, FE405E
ZRTBIEEN R TN, )5, fEAuthentication—Authentication—
Access Policy S vt [ - B & — A7 in) SREE RN, K5 SSIDFT & 43 B E SR Y
21 72 B ST B 2 B 4 BOIE SR

O B4, ¥EF “Create Access Policy” 5k, REi&E
“Name” . XT 4HTIWeb ] ST, N1 5 4 5 B SSID A S 43 5
UERH (P i 25 ko FEBRST SRR JE ME N s ikt “SSID” , IHAE
“Value” M MR A IEFENINIGIERISSID. 25, Hili “Add” 241D
ININZEAT . ARG TEML SR B R R p R P IR B S IR, JFiks

“MAC” . N RMAZIEFE— A B BAIE SR B B o Ad d F2 R IHT SR
B R L161 1) “ V5 in) SREg” .

O Hk, wRES “Add” $LH LA INHE S BE RS, K& 2 “Create
Authentication Strategy” EUi+. /RBIZNTE R E— 1" Name., %EFF
“None” fEN S IETR, Fonib SR UESREE F TMAC S iy 56E, MiZik
B COTRBAKEE” 50 “RITIBAKRE” SONFLAINHET RIS . 7EEPET) ) 5
W22 AT, FESHINIERE “Employee” &2 “Guest” . iS55 163 11 1)
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“E OISR RIS

O 2=, mAREFE “HEBARER” , W0 LUE | X a6 HAHE0E E
NG NI . ESREBELTOTN “UiRHBANER” o RE, Ao EE e
WA E S, I E S EWeDb ] P S IE 5L Ze 2. B ey
) £ CABE B SRR U L i) . QNSRS B e I, LAl B IR
LR “EBRINVT R ABRE A" . RS BIRIERERR TR E “BRIA
Vi AEmEBEAE” , W&umE FHWLANS % B 1 “BRINVT A aEE
7 o WREREAIE R TEBAKE” , nCUER “KHBIEE” , I
LDAP/AD” &% “4MRADIUS” .

O 2504, nJLAE SMEHATRIEMH NS E. WRKE T “BRilMFHARR
B, WIERTRIE IS B 0y 56 SRRE BEAT B A BRAIE 11 28 o 1 £ KA FH Ik U )
AERBAN L, 1A FHWLANFIBRA T W A AR E S . BRI SR
R —FER . IRAT SSRGS, W8 B4 36 UE SR WS 1 2 it 5 AE 20
ABI EIRR 5 H B4k . WIRFT K PSP EBRADIUSTR AL, U 7E A 7158
RADIUSHY, 78 e 18] 1] [ B 18] 18] B& P & 6 RADIUS 12 i H e s £
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9 RF

RFE H RGO R B DR R E AR T & SR IV E A SN E K ER . B
S RV PARYE SEBR N SIS R BTk S A ThE,  PANGE o2 25 1 AR
oy, T DU P E ik S el DAP I RFAC & -

AT 3
» RF#tiA
» /il E Site RF
> i E ik FIDAPHIRF

it EDAC
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9.1 RFf#fid

RFAC B LT r] LLAC B 9 H 3. DAPRARYE A 15 5 26 H i B AR Z

K] 185 A KR BR B EE 0 Ao W BRAREA N &R F, BIRI3REL
BEAME Y 55 AP SR 5 .

&/185: RF

KR T2 NAPHIFEAIRFE B3R . 7T DA RAP K IR BUE H T H751 3R 1%
APARZ BRAPEL Uit Y 27
Name: AP,
Model: AP{HS,
Location: AP HE .
Status: APIRE, TELRENEZE.
Work Mode:
- Normal Mode: AP AL it iR % .
- Full Scan Mode: KR T, AP FHFTA LL K AST #ESSID,
» 2.4G Channel: 2.4GHiBHI{EIE.
- WARBCE NAutof S, N BIRAPLR2.4GIE1E
» 2.4G Power: 2.AGHIBSEMITIE.

vvyyyvyy
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- WREE NAutoE L, N IRAPHISEFR2.4AGIEIE DA
» 5G All Channel: 5G&iEKNI{EiE

- WPRACE NAutol A, R RAPH)SLPREGIE IE

- AT TE AR A [R] E S B X () Mk AR A AN E]
» 5G All Power: 5G&SE/SiERITIZE.

- I RECEOVAutofE, R RAPSEPRSGIEIE T
» 5G High Channel: 5GE#i{ZiE.

- WERECE AAutof, TR IRAPR)SLFREG A A E
» 5G High Power: 5GEHi{EE KT,

- WRECEOVAutofE T, IR RAPSEPREG m S E D3R
» 5G Low Channel: 5G{EAi{ZiH.

- WRBCE VAUt B IRAP R SEFRS G &
» 5G Low Power: S5GILAEIETNZ,

- R ECE AUt B RAPRSE PRGN E IE T
» Background Scanning:

- JBHEZEEH R G
- JEEHEMEH TR A LML P AR SRS, KILATIERIAP, FHiH 5]
T .
- EEAfE e R IR A, FIIWIDSHIWIPS.
ﬁﬂ%’ﬁ*ﬁﬁiﬁﬁﬁ_lﬂﬁ FKIhaEE, EIAE “Background Scanning” ©f
o BUANBOLT, BELATEHRE.
» Band Steering: M EFPRES . BRINFT I
- INBE IR R T 2615 1 B FH FRAERE B AP I - i R 4w i XU 2%
J i AT N .
- CBETRSR S by in) 2% B R AER5G Hz B EL 5 — 1N AP,
» Dynamic Load Balance: ZRi\xHl,
- WRPERR P i AHARAP L BEE R 2R DL R R 2 P i RSSHE A
FHEREE FH 2 7 o S 80117, DAAEAR AT AP Z A& (L2 7 i (1 AP 40
- BPumEE (EPEmEE) SELRLME TR, UUEAP T f#
HABITAPHI A 0L, FHUUE | RVFR o i 17 o

Bc EDAC
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» 2.4G Gain: 2.4AGHIEAPH K& s, N2 FFDAP84T-A.
» 5G All Gain: 5GEMEKAPHI RNz, R HDAP84T-A.
» 5G All Chain: 5G&HiERAPHI RZiIXE, R Y HDAP84T7-A.
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0.2 BcE Site RF
s “Site RF Config” %41, #E ARFZmiEANE .

serie @D

&/186: RF A&

9.2.1 EXRER

» Name: k& H il SR
» Country/Region:
1] % mth [X 2 AR T X o S X s P i = BE A BRACAY, B T s b 2
AT o
TR RS DR TAESR (518D PR E K EH X T 5 .
M FEAP FITAE I [ 2 B X

Bc EDAC
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v
Home > Corp-test _corp Site-test_app > RF > Configure

Name: test_app

Country/Region: 5G-5ingapore

/A1 187: Jil & Site RF - Z A= E

9.2.2 Jag A

Ja G TR E LM T IS, KILLIERAP, FFR TR
. JaBEIME e A YRERI R, FIUMIPSHIRDA (ACS/IAPC) . fnii8
XS IIRe, R “Background Scanning” 2aH. BIMELT,
BALT AR
» Background Scanning: 8 FEZEH 5 &3,
» Scanning Channel:
- TAEEE: APHI TIE(5E.
- FTEf5iE: APHIFTHEE.
» Scanning Duration: J5&HfiFrEEma], U= ARfgt. GRIA
fE: 50)
» Scanning Interval: &N, UM AEA. (BRME: 20)

Background Scanning

Background Scanning: m

Scanning Channel: All Channel
Scanning Duration: 50 20ms~110ms
Scanning Interval: 20 55-~10800s

/&1188: /i & Site RF - j7 57774
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9.2.3 HRe Bt

e

)Zl

TS (SLB) THAEHE | V7 iR &L M PR Ss. E 5l &

&% ERP| TN L LG TENAP, FHELTTAE S BT HIAP,

R A I T AL

>

210

Band Steering: J& H 5ZE F A Bz il .

AE 55 i) ) B 2> AR 4 o 2643 18 1R FH 28 A0 422 2 AP R FH - 2805 R 38 i XL
AR P AT N . e ) 28 )5 o 5 | 3 22 B FEAP

Dynamic Load Balance: fE4NMAPZIH], BR[R—JEZeM 4% JLNMH
AP ZE], o FHEREE & 7 b 57 23 1l

FPuE R CInE e SE LM TR, PMEAPH & F
LITAPHI ARG, F e & RVEE P i i al .

RSSI Threshold: KEXRSSIBEH. HTwEBIME, B2 E AR
LAS TR P vy L, ORI 5 APPSR i EE . an R P i
FIRSSHEAR T-RBXIIRSSIFE, WA v HaZE R 2|AP,

BIMNES T,  “RSSlthreshold” &T2EHRE (00 o RSSIEE AT LAY
AR T2 AGHE 5 G . HEFIIMER2.4G (5) , 5G (10) . £
HEF PRV ERSSIRE.

Roaming RSSI: &JfRSSIHH.

HTRERE, sk AR5 IEES (RSSD W% it in) K 4%
PR AL IS TEIT e . RSSHER T2 WFRSSIRE 1 S it 4% 5 518
i 2 7 — ME G 5 T HIAP,

BNER T, “Roaming RSSI” 4 TZHIRE (0) o {8IFRSSIAT L2y
AN 2. 4GHI L ER5GHIEL . 18FRSSI5802.11kA1802.11v45 &1 H

R BRI, R 0 SRR S N R e i RN AP . JE
802.11kF1802.11vi}, H#HEXFA{E H2.4G (10) , 5G (15) .

Voice and Video Awareness: J& FH8i2E FHE & FAAUEA] . BN E
H. EEeAfnIREAP LA RE.

WRA IEAE AT IE B BRSNS ST 3348 A PRI = AN T
WA AT WE S B, S E

Neighbor AP Count: HTBR#|—1APH LLERKIMHBAPHI#E. (BR
E: 32)

Bc EDAC
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1189 M Site RF - #5517 #1447

9.2.4 Per band info

FCEAP_ ST ANEL, Flu o i) TARGIE . AP D2 AN ORI H] B

» Allowed Band: Bt & AP TAETCZH I
- 2.4G: BE2 AGHRELTCEL
- 5G All: WESGHIB TCZ HL . & T XUFHHAP
- 5G High: WU&E5.2GHIEB L . 10G&E H T =5AP.

- 5G Low: #iE5.8GHE L . (WidH T =5 AP,
» Channel Setting: FCE oM T/E(EIE.
- Auto: HITACS (HBEEER) &S H TIEFE.
- Number: FIFREHEE RV E KX F) .

» Channel Width(MHz): BCE2.4GH5GILL G E % .

5l % T BRI AE 5 . W INEE R, AT LR

L) HEWE LA . SR, FEMTRRE TR 2 ST X, R

A5 18 58 & 2y R A FE AL . 2.4G 518 %5 5 Y Fr 55G A H o

- 2.4G: 20MHz=i40MHz

- 5G All/5G High/5G Low: 20MHz, 40MHz, 80MHzE{160MHz. &/~
Channel Setting % B I{H . L4 5015 8 A 3 L60MHZ {5 18 5
. flan, RAE36F|128 2 [HE1E 1% B 7 FF160MHzZ.

» Channel DRM: #5EDRMMGIETEH]. fEREEEH X, BT DKRE A 7R 2
[PAIE o FE HEFR AR B S IR B 2 48, LB e ph REGEEAT N, RA1E2.4G
BB EANSCRFIEHCE

» Channel List: 8 EDRMAiaFH A HIEE. RAE2.4GHIE FASTR
=
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>

>

>

212

Power Setting: it B Jo£8 LI A 3T D3

AT BA A F R
- Auto: BEITAPCHIESELRF IR,

Number: FZfaEHEXE (3dBm-40dBm) .
Power DRM: 3#5EDRMIIIHZRIGE . BRACH, S B, Wa Lkt

Minimum PowerFfIMaximum Power.

Minimum Power(dBm): #5&EDRMIZ U & /N DIZ . XA LAR;
IEAPIEFAAE I D)2, I FEALR 2 2% .

Maximum Power(dBm): #&EDRMIXK % & KR KK &,

Gain: A 737l 82.4AGHI5G Al E R4k a5, JulH: 0-16 dBi

Chain: RZME, REHT5G, R5MIMOXS M HRE T I, F RN

ME:
G MIMO Chain
0
1
1x1 5
20/40/80 3
2x2 O0+1
0+3
3x3 0+1+2
4x4 0+1+2+3

#7: DAP84T-A /942 Chain £/ MIMO

Short Gl: 5 H 825 55 PR3 8] b

R TIEEE 802 11 OFDME B EH, AR3 TRIRE FH T 36 0E v &5 1% ) i 4k
AR5 2 a2 7;2%?? [E 454 . 802.11 OFDM A R vEAR3 4] g

11880044 %> . A 1 H2 i&%&ﬁii 802.11nAx#ERE N 1 40044 F Lr4 8] [
CREARPREIRE) AR, B Em R A11%FI 5 EER, HUYRFEIELE

IR R AR A 8] BB B S A it TR AN R 2P e, A B AR 4P 8] B = S 30 = 11
HAR AN IRE . BIAERT, LLHE L1 “Short GI” &% ~FIR

o

N o

802.11ax Radio: J& A uk2H802.11ax (Wi-Fi6) IhRt. ERiIAEH,
AR APT] LA7E802.11acE 5 Ffr il E T AE.

Bc EDAC
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Per Band Info

Allowed Band:

Channel Setting

Channel Setting:

Channel Width{MHz):

Channel DRM:

Channel List:

Power Setting

Power Setting

Power DRM:

Minimum Power(dBm)

Maximum Power(dBm)

Short GI:

802.11ax Radio:

AUTO

AUTO
2.4G band does not support

2.4G band does not support

AUTO

ar
ar

/&7190: Per band info

fic EDAC

KA 29 12/2023

AUTO

ar
ar

5G High @

AUTO

AUTO

AUTO

A R

5G Low @

AUTO

AUTO

AUTO

m
i
a
o
El
w
fad

ule Apply Cancel
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9.3 ECEkxE DAP 1) RF

N T PR I RIRLS, AR BT EAPHIRFECE . £ N ENAPEE
RFZ BT, A5G HEC B AR uh S PRF. APIIRFAC B L5 g m Tk S RFECE .

9.3.1 EMNAPH RFEE

O EFHEHRDAP,
O i« 7 Kb, #EANAPTEYIE S TUH .

Site Antenna Config AP Antenna Config Fallback to Site Antenna Configuration AP Full Scan Mode Switch Site RF Config Fallback to Site RF Configuration
Qv oo !

Name Mode! Location Status. Work Mode 2.4G Channel 2.4G Power 5G All Channel 5G All Power 5G High Channel 5G High Power 5G Low Channel 5G Low Power B:

A&7191: Detail Afr

O &7 “Config” #4H PARC & ATiEAPHIRF

v
Home > Corp-test_corp Site-test_ app > RF

Name — AP-CCAD
Description  DAPS4T-A Version 4.16.11

Country/Region  5G
Background Scannin g ON
Scanning Duration 50
Scanning Interval 20

Band Steering  OFF

Dynamic Load Balance  OFF

Voice and Video Awareness  ON

24G  ON
Channel Setting ~ AUTO "
Channel Width ~ AUTO 20
Power Setting ~ AUTO 20
Short GI ON

802.11ax Radioc  ON

RSSI Threshold 0

&1192: RF A&

Bc EDAC
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9.3.2 [HiB 3 Site i) RF it B

O i FEHLADEZ AP,
O Lty “Fallback to Site RF Configuration” %4,
JIT i AP I RFBC BUR A T B 5 Site IR FF— 2.

uration AP Full Scan Mode Switch Site RF Config

Work Mode  2.4G Channel 2.4G Power  5G All Channel 5G All Power 5G High Channel 5G High Power 5G Low Channel 5G Low Power Be

NNNNNNNNNN

/7193: /7B 7] Site RF A&

9.3.3 AP &1 #iER
O & FHEAEZ AP,
O Aid “AP Full Scan Mode Switch” %4, FrikiAPKHE N 2R .
EHIET, AP T LL BB AL #SSID.

¥E: B “AP Full Scan Mode Switch” 4 S 3AP K A 24 /i IE4E TAER
WLAN. 5iZAPERIIFTA Ll B2k .

215
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29 H S BE R FFADACHIERAFE H & 7 & MDAPY S H &1
DACHEM " RiFia4e g B IIfE, (EARENIREOL N, HANTFHERIBE LW
VRN &, DA R HEAT W A il e Aoz

REAE TN E M.
> RGHE
> KEHE

it EDAC
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10.1 &R4tH%
AGHER M HESE, 7T UM P2

10.1.1 HE 5%

AR R AR H S T RUE H SRR, HEZEAP Groupiifiit H &

» Severity: HERZEERE. B0 L £Emergency. Alert. Critical.
Error. Warning. Notice. InformationalziDebug.

- Emergency: R TLIEHH

- Alert: WAL RIEREUAT SN,

- Critical: ™HEIIEM.

- Error: #5REIEN

- Warning: WSRAREGE I, B RAERR,

- Notice: FHMHAIEFEAL FHRIRBE W,

- Informational: IEH#IEHE, AFEERIE(THE .
- Debug: FEBIIT AR I B E)TH B

| Log level : Al . ‘

v

A 194 Séverity

» Type: HEZA, mfLL&Trap-Hardware, Trap-Upgrade, Trap-
Security, Trap-Network, Trap Authentication, Switch Trap-Networkay,
Operator.

- Trap-Hardware: R EE, FEIFAPHICPU. RAMAINR

it B DAC 217
KA 29 12/2023



FHIPERE, FIEEEAPIE SRS B B HIAT N
Trap-Upgrade: FE/FTFRER, FEEOIAPTFEIKIIT N
Trap-Security: TZ&Z4&ER, FEARELZ ANEIEER,

Trap-Network: H5MZHKCHIREE S, FEQIEEEFMEREE —
JZVLAN.

Trap-Authentication: KiE(EE, BIER P i %RUET N AP
RADIUS/R 55 &% B BE IR A .

Switch Trap-Network: PIZ&E)HeR 15 .
Operator: DACHIH FHEAEILT, BIEERIEE T AT IIRAE .

| Type : All
Type : All A
Type : Trap-Hardware
Type : Trap-Upgrade
Type : Trap-Security
Type : Trap-Network
Type : Trap-Authentication
Ty T letwork
Type : Operator v
/&195: Type
» Scene: HEKAELEMACorporate. SiteskiGroup.
» Date & Time: H &R RIBAFIH .
» Detail: HEMTHELEE.
> AP Name: IR HERHAPARM, MikT B R APKIZHK.
» AP Location: 415 HEHAPA KN, Mk B R RAPKIALE .
|
K196 H.EA#E
fic EDAC
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10.1.2 AP HMH4FHERRE

s “Config” #24l, FTIFECE VU =80 0 A S Be S 1 H ST R R
S8 W DIESE T BT IR R S H &

Wireless Authentication

K197 HZEHE

B APTEAERE

» Cold Boot: #*RaIEfRRAP ARHLEL VIR B3, JFRH R E N IEH
TARIRERL %I (SRR TS O SR Ny = B R A S EI

» Warm Boot: #JHz) (WHAN “WKE3)” ) REBHNAPHIERE. W5
¥ A S AR NAE R o

» CPU Overrun: HAP CPUMEHIICPURER, <4t HE.

» CPU Threshold: AP CPUf# H Xl b /| 4r tbit, &4 KAPCPUE
#HHE.

» Memory Overrun: 4AP RAMP7fd H I MEMBRIERT, 24 st H

» Memory Threshold: JAPWNAEE HEE o H 4 Eeiy, 24 AP MEM
B H &,

» Flash Overrun: H{APNFEH &I NFRER, &4kt HE.

» Flash Threshold: AP I b H 4 LU, 42 AP IN AT %

H&.

» CPU Overrun Clear: HAPICPUAS R MIEIE LA E /KBRS 2 IE HOR
B, &4t HE.

it B DAC 219
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» Memory Clear: APHFIRAM P AFF]H R N BIME A /K FRAR B IEFIRES
i, ARtk HE.

» Flash Clear: XAPINAEH R N BIME BL_E K AR R R F RS, &

A Rl H &
» Radio Failure: Wi-Fioikn#. #lun, APRI2GE bk S 2 Wi-Fiks it
ENE

AP Hardware Performance

ano
-
/&/198: AP #E1E1ERE
B APHZ
» Upgrade: APFZH &
AP Upgrade
Upgrade: m
&1199: AP H-Z%
B LR E
» AP Add Client to Blocklist: HWIPSsERS 2 HLEL FE5h4 2% 2 i s in 2|
mAammHE,

Wireless Security

AP Add Client To Blocklist:

K200 26+

Bc EDAC
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m APM%
» Vlan Creation: VLANGIZFIHZE.
» Vlan Deletion: VLANMHRZH H &,

AP Network

Vlan Creation: Vlan Delstion:

&201: AP MZ%

N TSR
» AP Client Authentication Successful: & P i AEKRIIF HE .
» AP Client Authentication Failed: & i iEbm HE.

» AP Radius Auth Server No Connection: JTIEZERERVIE RS 221 H
—+

0o

» AP Radius Auth Server No Connection Clear: \F RS 221 & 0]
PRA R H &
» AP Radius Acct Server No Connection: JCIERERCK AR 55421 H

+

IO o

» AP Radius Acct Server No Connection Clear: it R4 280k 5 30l 1
PRSI H &

&202: L2690 5 uF

it B DAC 221
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102 & H&E
APFH HIG )G, HEHEZFIDACT &, “FERIEAPHH S . ks HE
MEH, T EEWESINHESIE.
» File Name: 4.
AP MAC: It HZE A HIAP MACHELE .
AP Name: It HESCHFRIAPHTR.
AP IP: APHIIPHLIL .,
Status: X EARIRES, BIIECRIL.
Log Generation Time: I H & SCHAE AR TE]
File Size: M H &SRR
N HEX, s “File Download ” #2417 LU #az o0 AF

vVvyyvyvyyy

Device Log

File Name AP MAC AP Name AP IP Status Log Generation Time File Size

30CB3602CCAQ_snapshot_20231002145956.tar.gz 30:CB:36:02:CC:AQ AP-CCAD 172.16.84.12 Success 2023-10-20 12:48:05 362.09 KB

ccccccc

A1203: WA H.E

Bc EDAC
222 KA 29 12/2023



11 =g

802. 11 4% T H G A, Hitkss 7% 8% (B, Rogue AP, K&
PR P i MDoSH ) « BEANRIRIT R4 (WIPS) IR C 2k A, w sl
NN SRR P b, RO NG SRR SNSRI 5200 . WIPS NDAPHE
fE T — AN JE L 4% B BR N AR ONE NS, 355 B FH P 8 7 S e SR I gl s 5+ SR EOxsT
o

B WIDS

DACH#E 7 &2 Yihe, RE I ILLME Lt ZRGRIE T
R ME FFRAE R B A4 Rogue AP

> A AP RIS 5 o R R IR O /8 3 53 SO

> I IAPKISSIDAFARYE R4t E e 5 2.

P EITAPHISSID AR E RSB RAT I (OB IA] FH T BE 51 g ) .

> EE HE LHIOUl (MACHIHEFT /S AL ZRME— AR IART) SRETAP, &
2% BB

> Rl O XA EOUL, TGS H A HALH] . DACKER] DU — T R B

7£Rogue APZ{Rogue? F' iify 1] W 45 B 547 A«

- AP: iEAP. JHEERRE. | HEERROCER. RTINS R A 1
HASSIDFIAd-hoc %%, LMK SSID. APH3iE# . Omertaldiii .
RN TERAPI AR S . BREBRAE B JC AR RS . fif bR OSBRI
TR RIS

- BN AR REAR SRR, Omertalltdi . RINEE BIH 0% 7 i
802.11 A0MHz7 TE AN AW E « 1HELM802.11n Greenfield & 2, .
DHCP% J'iiID. DHCP#%E. DHCPAFRE M. FEINIFE. KSSID
(% P i) kAR

> i OCHERIE R B RERR UGIE R RACRS . TR fige g DS B i PR A

m WIPS

DACH5WIDSHE], fEBIWIPSH] SZ4T PL R AH 5% 1Y 28 4 SR -

> AR H%IRogue AP, DUREBIA R, FHIEE P imiZE#:3|Rogue
AP,
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>

>

AY

>
>

ESpibiii]

2R IgIHIRogues M (EAIEME) , B BA AL (e

A AR S A
2GR A A LR R Sk s

R ER A B 7R = AT BRSO, A 204,

Rogue Client/AP: Rogue’ /'ifiRogue APE & 4T 42 K .

Blocklist: M4 B ERITLE.

&

Setting

16:08:43 16:18:43 16:28:43 6:36:43 8:43 5:58:43 16:08:43 16:18:43
Rogue Client/AP Blocklist
AP Record Client Record Blocklist Attack Ranking
Qv ogoeu
AP MAC Encryption Type Collection Time Device Network Type Signal Strength  WLAN Name Client Number Whether To Join Blocklist List Channel Attack Item D¢
DA:B0:B3E3TSFE 2023/10/20 16:38:49 ap 27 DIRECT-fe- 1P 0 Int

&1 204 ;

M232 LaserJet

Securlty ﬁ(%ﬁ

AFEE T E-

\4

vvyyy

224

ZANE
APid 3%

2% P iR
LA
Bt

it EDAC
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11.1 Z&RE

24t B S T4 4% ERIRogue APFITEZe e - AT SRS L B o 243k T 5
oI B S iy, A B BB AR IR A NS, FEEIRTE “Rogue AP
Record” B “Rogue Client Record” F L5 1%,

O =7 “Config” #%40.

O $4 M8 DU $8 08 2 8 SR

O S “Save” WU Site o4 M 25 1 5 .

nnnnnnnn

(((((((((((((((((

/& 205: 2+l E

11.1.1 Rogue AP KH&

Rogue AP L3 W 45 MK R EBAUIAP, B AN XT To 2k X 4% 1) 2 42 %
B THRAPRIETETL LIl I, (HARIEERE LMWL TIAP, AN E B
LA o
SR, —SETHAP ] BE X W48 5 &= AR 5o, T R0 P ity X P9 2% 10 1 1+
i g DL B E M, AT HLAP RIS Rogue AP
» Signal Strength Threshold: WIREH, RSSEKT I EE R THLAPK
%4> ARogue AP (RJ#%&{E: 50..95) . ZRIATEW K, RSSIVLHELHN A
KHPRES
» Detect Valid SSID: Wi EH, W) # S5 DACK 25 SSIDAH [A] H HALAP

it B DAC 225
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%2> ARogue AP. BRI\ A KRS

» Detect Rogue SSID Keyword: WISRJEH, W #%5 M 8 FRHEAH
VLR () SSIDHIFHLAP K %1 7> NRogue AP. DLHD &% 7] L& T Bt &

B & 1 KB I SSID
» Rogue OUI: @HJEH, NPK 5 1HEMAC OUILHEL i THLAPXI 4 NRogue
AP.

» Valid OUI: J&idH ANAPKIMAC OUI, A4 %5 T APERogue AP
BN “BR” AP, AF FZERTAIE—AMENFE “Whitelist” o IXLET
APELA 21 X1 4> WRogue AP,

» Rogue AP Containment: ERAFER], 5 HIN AT jEZ>Rogue AP A 2%
A i RS2

/&/206: Rogue AP #1

11.1.2 TogR BT ) SR R

Rogue APFFAN A& To 2k X 25 FRME — B b . 0 2 JA0 ok A6 0 5 st AT DG 0 SHLAth TG 28 2
o, ARSI X APRIE P b R R2 IR . WA 20 i F T 2Rl 7 B B! 4 o 28 Mo SR M
TERCE SRS ES, BRI R o] LR E A LR LA i FE— Ao, =8
AN I35 HZ R LB IR BT AR D SRS
» Customization: AT EERIAMALE] . EFEHERIN, SERTE
FEMIALA] o AT A AR AL A 7R SRS I
» High: BHArEEAMRENPLS, GfLowHMediumis & 1 FrE k.

Bc EDAC
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>
>

Medium: J5 F%5E R IUHLA] . 6045 Lowise B 1) B A 1 T
Low: NERME. {08 H st e I pLA .

Wireless Attack Detection Policy

AP Attack Detection Policy

&1 207 :

TCEG I 17 1 Y M

PR X o2 Ml SRS AT IR A 4
W AP i Sm

AP T A I S ol ARSI B0k B AMAP R 2 By . ARYE ik Zo9], a8
FRA A 7 vk -

>

>

>
>

fid & DAC

Detect AP Spoofing: AP{;'E X &g N2 & KENIERIM, A K
Bk A A RUIAP M

Detect Broadcast De-authentication: f#ERRIAIET %215 1K Wr - E [ Y
IR 2 Ui IX BT AN R FE Oy s 19 A I DAIIE i 325 2145 2 I MAC HE
bk, TR KIERI AN L

Detect Broadcast Disassociation: i) % Huhl:
(FF:FF:FF:FFFFFF) AIEMRERISHRM, AR F R LML M2 E BT A b
MU IER:, IR 2 R4 S5 Bt

Detect Adhoc Network using Valid SSID: 1 5— /N R& AL f# Adhoc
W 28 FH 5 32 AU 8 AR R AR SSID, A5 20 %5 7 St 1T BE 2 k30 B 2 2 31485
RIS, IR PR R adhoc M 4%, 1] BE2if il 22 4R iIR 5%
Wit

Detect Long SSID: IIhfgnl LA il 44 ki 324~ #7 HK SSID.
Detect AP Impersonation: AP ¥ Wi 218 & A AP BSSIDAI
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KA 29 12/2023



ESSID. AP#EE LH AT A TR AT . il Sid 15l Y Rogue AP,
By B HEN T

Detect Omerta Attack: Omertase—/1802.11 DoST. H, eI s
TR () 38 3 b ) BT A 2% 7 o 38 BT IE 2. Omerta 0l IR RHAE 2 K 32
F A OXOLI i R AL I W i el . XA RS2 “unspecified” 11, 7E
IEE SO AW .

Detect Null Probe Response: = #ill i 3 B i A 7] 5 T 3071 2 802.11
DX 1D [ e B At . AEIR R BG A, 2 o BRI SR — AN
7 SSIDFERM A S [F] 25 o 1122 55 DL R P - A8 S0 1 T A R R 0 ) 12 5 2 831
5E o

Detect Invalid Address Combination: fEiX28Tdy, NIZE A LME
AP BRI E IR A B S DR & 26 45 B I 8% 7 it o (E YR bk 7 B A A
"R B FEMACHIE # AT B T BUX RIF AR A .

Detect Reason Code Invalid of De-authentication: FA& U5 KLY
) e B AR B 0 2= A o B

Detect Reason Code Invalid of Disassociation: E & 345 RS 1)
i B R BB B S A e B

AP Attack Detection Policy

(®) Customization Detect AP Spoofing
High Detect Broadcast De-authentication

Medium Detect Broadcast Disassocia tion

letect Mull Probe Response
Detect Invalid Address Combination
Detect Reason Code Invalid of De-authentication
D

etect Reason Code Invalid of Disassociation

/&1 208: AP i ks s

A APRIE G FE T B B R3] 2K 6 BGAP T G 1 S s 13 A
» Low:

228

- KAP{EE
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- IR R AGLE
- IR R ORI

AP Attack Detection Policy

Customization
High
Medium

@® Low

A1209: AP Z7ii 0l 05 - Low

» Medium:

- KAPYE

For il | F A B IE

L T 4 e o O IR

i A 2SSIDA I Adhoc X 2%
F K SSID

AP Attack Detection Policy

High

(®) Medium

A210: AP (i s - Medium

» High: T2UfrE DB %A H
K APL; E

Rl ) F AR B DGR

Far | R e B o Bk

i F A 2 SSID# I Adhoc [’ 4%
MK SSID

K APy I8 &

it B DAC 229
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i illOmertalil i

AR 2 FR v

R TE R b k20

RS g B AIE T 23R R A RS
S i o D DT 3 SR R A R

O

B E o

AP Attack Detection Policy

A1211: AP i 20l m5 - High

» Customization: TP TFH)I00H Hadke £ 563 i) B A6l SR me

230

KIAPYTE

For il | % A R DGR

For i T 78 it o S TG

i FHA R SSID#S I Adhoc R 4%
K SSID

APy &

¥ Omertaly

RGN 2 R0 g

R T R i 2H A

R A2 B IE T8 R R AR
o U i o D BB I 85 R AR A

it EDAC
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AP Attack Detection Policy

(®) Customization Detect AP Spoofing

High Detect Broadcast De-authentication

Medium Detect Broadcast Disassociation

Low Detect Adhoc Network Using Valid 551D
Detect Long SSID
Detect AP Impersenation
Detect Omerta Attack
Detect Null Probe Response
Detect Invalid Address Combination
Detect Reason Code Invalid of De-authentication
Detect Reason Code Invalid of Disassociation

212 : AP i #5 7 - Customization

- ak s iy el bz
< v T v U R T A SR B E 2R B P v M B . AR R o, T A% A
CL R ARl 5 7 -
» Detect Valid Client Misassociation: IHINREARSH T, 1M A& WAk
R 28 H B RGN JE 2% 7 i S IR o A8 280K 25 7 i 0 O I T ESK R 2% 22
M BT AT I LR AR R ORI A
- Valid Client Associated to a Rogue AP: 5Rogue APZRERHIH &

Uit o
- Valid Client Associated to an Interfering AP: 5 TILAPREEH A %
J i o

- Valid Client Associated to a Honeypot AP: Honeypot AP&— T3k
AP, (BT KISSIDTE & NH R
- Valid Client in Ad Hoc Connection Mode: i1 AAd hoc % R 2%
J ¥ o
» Detect Omerta Attack: Omertasz —~802.11 DoS T &, ‘BEURFIEHE
TS T 3 T8 - ) BT %5 7 B A IR B I 2 . Omerta Uiy FARFAIE A2 K 3%
HAOXOLH S R AD Wi HF i i . IX AR RS2 “unspecified” ), 1E
IEE SO ASHAEH .
» Detect Unencrypted Valid Client: LA Inss#s 20% S & 18 %08 7 i
FAAE AR . AN 23 AT DU RRERES G U RN s (AR a3 s i

it B DAC 231
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232

RTHD , R EEEHHR R GH B

Detect 802.11 40MHZ Intolerance Setting: 4% i GtHTRE /1 “25H]
A7 AT TR E, KHIEENEEEH40MHz BSS, B4 APLAUE K
R EIE R 5 FTE & P il s . W R PR BE 2 2 3 N 2% 1 e A2 3|
T, SERBRGA ST HEEH40MHzZ,

Detect Active 802.11n Greenfield Mode: 24802.11 %% FIHT#/E 1
X, BAIARES802.11a/b/g% F it AR EE.. kS
FBRATIEAG, T EAE AAE R BT BN R, Xt S o, A2
HRATEAL

Detect DHCP Client ID: W12k %5 )" ¥ &K % ) DHCP DISCOVER#f £+
f{IClient-ID#5% (Fr2561) HVEMACHLIEAIUES, R4 Al fEIELE T
DHCPIE 4 IR 55 Xiidy, Bt H 1 Z 46/ DHCPI.

Detect DHCP Conflict: WI2R%s )™ G424 £ DHCP b AH 4k 2248 A A [F] Y
IPHihE, P]EERNIX 2L E A R B B I Ui o

Detect DHCP Name Change: DHCPD & WM fa ¥ i [ F ik #3083
M4 A DHCP Discoverfi# it . WA R P i KA KA (il
ARG W, XAMEA SR KA I Gl ] BE R R AE & Uiy
11 B BEMAC 77 B B

Detect Too Many Auth Failure Request: £ ik[Xi%E#:FDAP{H K fE
TR B A B 1 i 9 B MR 2 i

Detect Long SSID At Client: R#E% - u KIEWEPE M, £ L&t
Rl K SSID.

Detect Malformed Frame-Assoc Request: —LH T AP TEL K 5hF+
70k IE B AR AT ORI SR i AL & I SSIDAE Bt #4525 . 4 2 SSIDIY)
R RBAE R T e 1E H bRk & L il kK DoSEE 78 FIARS AT 25 1F
Detect Reason Code Invalid of De-authentication: E. & TR KACHS
IR R GIE SR Mo B

Detect Reason Code Invalid of Disassociation: E A& JGRR FACHS )
fife b R IREUR S N B

Bc EDAC
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Client Attack Detection Policy

(®) Customization Detect Valid Client Misassociation
High Detect Omerta Attack
Medium Detect Unencrypted Valid Clients
Low Detect 802.11 40MHZ Intolerance Setting

Detect Active 802.11n Greenfield Mode
Detect DHCP Client 1D

Detect DHCP Conflict

Detect DHCP Name Change

Detect Too Many Auth Failure Client
Detect Long SSID At Client

Detect Malformed Frame-Assoc Request

Detect Reason Code Invalid of De-authentication

Detect Reason Code Invalid of Disassociation

K213 Z /I By 12 7 0

AT DAPR T 35 R F1AH N G >R 58 il 25 P i B R
» Low:

- I R B S R G HR
- AN 2 R A SRR SR U S

Client Attack Detection Policy

Customization
High
Medium

(® Low

B 214 : E /5 i g W - Low

» Medium:

For A 25 1) 250 7 g 1 D TR
¥ Omertalil iy

For IR 05 B 20 7 v

Far N 22 1 B A BorUE 2 U2 i
FE% P ke K SSID

Al ESIEEIA RIS

fid & DAC
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Client Attack Detection Policy

Customization
High
®) Medium

Low

215 Z/ g B 12 7 0 - Medium

» High:

234

A R Bt i G H

K lOmertaXi

LI A 0 25 1) A 38058 7 v

K 1802.11 AOMHZ AN 32 ¥ B

K iyE Zh11802.11n Greenfield# =,

& MDHCPZ S 31D

K DHCP %

K MIDHCP 4% FR 58 2

R 22 V% B 3 B0 0E SR U iy
TE2 ik K SSID

o 00 21) Wy TR Mot S I SR

R I A2 o DAIE T 23R PRI AR AL
o N e o D B e A3 (RIS

it EDAC
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Client Attack Detection Policy

K216 Z /I B i B2 7 05 - High

» Customization:
A LA B 300 H A ade 455G 00 1 B0 A I SRS
- R R A e R TR
f M OmertaXit
R =R 0% 1A 30 7 B
F802.11 AOMHZ AN 32 B
RS 31802, 11n 4 B AR =X,
rIDHCP % /7 31D
R DHCP 2
FrIDHCP 4 7k 8 2
R0 22 V% B 43 B IE SR U P iy
FE2 P ks K SSID
o 00 281 R T it S BB SR
o A B A TG 5 TR AR A
o I At o S B IS 30 ERL AR

Bt EDAC 235
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Client Attack Detection Policy

w._é_.' Customization Detect Valid Client Misassociation
High Detect Omerta Attack
Medium Detect Unencrypted Valid Clients
Detect 802.11 40MHZ Intolerance Setting

Detect Active 802.11n Greenfield Mode

Detect DHCP Client ID
Detect DHCP Conflict
Detect DHCP Name Change

letect Too Many Auth Failure Client

letect Long SSID At Client

D

D

Detect Malformed Frame-Assoc Request

Detect Reason Code Invalid of De-authentication
D

etect Reason Code Invalid of Disassociation

[ 217 : % F i idi g7l % i - Customization

WX R AL IR R

K B A RARASKIE: AP TR RASSRM. WREH 7%

BB, RGESKWIPS KILINR E SN IR 7 i B4 e, Jf

BH. 11 3 5 W 48 S Bk

RS2 UL R 2 ) 300 H 2055 P B A B s 2P i B R I B3R

Il Bt 2% 7 5 A 5 Rogue APFE IS BE )25 7 i

» Max Auth Failure Times: 545 3iF 25 R B 4H
FEF ], SR ity 22 URAE SR BER T B R BRIl S B0, g Bt
FAMEE P B R, (AiE{E: 3~107k/5~3600F), BRIME: 10K
160%5)

» Expiry Time: %75 B4 i e, —Hid i, &/ umkbs B4
R KR, FFR VR SE N AT OCER, BB E BRI A B A A .
(A%fl: 1/DEFZE365K, ERIME: 1K) .

Client Blocklist Policy

[ 218 Z /755 B 5 B e

it EDAC
236 KA 29 12/2023



11.2 AP i3

Security—AP Record i &7~ M 2% ER il 2| FAPFIER, fFETHLAP. Rogue AP

A ZAP .
> AP MAC: il #|FJAPHIMACHLAL

Encryption Type: WLANFINEE 72,

Collection Time: a2 AP T L 18] o

Device Network Type: il 3] F AP M 4527,

Signal Strength: a2 [JAPKIRSSI.

WLAN Name: APJ #%[1ISSID.

Client Number: 5l 2 FIAPAH S B %5 S0

Whether to Join Blocklist List: AP ic NEB 4 H,

Channel: FEIFAP LI TCLE FATR (1) TAE S IE .

Attack Item: {3 FH BB kil skems Can, R I R sl SR RS =)

Device Type:

- Rogue AP: MACHuIE 5% R OUIVLHEL AP S EAP., i@l it E
Detect Rogue SSID KeywordH| BrAP2 5 N = AP

- Valid AP: MACHE 5 R OUIILEC AP YA RAP.

- Interfering AP: &R %] NRogue APFIValid APJAP A T-HLAP.
» Scanning AP: fiillRogue AP. THLAPFIH RAPHIAPIFIMACHLALE

vVvyvVvyVVyYVyYVYyYYVY VY

uuuuuuuuuuuuu

A1219: AP 1775

it B DAC 237
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11.3 Z P imic R

» Client MAC: T#i% F i siRogue % F i FIMACHE .
» Scanning Client MAC: 5% /' iMACHBIL

» Association AP MAC: 5% i KRBT HLAPE{Rogue AP JMACH
i

» Attack ltem: BTkl sfemg (i, AT R S HRES %)
» Collection Time: #/)5— XK IIRogue? F i TP R i S 8]
» Device Network Type: il FI )& /7 uify 1) ) 255 2 7

» Signal Strength: Al 2] 1% 5 FIRSSI.

» Client IP: F& 2% 5 i 1 IPHLHE

>

Device Type:

- 5Rogue APHICEXE F i o
- Hinterfering AP <L) 1 it o

Rogue Client/AP Blocklist

Client MAC Scanning Client MAC ~ Association AP MAC  Attack Item Collection Time Device Network Type Signal Strength Client IP Device Type

::::::

Bc EDAC
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11.4 B4
M4 AR — R IR TR P i 0 B P P ZE R SSID Y FE AT ) A LE] . SN R4 H
HI& P g iE 4e S DAP IR . — B P imdi HI N B2 5, e e E BT A
ZRLGHFIWLAN (M. NAFEH RS o 7] AR HE 2 i I MAC HE I 7E
B 47 B R S AT B 2 P i o
T B AT BRI AR P E R, fEX— T iR i 5
A IEE| RS N
» Client MAC: B4 HH % i IMACHEE .
> Type: 7 s in 21 2 44 5 5 7.
- Manual: HHFEINEIEL 5,
- Auto: HHWIPSIEEBS SIS
» Start Time: FH1EFFUEHIEE] .
—HHGE, & umANn v A Jo g 4% .
» Expiry Time: 244 501 JHmE]
FIHAR A e, 2 v BU AT 1a] Jo 2k I 2%
» From(Site/Group): % /i SiteEGroup.

Rogue Client/AP Blocklist

\\\\\\\\\

221 L5

it B DAC 239
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11.4.1 X b VS IIE LA

O & “+” Ehr, FTFF “Add to Blocklist” .

O A% EMACHUL .

O & “Save” %4l

O WFHRINE 2% P, B EPE,

TN P i i B AR ). RIS, & b ol DLR OSB3 bk /) SSID .

Add to Blocklist x
+ Client MAC:

* Expiry Time: | 2023-10-21 165329 £

Cancel

[ 222 JEE S i s YRR

1142 MWRZBEBEAHERE iR

O P RFIEFE &
O & “Delete” E#n.
O 7Efiliers B “Yes” .

223 : ML H g 5 5 g

fic & DAC
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11.5 B HESZ

THH B RE
» Attack Item: fFR BRI SRS (a0, AIAE R SR 2D .
» Attack Times: Zidi3i H HI%E .

Config
P ® Rog D fat
16:35:53
Rogue AP: 0
Rogue Client: 0
[ 0
16:05:53 16:15:53 16:25:53 16:35:53 16:45:53 15:55:53 16:05:53 16:15:53 16:25:53 16:35:53 16:45:53
Rogue Client/AP Blocklist
AP Record Client Record Blocklist Attack Ranking
Yoo e
Attack Item Attack Times

K224 : K itiHEE SR I
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12 BRHIERRT

ik i) X5 3% L B A7 B Uk A2 — il o OER R 7 9, JFIE I RADIUS i 55 a4 X 2L
BEAT B SR UE I . AN ARAUERT),  WRADIUSHR 55 #% 7] B 23k [ml3& H -+ H P
BERERNAT CRIgSIRD o sl SRRt 7 — D RS miRit, MR
NHHIAE (QOoSHIEHIZR) M T /. LIRS dt ¥ —MMER. Uiz
il X5 U B A3 B UEAT LA o

ZS- RO R E

BEN T DT e
1 G R AL
RN
TUTH I FEAs
TLTHT AL P

IR EDE Rk

vvyvyVvyyy

it EDAC
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12.1 BN RS 4%

O 717 T8 215 2548 N\ TR Bl 0 T N TR

O B S IeE, &S EWLANTLE B “MAC Auth” 125 H
“Train2Groud”.

O 1% Authentication Profilei % “Default” , wJLLEL A “Edit page” #%
FHIENT TP w25

Home > Corp-test_corp Site-test_ app > WLAN

ssiD Status From(Corp/Site/Group) Security MAC Auth Access Profile Authentication Profile Encryption Mode
Z Enabl pp(Site) Personal OFF Defaul Defaul pa3
f Enabl pR(Site) Enterprise OFF Defaul Defaul wpa3

o GED
0 @D

Security Level: Open
mac auth: EID
Authentication Profile: () Default Customization
Authentication Type : (® Guest Employee Company Device
Customization P
* Default Access Role Profile:  Default . Add

/& 225 73817/ [

fid & DAC 243
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O 415 Authentication Profileit £t “Customization” , 7] PLYE VG & A\ SR B& EY,
TR NRIE U R BT P e as N o
RSN S

Authentication—Guest Access—Guest Access Strategy

K226: AT TG 7 - T E

 ARR YN
Authentication—Employee Access—Employee Access Strategy

227 : AT T 9275 - 71

it EDAC
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12.2 TP gmiEss i A
1R A R AR R . 110 T4 9 AR gk

» Page selector
T s — B FE3 MHTMLTAH . index, successflfail. A ik A
— AT IR

» Page view
LT P FT 3 A SR BT 1]/ DU e L SR R, 1 O P 5
C P R TVIN e

» Page attributes view

UTH] J P4 A P PT E E HT ML ZEL R 1 52 5 0 12

[
Portal Page

%) Select Template

Component Tree

HIRSCHMANN IT

A BELDEN BRAN

Attributes

| Usegmme  Username
TN —

| Password Pasgyord
o o 4 b

W | have read the user agreement and

agree to abldev
__sAgreement URL »
i

228 ']/ 4H a5 A

fit & DAC 245
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12.3 EFERAR

O A e AL TR “Select Template” #41 .
O 7&£ “Prompt Message” % 1 I, i “Confirm” %4

Portal Page

index htmi

success.htmi

B

fail html

[&1229: HFEFK

246

O Select Template

Component Tree

® Top container

HIRSCHMANN IT

ABELDEN BRAND

Prompt Message

Attributes
Re-selection will give up the current content,

continue?

Cancel Confirm

Password ~ FasSWO

M | have read the user agreementand
agree to abide by i
Agreement URLY,

Login

e :
@ Preview

v

fic  DAC
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O A 4R AT 3%

» Login by Account: &I PR, AP ATLMER “Account”
“Password” 3%, 5% TR P A2 49 0] DLAE Authentication
Profile—Guest Access—Guest Account™, B Authentication Profile—
Employee Access—Employee Account sl

Portal Page
O Select Template ‘@ Preview
index hmi Component Tree v
success html HIRSCHMANN IT
ABELDEN BRAND
I-html

Attributes v

\:\‘VUsem‘dme Usemame \

. >

E:"‘Password Pass!vord ‘ \J

B | have read ihe user agreementand
agree to abide
< Jreement URL
) 4 -
/& 230: PR - Login by Account
i EDAC 247
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» Access Code: I[P T &N . AJLAE “Create Guest
Account” TLHIINV A5, %3 “Access Code” 1E NV & HKA,

Portal Page 21
O Select Template © Preview
ndextms Component Tree v
success.html HIRSCHMANN IT
ABELDEN BRAND.
fail.ntml
Attributes v
\; rAccwv Code —access code
< . Y,
M | have read the user agr t and
agreg to abide by
. Agreement URL'
Login
o
) A
/231 ZFFEFK - Access Code
Bt EDAC
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» Scan QRCode by Employee: It/ B H T &N
2% FH B OCER BIWLANKY , B3R5 — AN & 4B 1 1 7 i . 4E
fa] 1 T T DA P IR DL 6 4R SR AL &

Portal Page

index_html

O Select Template © Preview

Component Tree v

HIRSCHMANN IT

Attributes :

/232 ##EFHK - Scan QRCode by Employee

fid & DAC 249
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» SMS Login: A DMEH TS E I 1B

Portal Page =
O Select Template @ Preview
index html Component Tree V.
success.html HIRSCHMANN IT
ABELDEN BRAND
fail.ntm!
Attributes v
| Mobil®Number ~ Mobile
Verification Code o, Code
|~ M Thave read the User Agreement and agree to |
H abide by it H
[ Apreement linke
¥
- S
) EX A2 1
/& 233 ZLFEHIK - SMS Login
Portal Page =
Template Name: Template Name Create Time: ~ Creafor: Creator
Q Query ) Reset Query
Template Name Create Time Creator Last Update Time Operate
Login By Account 2019-03-06 14:50:31 admin 2020-11-02 10:53:43 TSR
AccessCode 2019-03-13 11:17:02 admin 2020-11-02 10:53:43
Scan QRCode By Employee 2019-03-13 111811 admin 2020-11-02 10:53:44 Select And Save
SMS Login 2019-03-06 15:51:08 admin 2020-11-02 10:53:43 Select And Save
- Display1~4item Every Page25item Total1Page(Totaldltem)

K234 ']/ TG

Bc EDAC
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12.4 W LSS

AT PSR IE AL 3 DT
» Index
» Success
» Failed

RO WA S ERRH, [P Eish, BRE R I, 8k, R

A& BRI o
sl DT, BT HEAT g

Portal Page
lf‘.Ce:‘D:;‘ﬁh
success i HIRSCHMANN IT
ABELDEN BAAND
fail html

I\ Usegmme  Usemame 3 )

I:. Password Passyord i :I

B | have read the user agreement and
agree to abide

Jaeement URL :

Login

O Select Template @ Preview

Component Tree v

Attributes v
Close

/& 235: HHAEIFEA

fid & DAC
KA 29 12/2023
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12.5 WHEME

FAEE S 2NN KB g kB A —BOCREE — PR #. 1]
LA DT 0 2R B ZEL A4 rh e B N AT AT S . DT RS 7 N B A

2k
BOR AR R 2E4T B 2L

Portal Page
O Select Template @ Preview
ndex g (Component Tree v
ccess. html
e HIRSCHMANN IT
ABELDEN BRAND. 8 F
- LoginByAccount
fail htmi
Attributes v
Login Suc.. success.html
| P e e \_“
]\ Useatame  Usemname . /ﬁ
(e <1
Login Fail... fail.html

i i
- ~

)\ Password Passyord ‘ !

’ 4 : Button Text  Login

i B | have read the user agreement and 0
) agree to abide '
__&Agreement URL v Button Fo... l ‘
i

1
1
. Login
5 a 1w N — .
“,A B X —
g . . Y,

'User Prot... Show

Close

1236 414

Bc EDAC
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12.6 A4 E

R A TEE, AT DOl B0 2 R Mok B3R T R s B A A

12.6.1 B 5 4 A4

T EAG A JE
» Image: 7] LLEEHOX —EHEREH AETEE .
> Width: EUZHITEE.

» Height: KEBRHI&EE. DRSS FGERERLEAR, EGE

BAHAETE .

» Link Address: 8%, I i 4R AT a0 2R a0 v 4E A

HERZANER, RS UE R APl 2 5 7E SO VFRIIPTEE Y .

» Skip Event: Hl " e B o BB R B L 1 AF

Portal Page
O Select Template @ Preview
it Component Tree v
S « Image
T HIRSCHMANN 1T
Ilé.!E‘;“E! 1- g o, "l TR TR h
fail_himi
K Usegmme — Usemame 3 1 Attributes v
> N Image Choose File Reset
i Password Passyord Z jl
W | have read the user agreement and h i ST
agree to abide
SHREeIREER Height  45px
Login
Link Addr..
Skip Event
Close
K237 KIZEAT ST
it EDAC 253
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12.6.2 XARHM
AR S A A R

» Font Family: SCARMFARIH,

» Font Size: CARTFAR KN,

» Content: CARAFHINE. 7] IEX B eI ER .

» Link Address: fAidi XK, URLFITH. 05 2410 0 A 2 pk 2h 7
) 75 BEIGF I URL A IPHIE 2 B 7E R HIIPTE B A -

» Color: AR FRBIE,

» Action: A CAFISME. A% E: none. backdiforward. W RALE T
el BERsihhbAE X Bk k.

Portal Page
O Select Template @ Preview
HIRSCHMANN IT - Toxt |

Font Size 16px

M | have read the user agreementand

agree to abide
Mm URL . Content Welcome to free WIFI
coor |
K238: X AH1FIEVE
12.6.3 REHM
NI R A R
» Login Success Redirect URL: 3005 H 2 A FiZURL, A%

Bc EDAC
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BB A R S UL T o AT PA B O Al 3 T B Al HE T 1

» Login Failed Redirect URL: B AIINT, HEMFNZURL, ARk
FERRSAR P B T . TR EIRIEIL U F2 A “login failure” fifE
e HTHPIEE MM, 72 RURLATAE FIPHIEE SO VF Y IPHY
i

» Button Text: %4 FHISCANE

» Button Font Color: 4 R SCAEIH,

» Button Background Color: 241 f)Eife, .

» “User Protocol Link” whether or not show: &7~ 8% [ H P Wil e
A,

» “User Protocol Link” Font Color: F 7 WS ORI FAR Bt

» “User Protocol Link” whether to add Underline: &7~ak ki H ' il

BERE AR R RIS

» Agreement Detail: P CE4I{E S

» Material Width: A£Gt TAHRITHE —4ERS N . QRASIF) 5 KL AT LU
BREEH .

Portal Page

O Select Template @ Preview
e ok Component Tree v
uccess.html
= HIRSCHMANN IT
ABELPEN BAAND, =
- LoginByAccount
fail.htmi
Attributes 2
Login Suc success.htmi

Login Fail.... fail.html

i W | have read the user agreement and P
- agree to abide -

Button Text Login

Button Fo... ’ ‘

Close

& 239: FKHEAME

it B DAC 255
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13 RiEE
13.1 %Ei%

A
AAA Authentication, authorization, accounting B EUE . A, 1R
ACL Access Control List Ui a2 i 41 %
ACS Automatic Channel Selection SRS i
APC Automatic Power Control H 3 Th 2 4% 1
ARP Address Resolution Protocol otk AT B Y
B
BLE Bluetooth Low Energy RIHFEWE T
BSS Basic Service Set FEARAR 555
BSSID Basic Service Set Identifier FERAR S AR IART
C
CLI Command-Line Interface AT S
D
DAC Dragonfly Access Controller Dragonfly Jo2k % il 45
DAP Dragonfly Access Point Dragonfly o2+ A 5
DCM Dynamic Client Management A i I
DHCP Dynamic Host Configuration Protocol A F LA E L
DNS Domain Name System 4 RS
DRM Dynamic Radio Management: automatically MESTLLEEM,. Q35 H
manages the DAP working channel and DAP T/E(ZE MR S 1h%,
transmitting power.
DSCP Differentiated Services Code Point ZE RS ARHS 15
E
EAP Extensible Authentication Protocol P A UETY
ESSID Extended Service Set Identifier ¥ REIRS AR
F
FQDN Fully Qualified Domain Name TR EE 44
G
GUI Graphical User Interface K - 5
I
IDS Intrusion Detection System NG RIEX
IG Installation Guide A e
IGMP Internet Group Management Protocol R ) A P L
L
LDAP Lightweight Directory Access Protocol B H i Pl
fid & DAC
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M

MAC Media Access Control PR r) 478 1|

MIMO Multiple-Input Multiple-Output EZ TWNEA i

MQTT Message Queuing Telemetry Transport H 1251 BN 8 A5

MTU Maximum Transmission Unit B KAL i BT

MU-MIMO  Multi-User Multiple-Input Multiple-Out ZHPZMNZ

N

NAT Network Address Translation R 2% Hb 1k 3

NTP Network Time Protocol [0 225 I 8] B0 i

@)

OKC Opportunistic Key Caching Wl 2l o2 1

Oul Organizationally unique identifier ZH 2 ME—FR IR

P

PHY Port Physical Layer Ui 1 ) EE =

PMD Post Mortem Dump L5 ik

PMF Protected Management Frames rSak=gLil

PNAC Port-based Network Access Control FE T 0 1R X 28 332 N\ 353 i

POE Power over Ethernet DAK P 41 H

PPPOE Point-to-Point Protocol over Ethernet DA X 5506 p B0 i

PVM Primary Virtual Manager: The virtual manager FEfIEF2E: M DAP Fik$
selected from DAPsaccording to the defined i g i) 45 70 58
priority will be responsible for an internal AR AR LE s, s
portal server, AP, and client management and SRS SE. AP A1 PR
monitoring. T IS 25

Q

QoS Quiality of Service R 55 o &

QSG Quick Start Guide PN IHE

R

RADIUS Remote Access Dial-In User Service TRENAEIRAH PR SS

RF Radio Frequency gt

RSSI Received Signal Strength Indicator BB E SR E e~ i

S

SLB Smart Load Balance R H I 1

SNMP Simple Network Management Protocol i B X 2% 75 PRI L

SNR Signal-to-noise ratio {Z L

SSID Service Set Identifier MR 55 AR IR T

SVM Secondary Virtual Manager: The second IREBPVE S EHPIE
highest priority in the cluster. When the PVM  — =i 22, 24 PYM RN
fails to respond due to an ur_lexpected ITOT OF  f 52 Bl 5] B3 5 v 1 87
issue, the SVM will automatically upgrade to SVM ¥ A h T84 PVM.
act as the PVM.
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TCM Three-Color Marking =t
TCP Transmission Control Protocol &S i il
TLS Transport Layer Security =24
U
UDP User Datagram Protocol P B i i
UNP User Network Profile FH P o 24 T B S A
V
VLAN Virtual Local Area Network FE 4L 5y 1k
W
WBM Web Based Management HF Web & B
WIDS Wireless Intrusion Detection System T N2 R 5t
WIPS Wireless Intrusion Prevention System TENIZBH R R
WLAN Wireless Local Area Network T2k J5y 3k )
WMM Wi-Fi Multimedia (WMM) Wi-Fi 2 1A
WPA Wi-Fi Protected Access Wi-Fi fR# A\
WPA2 Wi-Fi Protected Access 2 Wi-Fi RN 2
WPA3 Wi-Fi Protected Access 3 Wi-Fi fRIF N 3
fid & DAC
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13.2 Ul

2.4G available num

2.4G S =

2.4G Channel

2.4G BB E1E

2.4G Data Frame Rate

2.4G FHf i %

2.4G Gain

2.4G R

2.4G Manage Frame Rate

2.4G EH M=

2.4G Power 2.4G BB I %
5G All Chain 5G B K& E
5G All Channel 5G M58
5G All Gain 5G B R e o
5G All Power 5G &%

5G All/5G High/5G Low

5G &#E/5G EiE/5G (KA

5G available num

5G MiBAUE

5G Data Frame Rate

5G Hudh Wik x

5G High Channel

5G i EIE

5G High Power

5G mMfFIETH

5G Low Channel

5G {RAEEIE

5G Low Power

5G {RHif5 1B L%

5G Manage Frame Rate

5G & FHl it Z

802.1p mapping setting

802.1p Wit ik &

802.1p Priority Level

802.1p It 5 2

802.1X Authentication

802.1X HilF

A

Accept FIES

Access Band Tk AT EL

Access Clients BN P

Access Code ZIEEE

Access Device Location AW ENE
Access Device MAC 2N 4 MAC Hiudik
Access Device Name BEN K 4T
Access Key i 7] 5% ]

Access Policy Ty 1] SR

Access Role Profile U7 W] A 6 C B SO
Access Strategy Ui ] S

Account K

Account External Radius A RADIUS AR 55 25
Account Interim-interval Status eI Rl RIR S
Account Name K 4

Account Type K A

Account Valid Period K A 2O

fid & DAC
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Account Validity Period

MK A R3]

Accounting Interim Interval

0K A] e

Accounting Port e K iy
Acct Interim Interval e (6]
Acct Status Type R LA
Action E

Activate WoE
Activation WoE
Activation Time T N [
Active Scanning ERERE

AD Port AD i I
Add wn

Add Administrator IR
Add Group WINEEAH
Add to Blocklist IESI A
Add Unified Policies NI — SR
Address Huhk

Admin B
Admin Name B AR
Admin Password (=giifapa)
administrator B
Advance setting R E
Advertise & Scanner Mode I AR AT AR
Advertise Address I i LR
Advertise Mode IR
Advertise Type S
Agreement Detail UGS
Alert AR

All ok

All Devices P % 4%
Allowed Band n] A
AllTheTime ESPN
Antenna Table REEH|FR

AP AR

AP Add Client to Blocklist AP R i 2 R 44 5
AP Antenna Config N BRI E
AP Bluetooth AP 5

AP Bluetooth Configuration AP 5L &

AP Client Authentication Failed

AP 2 i B 473 95 IE R I

AP Client Authentication Successful

AP 2 i B 473 95 IE K )

AP Device

AP % %

260
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AP Firmware

AP [l 1f

AP firmware health AP figi 4 {i
AP Full Scan Mode Switch AP AT H R A%
AP health degree AP (i TR

AP IP

NS 1P HuhE

AP Load Distribution

AP G871

AP Local Firmware Management AP A i [ 1 1
AP Location AP &% I B
AP MAC AP [1] MAC itk
AP Model AP 15

AP Name AP 114+

AP Number AP # &

AP online rate AP fEZE%

AP Online Status AP TEZIRAS

AP Page AP [ 111

AP Radius Acct Server No Connection

AP RADIUS ic K AR 55 28 To & 4%

AP Radius Acct Server No Connection
Clear

AP RADIUS 0K ik 55 8 o & 30k B

AP Radius Auth Server No Connection

AP RADIUS &3 B6IE AR 55 78 To 2

AP Radius Auth Server No Connection
Clear

AP RADIUS &3 5631F R 55 28 T 215 B

AP Reporting AP

AP Status AP IRZS

AP Syslog AP R4t H &
AP Type AP Al

AP Wireless Uplink AP B2k AT
Apply to Group I H 2 Group

Association AP MAC

5% P RHR T AP ¥ MAC it

Association SSID

K SSID

Attack Item Bt i H

Attack Times Ko A
Attribute JE

Auth Resource B0 IS UE TR
Authentication S Kk
Authentication Port B A5 B E i 1
Authentication Profile IERC & S
Authentication Resource BRI AE SRR
Authentication Result Statistic B siur gt gt
Authentication Server B B0 AIE IR 55 2
Authentication Source IIE SRR

Authentication Strategy

WIESRNS . B0 S0 Uk 5

fid B DAC
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Authentication Type

KRR

Authenticator S B iE A%
Authorization management BARUEF
Auto H 3l
Automatic device allocation policy H 315 2% 47 T ok i
Available bandwidth A A 5
Average latency IR
B
Back IR [A]
Background B RnE
Background Scanning Ja &4
Backup IP Address &40 1P Huhk
Band Steering B A7 |
Bandwidth contract 7 6 W
Basic setting YN
Batch Creation it
Batch Import HEIFA
Beacon Mode (LS
Behavior 1A
best i
Best Effort N
BLE advertising e L
Blocklist A
Bluetooth W
Bluetooth beacon scanning [ Rl mE]
Bluetooth Configuration WA NE
Bluetooth Reporting Interval W5 B 18] B
Bluetooth Wireless Uplink Configuration #5454k FiTHCE
Broadcast Channel IR iEE
Broadcast Filter All ) ki )E
Broadcast Filter ARP ARP | it g
Broadcast Frequency S
Broadcast Key Rotation R
Broadcast Key Rotation Time Interval o) R H IR R] B
Broadcast Power RS
Building ID A 1D
Button Background Color TR T 5
Button Font Color T PR
Button Text PO
C
cancel HUH
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Captive Portal Authentication

ST By Bl

Certificate NIE

Chain RENE
Change password ER AL
Channel FiE. TAEE1E
Channel DRM DRM {518
Channel List (EERIES
Channel Setting BiERE
Channel Width(MHz) {518 %
Character P!

Client % F i

Client health degree B v A AR
Client IP % Pty IP bk
Client Isolation 5 i o S
Client MAC % P MAC Hbik
Client Number =P i
Client Type 5 A Y
Clients % i

Cold Boot =]
Collection Time LB I 8]
Color PN N
color marking A bric
Committed Information Rate A E IR
Common Information G R
Community FEIX
Company NG
Company Device NGRS
Condition %A

Config fic &

Config edit task P B g AT 55
Configuration Options Fict B 3% 10
Configuration Wizard T i o) 5
Configuration/Display LA
Confirm RN

Confirm Password i
Confirm Secret 5
Connecting Times I
Connection Time AR 7]
Connectivity status ERRE
Connectivity Testing 3 38 A 3K
Content pENLEA
it EDAC
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Corp caption

Corp dashboard A AR
Corp information ArAEE
Corp name AR
Corp Operation ARk (E
Corporate NG

count of offline APs (red number)

B AP BiE (At

count of online APs (green number)

TEL AP B (i)

Country/Region

[ KX

CPU Overrun CPU i
CPU Overrun Clear CPU #EBR &R
CPU Threshold CPU B{H
Create Access Policy B ) S50
Create Allowed IP B R IP
Create Authentication Strategy 1) 5 B 03 50 1UE S
Create Corporate e /N
Create Group [ElfegicEl
Create Guest Account B &K
Create MAC Group g% MAC 4
Create policy A1) W
Create Policy List Wizard B R 31 3K [r] 7
Create Service Group 1) 4 e 25 2.
Create Site B i f
Create WLAN @17 WLAN
Critical P
Current Intrusive AP METANIR AP
Current Intrusive Client ETIPNGEZ RN
Current version YHTRAS
Custom H & X
Custom Portal Page H & & 5
Custom WLAN work schedule H &€ X WLAN LAE & 11
Customization H & X
Customization Page H € X L
Customization Portal Page HE X1
Customization Upgrade H & X T+2%
D
Daily H
Dashboard INGRAE
Data Type s R
Date & Time H BAAIES [
Date/Time H HA/ 7]
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Days/Months H/H

Debug HEES

Default NN

Default Access Role Profile BRI 0] A U C B
Default Policy List NN YIRS

Delete T BR

Department B

Description R i

Destination IP Address/Group IP
Address

H¥r P Hulik/IP Hihik2H

Destination MAC Address/MAC Group

H¥r MAC #iit/MAC Hhudik2H

Destination Port Range H i 1130

Detail FEAIE S

Detect 802.11 40MHZ Intolerance ¥l 802.11 4A0MHZ AN 5% % &
Setting

Detect Active 802.11n Greenfield Mode

K& zh 1) 802.11n Greenfield =

Detect Adhoc Networks using Valid
SSID

K 4 F A5 %% SSID 11 Adhoc 4%

Detect AP Impersonation Kl AP ¥y 2 Yk
Detect AP Spoofing il AP 175 B Wit
Detect Broadcast De-authentication I R AALE
Detect Broadcast Disassociation R )™ 4% At o S BBk

Detect DHCP Client ID

¥ DHCP % P 1D

Detect DHCP Conflict

¥l DHCP g

Detect DHCP Name Change

K ill DHCP &8 i

Detect Invalid Address Combination

Rl e otk 4 &

Detect Long SSID

K SSID

Detect Long SSID At Client

TE2 P il SSID

Detect Malformed Frame-Assoc

U e 2 RIS SR 375 3R

Request
Detect Null Probe Response R ) 23 4% 00 e o
Detect Omerta Attack Kl Omerta X7

Detect Reason Code Invalid of De-
authentication

A I 2 s PR AR B IAAIE

Detect Reason Code Invalid of
Disassociation

A T 2 L DR g 53k 5 1k

Detect Rogue SSID Keyword

Ko 2 SSID Jefg g

Detect Too Many Auth Failure Request

i 22 U IES R TR R

Detect Unencrypted Valid Client

FSL I RN A R i

Detect Valid Client Misassociation

FSIAT 20 7 i R R IR

Detect Valid SSID

A5 %% SSID

Device Category

B R

fid B DAC
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Device Family

B AR5

Device IPv4 WA 1Pv4 ik
Device IPv6 %% IPv6 ik
Device MAC W& MAC Hihik
Device Name W AR
Device Network Type & S S|
Device OS WEBRIERS
Device Specific PSK WA R E TiAL =
Device Type WA R
Device Validity Period WA WU
Device Validity Unit WA BON AL, rdhEl R
Devices with Bluetooth W IR
Devices with WLAN i WLAN 15 %
Disabled 25 H
Display Options BRI
Downlink T
Downstream Bandwidth AT
Downstream Burst TR
Drop £33
DSCP mapping settings DSCP M &
Dynamic Load Balance A RS Al
E
Edit Y e
Edit Access Role Profile Y In) AR T B S
Edit Allowed IP iR SLVFR IP
Edit Location Policy Y B L SRS
Edit MAC Group %% MAC 41
Edit Page %R DI
Edit Period Policy S e T (1) S S
Edit Policy List Ul RIS B 3R
Edit SNMP %% SNMP
Edit WLAN %% WLAN
Effect Now RPN FH
Effective Date AERH
Email HH, B4
Email Account FH, IS 4 i P
Email Password B 25
Email Server Test FEL M 124 ik 55 2 3K
Email/Account FE - IS4/ P
Emergency 2
Employee 2N

266
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Employee Access

RN

Employee Access Strategy AN PN
Employee Account NI

Empty Value EalIE]

Enable JaH

Enable SSID J5 H SSID
Enable/Disable Ja FHIAE
Encryption Mode IR
Encryption Type hns A

End Time 45 BRI [A]

Enter Password BN
Enterprise A 25 53]

Error Hi%

Existing Policies Table WA TS 2R
Existing Unified Policies Table WA g — RIS R
Expiration Time FI A 18]

Expire Time FI A 18]

Expiry Time FI| A 8]

Export All Device ST R HE R
Export to CSV SN CSV

External LADP/AD

4h B LADP/AD

External LDAP/AD

4h B LDAP/AD

External Radius

A RADIUS fIR 2524

F
fail e

Failed KK

fair —

Fallback to Site Antenna Configuration  [A]3E FI| 3 5 1 K 2R e B
Fallback to Site RF Configuration ENREIA =8 (. A
File Download A

File Name A4

File Size SCAFE RN

Filter JURiE

Firmware fi5] £

Firmware Description fis] £F ik

Firmware Version ERERTES

First Login Time G S [H]

Fixed Access Role Profile SE Vi 1) o it B SCE
Fixed Policy List li] 5 WS 51| 2%

Flash Clear DA A7 8 PR 375 o

Flash Overrun PN £ vi
it EDAC
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Flash Threshold

INAT B

Font Family e

Font Size TR

Force Device Specific PSK obf i) £ AR A8 T R B
Forgot password il

forward [E[1pe3

Frame M

Framed MTU £ MTU
From(Site/Group) KB Gl gD
Full Name =4

Full Scan Mode R A

G

Gain R 2

Get Code SR B 5 I A

good B

Group A

Group ID 4 ID

Group IP Address IP Hiuhit2H

Group List Group %1%
Group Name Group % FK
Group Operation Group #1E
Guest K

Guest Access PE-SIN

Guest Access Strategy VK-S
Guest Account ZEIR

Guest Account and Device Statistics i 2 W A0 15 24 s
Guest Account Creation Mode Vi 2 B A
Guest Account Name Vi &K = 44
Guest Device Browser i 2815 £ 10 Y 238
Guest Device Category VES =T
Guest Operator ZESES

H

Health 1

Height 5

help HBh

Hide SSID Fai SSID

High EE

Historical statistics s gt

Home B

I

IGMP Snooping T

268
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IGMP Snooping/ON

/e H

Ignore Validity Period in defining Policy

FE5E SCHRME 25 1IN 200 A 240

Condition

Image EI1E

index =9
Informational H 5
InProgress AT
Interfering AP Tt AP
Invitation Registration M

IP Address IP bt

IPv4 IPv4 itk

IPv6 IPv6 Hiutik

J

Join Corp TN &)

L

L3 Roaming L3 &

Last Connection R )

Last Offline Time RN ]
LDAP/AD Attribute Condition LDAP/AD J& I % 1F
LDAP/AD Configuration LADP/AD [it &
LDAP/AD Server LADP/AD Jil %55
License VAl IE
License Activation VF A UEFE
License code YFATIEACRY
License ID YFAUERYT 1D
License management AR T3
Link Address B
Local Database A H U
Location (DAY

Location Policy 7 B R
Location Policy Screen o7 B SR ST
Log H&E

Log Generation Time H & A B ]
Log Level H & 90

Log Snapshot LRI
Login by Account 20K F 8
Login Failed Redirect URL SR W JE W] URL
login failure SN
Login Name TR

Login Success Redirect URL

BRI E E ] URL

Logout

G T
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Low {24

Low Score AP &4 AP

M

MAC MAC stk
MAC Auth MAC & {73 5k
MAC Authentication MAC 5k
MAC Group MAC Hilit2H
Manager A
Manual Fah
Mapping Condition WL 2% A
marks Frid
Material Width PRl

Max Auth Failure Times

R S 3 Bk 2R W R

Max Device per Account

BN SV 1 ORI AU

Max Output Rate

Ky R

Maximum clients allowed of single AP
of this WLAN

It WLAN B4~ AP Fo V) oK %5 ) i B

Maximum Power(dBm) BRI
Medium H2%
Memory Clear P A7 68 PR B
Memory Overrun P A7
Memory Threshold N A7 BE
Message H B
Message Setting HEWE
Minimum Power(dBm) /NI
Mode (5N
Model s
Monitoring Panel IR THIIR

MQTT Connected Duration

MQTT & B HF 22 [a)

MQTT Connected Time

MQTT &It A

MQTT Disconnected Time

MQTT W7 FHt []

Multicast Based Channel Utilization HETEEFN R HRE
Multicast Optimization HEDAL

My AP Devices LI AP 5%

My AP Equipment IR AP 5%

My Device RIH %

N

Name W4 ZFKR

NAS IP NAS IP it

NAS Port NAS ¥ [

Neighbor AP Count FHAE AP $ar
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Network Access (Captive Portal)

PIZEFE N (o) G 00D 36k

Authentication

Network Type ) 2 S Y
New password B Y

Next T~

Next step &

None T

Normal Mode 1B

Not Support AN
Notice VERL
NTP Config NTP it &
NTP Server NTP JIl 555
NTP Server address NTP JIi 5545 Hitik
NTP Server List NTP g% #8511 %
Number of Clients B A
O

Object Class XTHRK

OFF KM

Offline Time Wiy T % B Ik ]
Old password |H %45

ON 17

Online 1E2k

Online Duration TELR I K
Online Time 1E £ 1) ]
Open T
operate e BREEE
Operating System BIERS
Operation tools BAE TR
Operator BRAEE
Optional RVF

Other oAt

Owner &

o)

Package loss rate AR

Page attributes view I & AL
Page selector Diprde
Page view LI AR
Parameter Mapping SH
Passive Scanning kR
Password R
Password Attribution Y &
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Peak Information Rate

ESIEREPSSuES

Period Policy I [H] S W
Permission PR

Personal NN

Personal settings N
PHY_DOWN W E AT EIE R
PHY_UP W E FATEE R
PMF-Protected Management Frames 2 AR B
Policies Screen SR T 1

Policies Set Condition T B A
Policies Validity Period Screen TR A RO A
Policy List IS HI R

Policy List Screen il E]

Port i |1

Port(s) g |1

Portal Page URL Z+ 71 URL

Portal Type eIyt

Position B

Power DRM DRSO 2
Power Setting ERE
Precedence (U

Prefer Device Specific PSK ik AR EILE Y
Priority o2k

Profile Name Pic B S 44 PR
Prompt Message P B

Protocol P

Protocol Only AN

R

Radio Failure TLLER RN

Realm i}

Realm IP 0 1P Mk

Reboot A

Receiving number U=

Recover your account PRS2 B
Refresh il BT

Reject fH4

Remembered Device EEYER &S
Remembered Employee Device AL F W A TS
Remote Log Server e H B RS A
Remote Log Server Config i HE RS A
Remote Log Switch AR HEF R
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Repeat Password

HH A Y

Required v

Reset HE

Response Type M 7 A5 7Y

Retries Hik

Roaming RSSI 18 RSSI B{E
Rogue AP MEEAR

Rogue AP Containment PHLIE S
Rogue AP Record BEEARILR
Rogue Client Record R il K
Rogue Client/AP R ImAEN K

Rogue OUI W OUl (A AUME—HRID
RSSI Threshold RSSI H{H

S

Save RAT

Scan Filter EEEPUR e

Scan Interval

4 [

Scan QRCode by Employee

AR EE e

Scan Type R
Scan Window FHHEK
Scanner Mode FHHAR
Scanning AP {14 AP

Scanning Channel AiEE

Scanning Client MAC

% I MAC

Scanning Duration

At RS TR

Scanning Interval

4t )

Scene Yt
Scoring grades 39
Search =R
Search Base 2R R UE
Secret Key 2
Security YA g
Security Level LR
Security setting GERE
Select Template IRPFAFAR
Send number R
Serial Number izilkE
Server address Jie 55 7 itk
Server Name 5 4 44 PR
Server Type ik 55 # R Y
Service k%
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Service Group

Hk 5521

Service Port Ji 55 v 1
Service Switch 55T R
Service Type i &t
Session ID 2215 ID
Session Start SRR
Session Timeout 2 )
Session Timeout Interval 215 (] BE
Session Timeout Status STHEEDIRES
Set Action W B AE

Set Condition B KA

Set Lines to Display/Page in the List WE A IR E R R INATH
Set Site B E U
Setting wWHE

Severity PSR O
Shared Secret JLE 2R EH
Short GI T LR [A] B

Show Advanced Attribute Selection

S YNGE YRkt

Show Basic Attribute Selection

WoREAR R VR

Show history reset reason 7R S B R A
Show history syslog info R HEER

Show system info

BRARGER

Show WIFI info

llLElZi_\‘ WI'FI /f%‘ 1%\

Signal Strength G 9mE

Signal Strength Threshold =50 R E
Single B

Site b i

Site Antenna Config vl R L B

Site Bluetooth vl 5 W

Site Bluetooth Wireless Uplink ST FATECE
Configuration

Site Bluetooth/Fallback PP S R | CIPIE]

Site Health Indication sy fAR TR AL

Site Reporting U PR

Site RF Configuration v U AL

Site Wireless Uplink uh Sk FAT

Skip Event B

Smart Upgrade B Re S+

SMS Login KR

SMTP (Email) Configuration SMTP i Hl {1l &
SMTP Server SMTP k%5 2%
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soft boot WA 3N

Sort HE7

Source IP Address/Group IP Address P3P HhE/NP sk 2H
Source MAC Address/MAC Group J5 MAC Hiit/MAC $ihik2H
Source Port Range PE i 1Y [

SSID Number SSID # &

Start Time FHUG N 18]
State/City BIR T

Station T AEu,

Status R

Strategy Name T 24 7

Subnet IP/Subnet Mask T4 1P/f- R R
success J& 2

Support XFF

Switch IR

Switch Trap-Network AL 245 S
System ARG

System Configuration RGNRE

System Syslog R HE

.

Telephone LT

Test Email TR R A2E
Throughput it &
Throughput_ DOWN T EE AR R
Throughput_UP ATHER AR
Time of Day SN LG

Time Zone i [X

Timeout R

Timezone s [X.

Today's data A H8HRE

Top 10 AP with Authentication Failure

HA S ik RIGIRET 10 4> AP

Top 10 AP with Authentication Request

Sy b dis KA AT 10 19 AP

Top 10 Reason of Authentication
Failure

G335 uE RIS K HEA BT 10

TOS Precedence radio i 45 SRR S )
Total Traffic ME

Traffic M

Transfer Site 1% Site FUR
Trap e

Trap List EEIRIES

Trap Server e
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Trap-Authentication TS Bk (s &
Trap-Hardware AP fifi {15 B
Trap-Network AP 2515 5
Trap-Security L& LZEEE
Trap-Upgrade AP 15 B
Turn Off LED KM LED
Turn Off Telnet KM Telnet
Turn On LED 17T LED
Turn On Telnet F17F Telnet
Turn On/Off USB 11155 USB
Type KM

U

Unified Policies Gt — g
Unified Policy List Gt —RIEBIR
Unknown K P
unspecified ARG E
Upgrade T2

Uplink A7

Upload A%

Upload Time AR 1]
Upstream Bandwidth AT
Upstream Burst FATRERRE

Use TLS Encryption

fHH TLS hpzs

User Access Limit of 802.11b/g

FVFE 5 LA 802.11b/g 1 ik bz

User Mac

) MAC Hishik

User Name

4

User name/Email

H 24 H A

"User Protocol Link" Font Color

“HP I CEERR T AR

"User Protocol Link" whether or not
show

“FHP B R S

"User Protocol Link" whether to add
Underline

“RUPIRSCBERR” S AN R Rk

Username H 4
Username Attribution F - 4 @ 1
V

Valid AP A2 AP

Valid Client Associated to a Honeypot
AP

5 Honeypot AP SCIK A R0 F i

Valid Client Associated to a Rogue AP

5% E AP FEFP R R ) i

Valid Client Associated to an Interfering
AP

5T AP SRIKHIAT %% ) i

Valid Client in Ad Hoc Connection Mode /5 %f s e 20 T A 208 Uil
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Valid OUI A3 oUl CHAME—HRID
Validity Period A RO

Value D

Verification code IR

Version LES

Video PSR 55
Viewer WS

Vlan Creation VLAN 1%

Vlan Deletion VLAN filBx
Voice T RS

Voice and Video Awareness T AR R
W

Warm Boot FY =R

Warning L

Web Authentication Web & 43 55 1IE
Weekday & TA/EH
Weekdays TAEH
Weekend BREH
Weekends Ji K

Whether Support SSL JE 5 SCFF SSL
Whether to Join Blocklist List BN R4 3
Whitelist 44

Width %

Wifi Reporting Interval Wi-Fi ¥ 2.3 5 5] b
Wireless TCL& I 4%
Wireless Blocklist To4 B A4
Wireless Client Health LR il FE AR
Wireless Uplink 2R AT HE RS
wizard ] 3

WLAN Access Authentication WLAN 2 N\ A E
WLAN Connection WLAN ZE
WLAN List WLAN %15
WLAN Name WLAN W 44 Ff
WLAN Timing WLAN I ]2
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